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Introduction

Overview

| still remember the morning, sometime late infddeof 2007, when my manager at the time, Ken
Johnston, uttered these five words, "You shouldesaibook."

He had just come back from delivering a talk airalustry test conference (not coincidentally titled
"How We Test Software at Microsoft,") and was eadiby the audience reception. Ken loves to give
presentations, but he somehow thought | shoulthéeme to write the book.

I humored him and said, "Sure, why not." | wento@say that the book could cover a lot of the thing
that we teach in our software testing courses,allsag a smattering of other popular test appraache
used at Microsoft. It could be interesting, butréhare a ton of books on testing—I know, I've phipa
read a few dozen of them—and some of them areyrgatid. What value to the testing community
could yet another book provide?

| was about to talk the nonsense out of Ken wherlized something critical: At Microsoft, we have
some of the best software test training in the e&koFhe material and structure of the courses are
fantastic, but that's not what makes it so grela¢. Way our instructors tie in anecdotes, succes®est
and cool little bits of trivia throughout our coassis what makes them impactful and memorable. |
thought that if we could include some stories aitgldif information on how Microsoft has used some
of these approaches, the book might be interedtinggan to think beyond what we teach, of more tes
ideas and stories that would be fun to share wgltets everywhere. | realized that some of my fevor
programming books were filled with stories embeddét all of the "techie” stuff.

The next thing | knew, | was writing a proposal. duttline began to come together, and the form ef th
book began to take shape, with four main themesgnge It made sense to set some context by
talking about Microsoft's general approaches t@fgeand engineering. The next two sections would
focus on how we do testing inside Microsoft, aneltibols we use; and the final section would look at
the future of testing inside Microsoft. | sent fir@posal to Microsoft Press, and although | renthine



excited about the potential for the book, part efsecretly hoped that Microsoft Press would tell me
the idea was silly, and that | should go away. Allaat didn't happen, and shortly thereafter, hibu
myself staring at a computer screen wondering Wiefirst sentences would look like.

From the very beginning, | knew that | wanted Kemite the first two chapters. Ken has been a
manager at Microsoft for years, and the peopld sta$ right up his alley. About the time | subnutte

the proposal, Ken left our group to manage thed®f@®nline group. Soon after, it became apparent tha
Ken should also write the chapter on how we tefitnaoe plus Services. He's since become a leader at
the company in defining how we test Web serviced,iawould have been silly not to have him write
Chapter 14"Testing Software Plus Services". Later on, lrapphed BJ Rollison, one of Microsoft's
most prominent testers, to write the chapters ahumational and structural test techniques. Bj Rol
designed our core software testing course, anchbe& more about these areas of testing than anyone
| know. He's also one of the only people | know vitas read more books on testing than | have. Ken,
Bj and | make quite a trio of authors. We all agmio the task and produce our material quite
differently, but in the end, we feel like we haven of both material and writing styles that rette

the diversity of the Microsoft testing populatidle often joke that Bj is the professor, Ken triebé

the historian and storyteller, and | just absofbrimation and state the facts. Although we all ttfo

lead on several chapters, we each edited and lsoted to the others' work, so there is definitely a
melding of styles throughout the book.

| cannot begin to describe how every little setbiadife becomes gigantic when the task of "writimg
book" is always on your plate. Since starting bosk, | took over Ken's old job as Director of Test
Excellence at Microsoft. Why in the world | decidedtake on a job with entirely new challenges in
the middle of writing a book I'll never know. Innuisight, however, taking on this role forced me to
gain some insight into test leadership at Microsiwdt benefitted this book tremendously.

My biggest fear in writing this book was how mudknew I'd have to leave out. There are over 9,000
testers at Microsoft. The test approaches discussis book cover what most testers at Microsioft
but there are tons of fantastically cool thingd terosoft testers do that couldn't be coverethia
book. On top of that, there are variations on @isiut every topic covered in this book. We tried to
capture as many different ideas as we could, wéilig stories about what parts of testing we khin
are most important. | also have to admit that lightly nervous about the title of this book. "HaMe
Test Software at Microsoft" could imply that evériyig in this book is done by every single tester at
Microsoft, and that's simply not true. With suclae population of testers and such a massive
product portfolio, there's just no way to write abtesting in a way that exactly represents evenyls
tester at Microsoft. So, we compromised. This bsiakply covers the most popular testing practices,
tools, and techniques used by Microsoft testers.eNMery team does everything we write about, but
most do. Everything we chose to write about in Husk has been successful in testing Microsoft
products, so the topics in this book are a colbectif some of the things we know work.

In the end, | think we succeeded, but as testeggnew it could be better. Sadly, it's time to Shuipt
we do have a support plan in place! If you arerggted in discussing anything from this book wité t
authors, you can visit our web siteyww.hwtsam.conWe would all love to hear what you think.

—Alan Page

Who This Book Is For

This book is for anyone who is interested in tHe nd test at Microsoft or for those who want taln
more about how Microsoft approaches testing. Thizklisn't a replacement for any of the numerous
other great texts on software testing. Insteadkgscribes how Microsoft applies a number of testing



techniques and methods of evaluation to improvesotiware.

Microsoft testers themselves will likely find thedk to be interesting as it includes techniques and

approaches used across the company. Even nontesteriénd it interesting to know about the role of
test at Microsoft

What This Book Is About

This book starts by familiarizing the reader witlickdésoft products, Microsoft engineers, Microsoft
testers, the role of test, and general approachesdineering software. The second part of the book
discusses many of the test approaches and toolsonly used at Microsoft. The third part of the
book discusses some of the tools and systems wia ose work. The final section of the book
discusses future directions in testing and qualityMicrosoft and how we intend to create that feitur

Part | "About Microsoft"
» Chapter 1"Software Engineering at Microsoft,"
» Chapter 2"Software Test Engineers at Microsoft"
* Chapter 3"Engineering Life Cycles"
Part II, "About Testing"
» Chapter 4"A Practical Approach to Test Case Design”
* Chapter 5"Functional Testing Techniques”
» Chapter 6"Structural Testing Techniques”
» Chapter 7"Analyzing Risk with Code Complexity"
» Chapter 8"Model-Based Testing"
Part Ill, "Test Tools and Systems"
» Chapter 9"Managing Bugs and Test Cases"
* Chapter 10"Test Automation”
» Chapter 11"Non-Functional Testing"
* Chapter 12"Other Tools"
* Chapter 13"Customer Feedback Systems"

» Chapter 14"Testing Software Plus Services"
Part I\, "About the Future"

* Chapter 15"Solving Tomorrow's Problems Today"
* Chapter 16"Building the Future”

Find Additional Content Online

As new or updated material becomes available traptements this book, it will be posted online on
the Microsoft Press Online Developer Tools Web. Sitee type of material you might find includes



updates to book content, articles, links to compauciontent, errata, sample chapters, and more. This
Web site is available agww.microsoft.com/learning/books/online/develpped is updated
periodically.

More stories and tidbits about testing at Microsaft be posted omvww.hwtsam.com

Support for This Book

If you have comments, questions, or ideas regartti@dpook, or questions that are not answered by
visiting the sites above, please send them to Maftd’ress via e-mail to

mspinput@ microsoft.com

Or via postal mail to

Microsoft Press

Attn: How We Test Software at Microséiditor
One Microsoft Way

Redmond, WA 98052-6399.

Please note that Microsoft software product supigarbt offered through the above addresses.

Part |: About Microsoft

Chapter List

Chapter 1Software Engineering at Microsoft
Chapter 2Software Test Engineers at Microsoft
Chapter 3Engineering Life Cycles

Chapter 1. Software Engineering at Microsoft

Ken Johnston

Overview

Part |of this book, Chapters 1 through 3, provides afohformation about Microsoft, what our goals
are, how we are organized to engineer productshandwe ship products. A lot of the information in
this chapter has been shared publicly, but we pailed a few strings to share some new details of
Microsoft internals.

There are many books, articles, and Web sitescthadr Microsoft's history in detail, but we felatha
brief overview within this book that focused on kisoft engineering would help readers better
understand the why behind how we test softwareietddoft. All the methods and tools we discuss in
the rest of the book are influenced by our histeision, and business objectives.



The Microsoft Vision, Values and Why We "Love This
Company!

It is actually pretty hard to get engineers to slaolt of exuberance, unless perhaps for the fiofals
the World Cup championships for football (soccergmcket. Microsoft engineers are no different,
except for maybe one other event.

Each year, in early October, dozens of busses binmgsands of Microsoft employees from our
Redmond, Washington campus to Safeco field, wheré&eattle Mariners play baseball, for the annual
company meeting. Something shy of 20 thousand grepkusually attend in person with tens of
thousands more tuning in online.

The last speaker is always Steve Ballmer. He alMeaysts on stage to thunderous cheers and loud,
rocking music, such as "Eye of the Tiger," from tRecky" movies. Steve then storms around the
stage pumping up the crowd even more before heedastwn the steps and takes a lap around the
infield. As he moves along through the crowd hedsawut victorious high fives and receives many
hearty pats on the back. At points along his patpduses to pump up the attendees in the stadium
seats before finally running back up onto the hstgge. He usually takes a moment to catch histgreat
and then lead us through several rounds of my fevonorus, "I LOVE THIS COMPANY." The

videos are easy to find, just try the video seatstww.live.comand enter "Steve Ballmer company
meeting."

It's true; Microsoft is a really cool company aad,the rest of this book will show, the best conygan
the world at which to be a software tester. Oun history, great products and geeky traditiong tike
company meeting and a pumped up CEO, help makeobbiira great place to be an engineer.

For the first 24 years of Microsoft's existence tompany vision was "A PC on every desk and in
every home." In many ways, Microsoft has succeadeahieving that mission. But, with the rapid
growth of the Internet, the need to deliver devsash as the Xbox, and a shifting focus to seryices
the company vision had to be updated. From 192902, we used "Empowering people through great
software—any time, any place, and on any devi¢avak certainly a bigger and bolder vision than jus
focusing on PCs, but it was still not big enough2002, we released a new mission statement, "To
enable people and businesses throughout the worihtize their full potential Figure 1-1shows the
2008 Microsoft corporate logo, which reflects thision.

Microsoft
Your potential. Our passion.®
Figure 1-1: Corporate logo in 2008, updated tcefthe company vision.

During the company meeting in September of 2008G#0, Steve Ballmer, announced the new
company mission statement, "Create experiencesdmalbine the magic of software with the power of
Internet services across a world of devices." Rtegealongside on the screen were images of PCs,
servers, rich browser applications, and devicems ftell phones to gaming consoles and others in
between. The mission really is to bring softwanes@ervices to every powerful Internet connected
device. The mission statement is in addition tovils®n we released in 2002, and so we now have a
vision and a mission statement. Interestingly, mythe launch of the new mission statement, Steve
paused for a moment to answer a question | fourskthgsking. What about the old vision of your
potential is our passion? Steve commented thatrigenal goal of "a PC on every desk and in every
home," had served for many years as both a visidraamission statement for the company. He went
on to say that we may never again have a singée statement like that one to guide the comparty, bu
that is a reflection of our success and broad itnpac¢he world. While | like the vision that focigsen



helping others realize their potential, as an eegyin like the concreteness of software, the lagrn
and a world of devices. As a tester this scareb@gause now my test matrix has once again been
expanded.

Supporting the mission, we have six company valimtegrity and Honesty, Open and Respectful, Big
Challenges, Passion, Accountable, and Self-Critf@at of this list the one value that engineerstmos
often reference is Big Challenges. This value ésdhe engineers use when they talk about the mgxt b
thing and why we need to do it now. Big Challengks® includes taking smart risks, being persistent
but not inflexible, and being courageous but nokless.

Upholding our mission and taking on big challengescommon bonds that drive the engineers at
Microsoft. These values are what drive testersiatddoft to keep working hard to find that next bug
and the next one after that, so that our custooarhave great products.

When asked why he joined Microsoft to replace #iging Jeff Raikes as president of the Business
Division, Stephen Elop covered several points tioatributed to his decision, but focused on a singl
word that clearly resonated with the audience: ichgdoining the Microsoft team represents an
opportunity to positively impact the life and warkmillions of people around the world. There is
nothing more gratifying than having someone com#&umu in an airport and saying ‘Look at what |
have been able to do with your software' "

Changing the world through software requires gpeatlucts and the organizations to deliver those
products. Microsoft is notorious for reorganizing @engineering workforce. Although this notoriesy i
well founded, for several years at the top levehaee had the following three divisions of product
engineering:

» Platform Products and Services Division (PSDIncludes the Client Group, the Server &
Tools Group, and the Online Services Group

* Business Division (MBD)Includes the Information Worker Group, the Micriidgusiness
Solutions Group, and the Unified Communicationsupro

* Entertainment and Devices Division (E&D)Includes the Home & Entertainment Group and
the Mobile & Embedded Devices Group

Tip Internally, the Business Division is known as MBD, which stands for Microsoft Business
Division; this is because BD is not a TLA (threttde acronym) and the use of TLAs to refer to
every single product and team is hard-wired ineodtlture.

Essentially, all software development is managethbge three divisions. Each division is run by a
president that reports to our CEO Steve Ballmen @also has many other direct reports. By the time
this book ships, Bill Gates will have retired frduall-time work at Microsoft, but he will probably
show up in organization charts for many years to&d-igure 1-2shows a simplified organization
chart for Microsoft.

Chmrman of the Board
Bill Gates

CECH
[ Steve Ballmer ]

Prodiict Engineering Divisions
PSS Presidenit MBD President ERD President
Kevin Johnson Steven Elop Robert (Rohbie) Bach

Figure 1-2: How the three product engineering dwis fit into the organization.




Each division generates billions of dollars in grofi $10 billion to $20 billion in revenue, making
each division bigger than many Fortune 500 comarmeeach division there are dozens of products.
Some of the products generate a lot of revenugeofd, others are investments and don't turn ditpro
for many years.

What holds a division together is its focus omitsrket segment and customers: E&D is about
entertainment, MBD is about software for businesared PSD builds the platforms on which our
partners and other teams at Microsoft build to mesolutions for their companies or customers.

Our chief software architect, Ray Ozzie, reporteally to Steve Ballmer, as do many other senior
leaders, such as Kevin Turner, Chief Operatingc®ff(COQ), and Brad Smith, senior VP of our Legal
and Corporate Affairs team (LCA). There are sonfenswe engineers in all parts of the company, even
human resources, but the vast majority of enginaedstesters work in these three divisions.

Time to Order New T-Shirts Again

It was a hot and sunny day in 1998. Steve Ballmasnik yet CEO or president of Microsoft when they
called all the Project Atlas engineers togethengzt with him in one of the big lecture rooms. Jhet
day before, the Project Atlas T-shirts had beerdedrout, and | had mine on. | should have known we
were in trouble when we were given T-shirts of aarhalding the world on his shoulders—Project
Atlas was about delivering software and serviceamndevice, any place, and at any time. We were a
small group of about 200 engineers and were gikanhtask. This vision eventually became the
Microsoft corporate mission, so we were clearlyemesourced.

As we were walking from our building to the meetmogm, one of our testers came up next to me and
said, "Time to order new shirts." Then, he proceaderun ahead.

| called to him, "What do you mean?"

"It's simple, man," he said, turning to face méasvalked backward with the crowd of engineers. "We
have the project T-shirts in hand. We're on our wayeet with Steve Ballmer. Don't you see? We're
being re-orged."

"This is the third project shirt I've been giverstiiear,” | said. "We can't be getting re-orgedmaga

Well, my friend was right, and | was wrong—our teasas reorganized, and from then on the phrase
“time to order new shirts" has always elicited aediresponse from me. On the one hand it could
mean time to drop everything and start over onvapr®ject, but on the other hand it could mean a
chance to get one of those great t-shirts thatwear into the office on rare occasions that always
generate a long, "Oh, | remember that project...veosation. | have two such t-shirts.

One time we actually had a t-shirt made for alltdsters in the division that had a comic stripton
from Doonesbury. If you want to see the strip, @svpublished on 3/19/1996, and included a phrase
that is a favorite among tester circles, "Bug clegks brutally cool.” Garry Trudeau, the creatbr o
Doonesbury, actually autographed one of the sairtswe proudly displayed the shirt in the lobby of
our building for many years.

In reality, getting reset so many times turnedtouie a good experience. Over the next severasyear
was able to test on several server products aretaeservices without having to change teams or
managers. | actually shipped a couple of the ptejacd those ship parties were a lot of fun.

Microsoft Is a Big Software Engineering Company

The fact that Microsoft is a big company is no sisg@to anyone: In January 2008, Microsoft



employed more than 90,000 people worldwide. Theachfhis size has on how things are done at
Microsoft is important to understand.

For Microsoft,big is really aboubreadth—the breadth of the product portfolio that shipsnarket
every year, the breadth of the markets Microsdls s&d competes in, and the breadth of the
engineering challenges the company takes on to aflegftthese demands.

For example, the breadth of the software produetiolgs from Microsoft is vast. In fiscal year 2007
(July 1 through June 30), Microsoft shipped moanthO0 major products such as the Microsoft Office
system, the Windows operating system, games ané gansoles, home entertainment products,
business solutions such as customer relationshimagsnent (CRM) software, mobile embedded
devices, consumer Web services such as Live MdilSsarch, and small business Web services.
Microsoft is beginning to invest in services in thesiness-to-business (B2B) space and is continuing
to expand in other emerging software markets. Miafiocontinues to invest in robotics, Internet
Protocol-based Television (IPTV), and in automoti@s.

Equally stunning are the number of markets Micrbsbips products to. When Microsoft releases a
new software product or service, we typically sitaneously ship, or "sim-ship," it worldwide. This
requires almost every product to have content laéed into more than 80 languages and dialects.
Table 1-1shows the breadth of some products in the Mictgsarffolio.

Table 1-1: Microsoft Product Factoids
= Open table as spreadsheet

Product Factoid

Windows Microsoft Windows has more than 90 percent markatesfor desktop PCs and is
operating systenexpected to be installed on more than 1 billion BZmid-2008 (around the time
this book is published).

Microsoft Office Office 95 supported 27 differenhfpuages. Office 2007 supports more than four
times as many languages and the list continuesote gs the worldwide market fa
software grows.

=

Windows Mobile Windows Mobile is now the number aperating system for PDA phones with
more than 20 million units sold in 2007.

Xbox 360 More than 14 million units were sold woride before the end of 2007.

Halo 3game  Halo 3 (exclusive for the Xbox 360) sales topped $170ionilin the first 24 hours
of its release, making it the fastest-selling vidame in history.

Windows Live This is the largest e-mail service in the worldhattore than 425 million active mail
Mail accounts.

Virtual Earth Virtual Earth serves up more than &@0ion map tiles a day. (A map tile is a
section of a map that users can zoom in and out.)




The size of the company and the diversity of thefplio explain why there is no one way to builddan
ship products at Microsoft. At its very heart, Misoft is a software company powered by the
innovations of its employees. Even across diversduycts and processes, product groups share many
of the same best practices and tools used fongestiftwarePart 1of this book focuses on the people
side of Microsoft: how we organize teams, and heants approach challenges in testing the breadth of
software Microsoft offers. Parts 2 through 4 expland demonstrate how our best practices and tools
work.

Developing Big and Efficient Businesses

We have two major organizational models for theiregying workforce. As a business goes from
incubation to maturity, it may evolve from one mbbeanother. When Office first started, it wasn't
even Office. It was Word and Excel, and then Powtrand Access. For several releases each
product was developed and shipped independently.nibdel for greater independence to ship is often
referred to as the PUM (Product Unit Manager) moaledl is the most common across Microsoft.

With the PUM model a team manages all the engingexssets they need (or at least can get) in one
single organization. They typically do not haveake dependencies on other teams unless it's fioe so
technology another team is close to shipping. TU®Pnodel is ideal for rapid shipping and adjusting
to competitors, but it does not allow for the caliation of common functions, such as build ot tes
automation tools. With this approach, duplicatibefbort is higher, as is communications overhead.
Almost every product, no matter how mature, st lsome of these smaller teams within it. Both
Microsoft Office and Windows still use the PUM moéte incubation features while trying to ship
major versions.

( A NG O )

Figure 1-3: The common PUM model for engineeriragis.

The Shared Team Model

As products and product categories mature, teamalyget much bigger, and centralization to
improve efficiencies and reduce costs starts t@aamaturally. This model has many names, but the
shared team approach is probably the best. Witkliheed team approach, common features and tasks
are placed into a central shared team, and the ptbduct teams must take dependencies on this team
or they won't be able to ship successfully withrilgat feature set.

Microsoft Office is a great example. From the dasneone had the brilliant idea that we should bundle
our productivity applications and sell them as itesthe Office team has been headed down thegfath
a shared team. In fact, Office calls this the @ffghared Services team (OSS).

[: serear W of Office ]

WP of Canteni VP al Cata General Managet of VP
{_ Woed :ll [ Excel j [ WP ol i A WP of Progran
[“ PanwsrPaiat ) -\l [- Ao i 'j Develnament [ ke M anscqemiet

Figure 1-4: Typical Office organizational structure

Within the Office organization there are produetnts (Word, Excel, and Sharepoint) that focus on a
particular applications and the user base thagdleavily on them, and then there are shared teams
(User Interface, Build, and Document Lifecycle)ttfacus on shared technologies and scenarios. The



product teams tend to focus on their specific austobase (Excel cares about what's best for the
spreadsheet user), but they do that in the copfestiared initiatives (what's the best way to conve
our user interface consistently such that someeaing Office only needs to learn one approach). B
doing this they enable innovation in each prodateégory while still maintaining consistency. Those
goals can be at odds with each other, but havemgsehat represent each constituency working
together results in a comprehensive vision fordésign, development, and testing of the overalicOff
product release.

The same thing happens in Microsoft engineering,tast, specifically. Each product team has a test
team focused on innovative ways to verify the fiorality of its products, but there are great gams
be had by innovating on a consistent set of teds @and approaches whenever possible. Because of
this, Office is able to create innovative approaduaespecific products, such as Feature Crews (edve
in chapter 3, OASYS (Office Automation System) for automatesting, and Big Button for pre-
checking tests.

The shared model not only produces efficienciésrdes creative contention. A shared team may have
unique insights for common look and feel but thedseof a particular user segment might not be met
by the initial designs. Shared infrastructure that of high enough quality will slow down the eth
teams and if quality isn't improved they will waakound the share team.

There are many variations between the full PUM rhadd a full Shared Team model. In fact there are
probably no instances within Microsoft where ang t@ams have the exact same org structure and
approach to engineering their products. Many pebple used the metaphor that from the outside
Microsoft looks like a battleship, but when you kaat it from inside we are more like a bunch ofexpe
boats rushing about to get to a common end paintalbin our own way. A friend of mine came up
with a much better analogy for Microsoft producgeeering teams.

Shipping a Software Product is Like Producing a Plg

When | started at Microsoft, | struggled to ratibreall the different processes, practices and
engineering roles, which led me to think about hbings get done around here. On one hand, we need
creativity and innovation. On another, we are adaigipany. Somehow, it would not reconcile; what
makes a large company successful rarely drivesvation at the root level. The analogy that helped

me understand the environment was with a perforrartgorganization. As with any theatre company,
we have directors, producers, actors (engineetsraily!), A-list and B-list stars, stage produceasd
other enabling folks. The idea is that while evieiryg in performing arts is about creativity, male n
mistake, a theatre production has to sell tickbts, is, find its customer. Trendsetting and having
foresight about what will be popular is just as artpnt in performing arts as it is in software
development, especially in the current experienoesd world.

Marketing, sales, legal positioning of edgy sulgeanhd such play their role as well. The way |
connected it with Microsoft was that executives &indnce are producers, GMs are directors, and
engineers are actors. Everyone else has a rols fzallel to a role in theatre production. Inrava

is a driver of the product similar to creativitytimeatre. Trendsetting is the same as introducing a
breakthrough product. Once I built that connectidslt like | did when | stood in the wings of my
beloved Kirov Ballet, watching my good friend arelghbor dance; | felt | had arrived and made sense
of this weird, fascinating, oh-so-treasured Micfo¥donderland. The Alice in me felt as though she
had reached the bottom of the Rabbit Hole.

The key to the whole analogy is balancing the @ghttions of a large software company that has to
produce big profits with high margins and be dyraamd creative at the very same time. There is
some inherent conflict between large productiohesaad creativity; balancing them successfully is a



core of the success of Microsoft. No Google, orl&ppr Sun has quite yet mastered this challenge at
scale. Only the likes of Cirque du Soleil and Mgwti have proven they can do it.

—Irada Sadykhova (Director, Engineering Learning &g@nization EffectivenessEngineering
Excellence)

Working Small in a Big Company

Microsoft isn't just about big businesses. We staahy small businesses in the process of looking fo
that next big thing.

| once heard Bill Gates compare Microsoft prodwstalopment to the movie industry. He made the
analogy that every big movie studio places betlifferent categories. One category is the blockdaust
movie such as the latest remakeékafg Kong Typically, these are very expensive movies talpoe
and come with a great deal of risk—they are eitghkox office bomb, such as the 2002 Eddie Murphy
movie The Adventures of Pluto Nashkihich is considered the biggest flop ever withuddet close to
$100 million and box office receipts of only $4.4llian, or they are a breakthrough winner, like the
reigning box office champitanic, which earned $1.8 billion worldwide, blapoleon Dynamitevhich
turned a $400,000 investment into more than $4Bamiat the box office (not counting DVD and
other sales). Another category includes the seootiird installment of franchise movies such as
Spiderman llandSpiderman lllor any of the sequels in the Star Wars seriesbBigoffice receipts are
expected from these franchise movies.

All movies have a goal of being profitable, bukris often mitigated by reducing the level of
investment. Bill's point was that there will alwdys unexpected hits and successful franchiseshbut
key to long-term success is to spread the risksacadarge portfolio and to try to find that neig b
franchise movie. The predictable long-term prdfitsn a franchise can then be used to fund other
projects that might yield the next big movie serkester Jackson's "Lord of the Rings" series aad th
Harry Potter movies, which have had multiple dioestout are all based on the books by J. K.
Rowling, are examples of big bets that paid oftwwitultiple highly profitable releases. In fact, thoif
these franchises have more movies in the worker Batkson is developing two movies based upon
The Hobbit and there are three more Harry Potter booksoyleé tmade into movies.

The Microsoft product strategy strongly paralldélattof the movie industry. Profits from big and
successful businesses such as Microsoft Officed@us, Visual Studio, Exchange, SQL Server,
Hotmail, and MSN Messenger are invested in incobaprojects that have the potential to be the next
big businesses. In the software industry, inculnatere common. The terimcubationis usually

applied to a small start-up software company thatyet to release a product but whose idea seems
sound and whose target market looks to be worthggatiter. Start-up teams at Microsoft are typically
managed by a General Manager (GM) for large effartsy a Product Unit Manager (PUM) for
smaller efforts. These teams are usually self-eoathunits that have most of the engineering
resources they need in-house. Their destiny tlesnini their own hands.

| Once Worked for a BUM

In 1997, | was part of a group called the Inte®etvices Business Unit (ISBU; pronounced "is-boo")
that had spun off from MSN. On the original MSNrteave had developed a lot of new technology to
launch MSN: We had an e-mail service that scalégtbthan Microsoft Exchange Server did, we had a
login server that scaled better than the MicroBoftve Directory directory service did, and we rad
content management server and many other senadrgsit about every Internet service provider (ISP)
such as CompuServe, Comcast, and AOL had or needed.



Then, someone somewhere must have said, "Heyrlets package this stuff up and sell it to snralle
ISPs and telephone companies.” Thus, ISBU was fdriiany engineers from MSN moved to join
ISBU and a number of smaller companies were acgjeiaréuild up what would become Site Server,
Commerce Server, and Microsoft Commercial InteBaver (MCIS). Instead of a Product Unit
Manager (PUM) or a General Manager (GM) actinghaseingineering manager in charge of each
product team, we had a small handful of Business Managers. That's how all of us engineers in
ISBU ended up working for a bunch of BUMSs.

Microsoft invests in internal incubation projectsl as our IPTV, Auto PC, and robotics projects as
well as all the work done by Microsoft Researtid://research.microsoft.comWe also invest in
projects that can help spur change in the softimahestry as a whole. In April 2007, with more tHeh
partners we launched the Microsoft Software asrai@e(SaaS) Incubation Center Program.

In Microsoft, there are many models for incubatidestablished products often incubate featureken t
larger organization. For example, the Office 1Daib, a new feature that changed the Office user
interface, and the Windows Vista shuffle featureeniacubations. The code coverage tools that ship i
the latest versions of Visual Studio were basedamtepts developed first as internal tools projects
Microsoft Research and Windows.

Another approach we've used to incubate innovai®nsing an internal venture capital team. Any
employee can submit an idea, and the venture tapétan will examine the feasibility of the ideansi
a process much like an industry venture capital firould use. Just like in industry, very few idgas
funding through this mechanism.

The Bill Gates ThinkWeek is another source of idbas can become incubations. Microsoft
employees can submit white papers detailing neasidad innovations, and during ThinkWeek, which
occurs approximately twice each year, Bill read$ @@mments on scores of papers. At the end of the
week, Bill's notes, once hand-written, are shargd the company. In 2005, thWall Street Journal
described ThinkWeeks in this way:

It's a twice-yearly ritual that can influence theure of Microsoft and the tech industry. A
Think Week thought can give the green light towa teehnology that millions of people
will use or send Microsoft into new markets. Onekva 1995 inspired Mr. Gates's paper,
"The Internet Tidal Wave," that led Microsoft tovetp its Internet browser and crush
Netscape. Plans to create Microsoft's Tablet P@dbuore-secure software and start an

online videogame business were also catalyzed gldrmnk Weekdd!

For the Fall 2008 ThinkWeek, 375 papers were subohénd Bill was able to comment on 125 of
them. This program was established to encouragéogegs to submit innovative and forward-
thinking ideas. Many of the more promising ideaseiee funding for initial development. Bill also
publishes his recommended reading list to the comfRecently, a white paper | wrote on how to
improve our software services testing made Bsommended reading list, and for me it was like
receiving a stamp of approval on what until thers yust theories.

From the Minds of Employees...

The concept for the Microsoft Surfadétp://www.microsoft.com/surfagedas once a white paper
written by a few folks in Microsoft Research. Afill read that paper, a Product Unit Manager jdine
the team and began to drive the process of tuthi@gdea into a viable product. The result is a
computer built into a table where the computerestiie the table surface. | think they look a lkeli

the tabletop video games that showed up brieflyairs during the 1990s. Users can interact with
Surface by using hand gestures as well as pladiggigal objects such as a business card or a Zune




MP3 music player on the table.

Microsoft recently began using a process cade@stgo innovate new ideas. The dictionary defines
the verbgquestas "to search and seek." At Microsoft, a Queabsut mapping our long-term
aspirations and goals. The Quest process bringshtegsenior technical thought leaders from across
Microsoft to create a 5- to 10-year vision for teglogy innovation. Through the Quest process,
Microsoft's top technologists work collaborativelgross organizations and product groups and with
the business leadership to architect technologgraachs that will offer the greatest potential to
transform people's lives at work and at home, aadte new business opportunities for Microsoft, our
customers, and our partners.

Quests do not raise simple problems with simplevars Typically, a Quest takes many years to
complete and likely requires new research, generany prototypes, and discovers unique insight
that often precedes the creation of a new markstiokessful Quest must be customer-centered,
visionary, directional, and rigorous. This lastmias the part where our values of Integrity andhekty
and Open and Respectful inters&igorousfor Microsoft Quests means extensive peer review
combined with oversight from the company's Senieadership Team, which includes all three
presidents, Steve Ballmer, and a few other exeesitiv

Quests are not about producing another versiorpob@duct but are more about managing a portfolio of
long-range technology problems that by design requs to work across groups to find and use
synergies. The number and areas of focus for Questiue to change every year as some Quests end
and others merge. Currently, more than 50 Quesitsnspg the entire range of Microsoft businesses

and all customer segments, from consumer and ir#om worker to IT pros and developers, are in
progress.

[IRobert A. Guth, "In Secret Hideaway, Bill Gates 8ars Microsoft's Future," Wall Street Journal,
March 28, 2005http://online.wsj.com/article email/SB111196625830477 -
1ZjaYNklaB4052sbHmla62Im4.html

Employing Many Types of Engineers

Because Microsoft is both a product and a platfozorapany, it has a vast array of partners who have
their own software engineers working to innovateamof what Microsoft has shipped. Vendors and
partners who work with Microsoft make the enginegtiorce of Microsoft well more than 100,000
software engineers worldwide. Compared with thedabsystem made up of millions of software
engineers around the world working on Apple, IBMnSOracle, and open source software such as
Linux, the Microsoft engineering force is a smatgentage. Still, it is perhaps the most powenid a
influential engineering force in the market today.

Note There are more than 35,000 software engiveanang full time for Microsoft in more than 40
countries around the world. Each year Microsofesimore than 5,000 new software engineers
and more than 1,000 new software design enginedrast.

Compared with most other companies, Microsoft isju@ in both its engineering processes and its
management of software engineers. Some might lbtleacompany's success in the software industry
and point to these unique differences as key catiygeadvantages. Others point to some of our
products and their major slips and wonder if thaifferences are a weakness.

So, what are the software engineering factorsrttete Microsoft unique and different from any other
company in the world?



The Engineering Disciplines

When you break down the roles of the more than@Ddnployees worldwide that work directly for
Microsoft, of the total employee base, you findttmare than 35,000 are in sales, marketing, and IT.
Product Engineering is the part of the company dieatlops and supports the software products, and
as of early 2008, Microsoft employs nearly 35,08Qireers worldwide. The other 10,000 employees
span a number of other disciplines ranging fromri®ss administration to legal. Although Microsoft
continues to grow at a rapid rate, the balancalelss marketing, and IT with Product Engineering ha
been a relative constant for many years.

Product engineers are the employees who actualli teccreate and ship the products— hardware,
software, and services—that Microsoft sells to @ngrs. Microsoft engineering roles break down into
the following 10 product-engineering disciplines:

Test Software Development Engineers in Test (SDETsuauvally just called Test and
sometimes Software Testing. SDETSs are respongbleaintaining high testing and quality-
assurance standards for all Microsoft products.

DevelopmentSoftware Development Engineers (SDESs) are oftened to as Software
Development. SDEs write the code that drives Migfiogroducts and upgrades.

Program Management (PM)PM is a rather unique role in Microsoft that conds elements
of project management, product planning, and designone discipline. The PM's job is to
define a new product's technical aspects and c¥éisbands-on development.

Operations (Ops)Ops is part of Microsoft Information technology )l The Ops discipline
manages and maintains Microsoft online servicasedlsas internal corporate IT infrastructure,
from networks to servers. Ops works closely with pihoduct teams on service architecture to
lower production costs and make our services nalighie.

Usability and DesignUsability Experience and Design (UX) combinesrtbles we advertise
as product design and usability. Design focusetherisual and functional front-end user
experience for Microsoft products. Usability alscidises on the end user experience but
conducts new research to see how the user worksawisting products and new prototypes,
and then analyzes the results to help improve mtsdiuring development.

Content Content is still called User Assistance and Edanain our external sites. This
discipline plans and delivers assistance—includlih¢gext, Web articles, training, templates,
columns, books, quizzes, and Help files—to helgarasrs get the most from Microsoft
products. The shift to the tit@ontentemphasizes Microsoft's need to focus on contextitcdin
be used across multiple delivery vehicles.

Creative Creative positions exist most often in the Ganresijg. Engineers in this discipline
develop and improve Microsoft's cutting-edge gaswsvare for the PC and for the Xbox
game console. The Creative discipline includes gdesggners as well as artists.

ResearchResearch includes subroles for developers anersedthe difference between a
research developer and a product developer istiphasis upon research, publishing papers,
and incubating new technologies as opposed to sig@pproduct on a schedule.

Localization International Project Engineering (IPE) used td&ibewn as Localization. The
localization component of the discipline focusegranslation of Microsoft software into
multiple languages and adaptation of software fider@nt cultures. The IPE discipline is also
responsible for adapting Microsoft software for@fie market needs.



* Engineering ManagementEngineering Management is made up of the managersun
teams that include multiple engineering disciplingsey often go by titles such as Product Unit
Manager, General Manager, or Group Manager.

Note Hardware is considered a specialty area asiddas disciplines such as Hardware Developer,
Hardware Tester, and even Hardware Program Manalgese disciplines are similar to their
cousins in the software and services spaces buliff@eent enough to warrant their own career
path and training support.

Product engineers are aligned by disciplines. Tumeber of engineers in each discipline varies from
more than 10,000 in the largest discipline dowhuodreds in the smallest discipline. The threedsirg
disciplines are Development (SDE), Program Manageifi&M), and Test (SDET). The fourth largest
and rapidly growing discipline with the corporat®shift to services is IT Operations (Ops).

Microsoft didn't always have this separation otghBnes. In the early years, everyone's title was
“"technician." Specialization into roles started 8v9, and the use of different standard titleslémiify
career paths for engineers started in the earlp4.98

Thetriad is the name we use for the Test, DevelopmentPaingram Management disciplines, as
shown inFigure 1-5 These are the three largest engineering diseiplim Microsoft, and significant
numbers of engineers in each triad discipline avelved on a product team. With the shift in fotois
software and services, IT Operations is growingkjyi

The Triad

P .
regranm
Management

Devilopment

Figure 1-5: The Test, Dev, and PM triad.

Most of these engineering disciplines are commamiplarge software company. Each has its industry
events such as the Software Testing Analysis amieRg STAR) conferences for Test or DEFCON
(http://www.defcon.orgfor security developers. Conferences are desigmedvelop skills and

promote the overall profession.

Software testing is one of the larger disciplinethlin Microsoft and in the whole software industry
this book, we hope to share with you the storieldliafosoft testers to help illustrate points and to
share what makes Microsoft testers both similan® sometimes different from their industry
counterparts.

Testers Break the 128-KB RAM Barrier

In 1985, money for equipment for testers was vigihytt Excel for Mac could run on 128 KB, so that
was the best test computer anyone had. As theg&ated working on the next version of Excel, the
memory requirements grew to 512 KB. For quite aeyhhe testers didn't get new equipment. Finally,
though, when it became clear that the testercudtn't do our jobs, we were given memory
upgrades.

—Carole Cancler, former Microsoft Tester



Being a Global Software Development Company

People often ask whether all of the products Micfiosreates are developed in Redmond, Washington.
The short answer is, most are, but not all. Micfosas a global company well before moving into its
Redmond headquarters in February 1986. In factrddaft's first international office opened in Japan
in 1979. In 1998, Microsoft was still very Redmoadtric with more than 90 percent of product
development engineering happening on the main campu

Today Microsoft has sizable and rapidly growing@&lepment centers all across the United States and
around the world. The largest U.S. sites are inf@ala, North Dakota, Massachusetts, New York,
South Carolina, Texas, and Colorado. Internatigntie Microsoft development centers in China and
India each employ more than 1,200 engineers. Foralease of the new Windows Vista operating
system, major components were developed in Nortkeroa, Europe, and Asia. Future releases of the
Windows operating system and Office system willdhaven larger international contributions.

As shown inFigure 1-6 by 2004 the Redmond workforce had dropped frorpé@ent of the total
engineering workforce to just 81 percent of thaltatorkforce.

=0pen table as spreadsheet
Area % of total

United States (Redmond, WA) 81%

United States (California) 4%

Ireland 2%
Japan 2%
India 2%
United States (Texas) 1%

United States (North Dakota) 1%

United Kingdom H 1%




Area % of total

Denmark 1%
China 1%
Israel 0.5%
France 0.3%

Figure 1-6: Top 12 Microsoft development center2004.

This trend to spread the engineering workforce eroultiple development centers continues to
accelerate. In recent years, Microsoft has madg lacquisitions and has chosen to keep the em@oyee
in their original locations. Rates for hiring emypdes in China and India have been ahead of Redmond
for several years. As shown iigure 1-7 by early 2008 Redmond-based engineers represgisted3
percent of the global product engineering workforce

=*0Open table as spreadsheet
Area % of total

United States (Redmond, WA) 73%

Hyderabad, India 7%

United States (California) 4%

Beijing, China 2.3%

Ireland 1.6%




Area % of total
United Kingdom 1.6%
Denmark 1.3%
North Dakota 1%
Japan 1%
Shanghai, China 1%
Israel 0.9%
United States (Massachusetts) 0.5%

Figure 1-7: Top 12 Microsoft development center2008.

The internationalization trend is by design, b design, unlike that of many other multinational
companies, is not about cheaper labor. The gladtadiz of the Microsoft engineering workforce is
about access to talent, access to markets, andjtaklivantage of new technologies. As graduatiasrat
for computer science majors continue to fall inltheted States and the wait for work visas to enter
the United States continues to grow, Microsoft ngesto where the talent is, and some great engineer
just don't want to move to Redmond, Washingtonyadk for Microsoft. Also, by hiring many
engineers in a specific country, Microsoft can heghen and stabilize the market there. For example,
with so many Microsoft engineers now working in @hin that country's rapidly growing technology
sector, the government of China now has a vestedeist in reducing software piracy because it tdfec
its own citizens and the work they do. In additithe technology that Microsoft develops allows for
greater collaboration among our global engineenngkforce. Small teams are better able to be
connected to the whole than they were even justwaytars ago. Judging by the current rate of change
| expect Redmond to be the home of less than S&epeof the total engineering workforce in the next
decade.

Note At the beginning of 2008, the Microsoft Inflavelopment Center (IDC) employed more than
2,400 engineers. Microsoft employs more than 1giifineers in the Shanghai and Belijing
facilities.

Summary

Microsoft is the world's biggest software companyg ¢he best place in the world to be a software tes
engineer. We build successful world class busirsesst generate big revenue and big profits. Tdte ri
history of Microsoft, our broad vision to empowketpeople of the world and a core set of values tha
help guide the test engineers of Microsoft in stiigpvorld class high quality software.

As businesses evolve, the engineering practicaslmgéhe large successful business groups have



evolved from the PUM-based organization structarthé more scalable and efficient Shared Team
organization structure. Microsoft invests in inctitmas both in established products and in brand-new
product categories.

More than 35,000 product engineers work for Micfbaoross 10 different engineering disciplines.
Microsoft engineers develop hardware, desktop agiin, server, and service products. Product
development at Microsoft is becoming more and ngtobalized. As of 2008, more than 28 percent of
product development is happening outside of Redméfaghington, and this trend of global
development is expected to continue.

Chapter 2: Software Test Engineers at
Microsoft

Ken Johnston

Overview

In the beginning, there were no testers at Micttpsaf localization engineers, no program managers,
and no usability engineers. In the beginning, thegee just engineers; oh, and sales and marketing.

Chapter 1"Software Engineering at Microsoft,” introducds tLO different engineering disciplines
Microsoft uses today to organize and develop ogmaering workforce. Even before we began to
break out different engineering disciplines theerana few different titles, such as product supfoort
shipped products. Positions like these were searrale for an engineer rather than a differenéear
path. During these early days, all engineers had#me title and one common career path. Of course,
in these early days Microsoft had less than 50 eyaas, software wasn't even really an industry, and
Microsoft was not yet a public company.

The move to supporting separate disciplines wigtirtit career paths has taken quite a while tovevol
Program Management and Usability are two of theroflilsciplines at Microsoft. Around 1990, the
Usability discipline, engineers that work to make software easy to use for real-world users, becam
a formal role and eventually a recognized discglidsability formed largely because of such feature
as the Microsoft Office Word mail merge (think dmaail and printing out form letters or stick-on
labels) that just didn't seem to work for the agerperson. Some customers might argue that we are
still working to make mail merge easy to use, bat story is better suited for a book on how we
design software at Microsoft.

Shortly after the creation of the software develephposition, the software tester position brokeasf
the second distinct discipline. As the story gdles first-ever tester at Microsoft was a young high
school intern by the name of Lloyd Frink, who stdrin June 1979. The Microsoft Archive team
places the hiring of the first full-time testerkie 1983 followed by a wave of testers hired in 1285
illustrated inFigure 2-1 Test as a separate standard title with a futigw@ated career path did not
show up until the late 1980s.
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Figure 2-1:Seattle Time4985 advertisement for software testers.
Maybe We Should Have Someone Test the Code Beforee\8hip It

I had met Bill a few times before—that is how | go¢ job. My mom knew Bill's mom, Mary. | was
going to school at Lakeside, and at a school faisifrg auction they were talking and found out both
of their sons were interested in computers. Bothaid | were also at the auction, so they intraatlic
us. | was 14 at the time, and Bill was 24. We degitb all have lunch together. So, a few weeks, late
my mom and | went over to Microsoft to have lunathviMary, Bill, and Bill's younger sister Libby,
who was one year ahead of me at high school. | sHd®ill some of the computer games | had written
and sold, and he offered me a summer internshigt'Show the whole thing got started.

The first summer | was mainly testing the BASIC Quiler for Greg Whitten. We had a bunch of
BASIC programs that | would run through the compéled see if they worked."

—Lloyd Frink, former Microsoft employee and co-foandf zillow.com

What's in a Name?

Arose by any other name may still smell as swadta title can have a significant impact on thsrpr
through which a person, or in this case an engih@eks out onto his world. Developers at Microsoft
have the common title of Software Development Eaginor SDE. They develop features by writing
code. The formal title for a software tester at tdgoft is Software Development Engineer in Test, or
SDET. The similarity in the names of the two dificigs is by design because testers at Microsoft are
developers. Among other things, testers desigs,tedtuence product design, conduct root cause



analysis, participate in code reviews, and writ®aaation. Occasionally testers check bug fixes or
work on small features. Testing is a heavy work]@adwriting features is not very common for tester

The concept of hiring a software engineer with sspan for testing is powerful and is the biggest
differentiator between the Microsoft approach ttivgare testing and the typical industry approach.
The most common conclusion drawn is that we hiesé¢h'coders” for test positions because we want
to automate everything and eliminate manual tesfitough we do want testers who can write
effective automation, that's only a small partref equation. Testers who understand programming
concepts and computer architecture typically haeeanalysis skills that testing requires. Theyalan
find bugs earlier and understand the root causbatdhey can quickly find other similar bugs and
implement early detection. This strong groundingomputer science—the same grounding a
developer has—reinforces the tester skills andsgissea more dynamic and flexible workforce of
testers.

A common question that comes up during industrneviss why Microsoft doesn't hire subject matter
experts (SMES) as testers. For example, interrateccounting rules are very complex and a tester
with just a background in engineering wouldn't krelwthe nuances. Another example is vertical
products such as customer relationship manager@&i} solutions. The theory is that it would be
better to hire an SME and Microsoft could focusbeimg really good at training our testers in
computer science and engineering skills. The coargament to this question is whether a company
would hire a CPA, train that individual to be a \Wdeclass developer, and then have that individual
write the company's accounting solution. Of coutisis,approach just isn't practical. Learning tcabe
great developer requires passion for technologynaaly years of formal training.

Just about every software company starts with ldper and teaches her the problem space and
customer scenarios for the product she will be ldgneg. This holds true whether the company
develops operating systems or software to corttieflow of power across electrical grids. With
testing, we actually have two challenges. Firstnwest teach the engineer to be an SME for the
product area she is working on, and second, we teash her how to test.

The rule of thumb, therefore, is to hire someone Was solid engineering skills, who can code a$ wel
as an entry-level developer, and who has the atttigoutes we look for in a great tester. We dadise
attributes theester DNA and | discuss them later in this chapter.

As with any rule of thumb, there are exceptionse Vast majority of testers at Microsoft are
developers in test, but in some areas, we do fiatiwe need some of the team members to be SMEs.
Global accounting rules specialists or researdnespeech recognition algorithms are two examples o
areas in which we hire a lot of SMEs as testeravAsnove into more consumer products, we have
hired manufacturing process experts to test ougds®gainst the needs of high-volume cost-
controlled manufacturing. In these cases, thedititne SME test engineers is usually not SDET but
rather something more appropriate such as Lingsig&st Engineer or Manufacturing Test Engineer.

Testers at Microsoft Have Not Always Been SDETSs

Until 2005, Microsoft actually used two differeittes for testers. Software Test Engineer (STE) and
Software Development Engineer in Test (SDE/T). Thial-title process was very confusing. In some
groups, the SDE/T title meant the employee worketkst tools, and in others it meant he had a
computer science degree and wrote a lot of testr@ation. There wasn't even a fully articulated eare
path for an SDE/T at this tim&able 2-1lists the tasks SDE/Ts and STEs were responshble f

Table 2-1: SDE/T and STE Tasks
= Open table as spreadsheet




Common SDE/T tasks Common STE tasks
Develop test harness for test execution Write tiestp

Dev_elop specialty test tools for security or parfance Document test cases

testing

Automate API or protocol tests Run manual tests
Participate in bug bashes Write automation for tesés
Find, debug, file, and regress bugs Find, file, sagtess bugs
Participate in design reviews Participate in deseynews
Participate in code reviews

Note Here is an excerpt from tB®ET Ladder Level Guide 2004An SDE/T should use either the
test or development ladder level guide, whichesenost applicable.”

Even without a clear career path, the notion ofrigawne foot in the tester world and one in the
development world was attractive. Over time, thembhar of employees with the SDE/T title grew to
the point that we decided to merge the two disogdi

In 2002, there was a push to drop the SDE/T t#lealise it was causing confusion in the workfonte. |
2005, the title SDE/T was changed to SDET and thva®a push to merge the STE and SDET career
paths, as illustrated irigure 2-2 Test Architect first showed up as a formally guiaed title in 2003
and is included in the SDET calculations.
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Figure 2-2: STE to SDET shift, 1998—-2007.
We Can't Call Them SQEs (Software Quality Engineers
"OK, let's just call them all Zebra for a momer@tant George said to the room. We were debating

what the new title for test engineers should beleadibeen debating for several hours now with no
consensus.
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"We all agree that software testing is fundameytati engineering problem. We all agree that gesst t
engineers need to have a strong grounding in eagngeand ideally computer science skills. We also



all agree that a great tester has something diffénethem than a developer. They have that té&xek
built into their core." Grant was on a roll now dmehded to the whiteboard with marker in hand.

| looked around the room at the assembled Directbfest. We had more than 200 years of Microsoft
test management experience represented in thenge8tme of us had grown up in Microsoft
Windows, others working on Microsoft Visual Studemd still others from Web services. Grant came
at the problem from his background working on Mswft Office. He was also the most senior of all of
us in the room and at the time the only VP of irestll of Microsoft.

Grant started writing out a list on the whitebodfster DNA has to include a natural ability to do
systems level thinking, skills in problem decomposi, a passion for quality, and a love of findimgt
how something works and then how to break it,” tietpe marker down and looked at the room. "Now
that is what makes up a tester that makes themreift from a developer. The way we combine that
DNA with engineering skills is by testing softwafidhe name we choose should reflect this but also be
attractive to the engineers we want to hire. Somgtthat shows we use development skills to drive
testing."

"We've already established all this, Grant," sonegioom the table chimed in, but then fell silent.

"I'd like to go with SDE/T. We've used it in thegp#o essentially describe what you're sayingjtbut
just has such a loaded past | don't know," Gre@lj sa

"Well, what if we went with SDET without the slaslffered David White. He was the Career Model
project lead from HR working with the Test Leadgosfeam to define a unified career path for all our
test engineers. "It will allow you to quickly say¢ampus and industry candidates that we need
developers in software testing, but they are fodusetesting."

"It's a better name than SQE," shouted one ofatesdrrivers who was sitting on the counter abbee t
recycling and trash bins. "SQE always makes me&tbirthose squeegee guys that wash your windows
at the stoplight and want you to pay them a buck."

Darrin Muir the GM of Test for Windows chimed in,like it. It's simple, just get the slash out."

We debated for another hour but in the end thetiteafor all testers at Microsoft was SDET. The
difference between an SDE and an SDET came doworeoDNA that motivated that engineer to work
on testing problems rather than development.

Going with a strong title reinforcing the similarito the development discipline was critical to our
strategy for ever increasing product quality arsting efficiency. The next three parts of this book
delve into much more detail about the techniquesiseeto test software at Microsoft. The approach
we take is possible only because of the skills @zeuit for and develop in our test engineer worggor

In the early stages, the use of the SDE/T title suagply to help with recruiting from colleges. Many
candidates didn't want to graduate with a compadiEmce degree and not use their coding skillien t
job. The SDE/T title and the original role of todlsveloper in test sold much better than the Silé ti

Although all STEs were expected to be able to eraatomation when necessary, many of our
products just didn't warrant the high level of amébion we expect today, so the amount of time STEs
would spend writing code was a small percentagheif total time testing.

In 2001, a major change to Microsoft product suppolicies had a bigger impact on software testing
than any other engineering discipline. The changg tve length of support for our products. Most
major products, including the Windows operatingsys moved to a 10-year support commitment.
The criticality of software in the enterprise ahd tong process to upgrade an enterprise from one



operating system or productivity suite to anoth@lided with our then policy of current minus o (

- 1) product support policies. As software shippiygles became shorter, support windows needed to
overlap. Instead of a policy based upon numbessipported versions, we went with a model based on
years, ranging from 3 years for consumer prodingtshiiad an annual release cycle to 10 years for
servers, operating systems, and critical produgtapplications.

When we developed Windows 95, we never imaginegauing it until the year 2005. Although
Windows 95 had a solid core set of test automathanvalidates most major functionality and keyruse
scenarios, it also included vast numbers of doctedefand undocumented) manual tests. Manual
exploratory testing (covered @hapter 4"A Practical Approach to Test Case Design") wasmmon
technique used on products shipped through theLt886s. Armies of vendors and full-time employees
were hired to do this button-pushing testing.

The change in support lengths meant test automatiold be used for many more years and thus was
more justifiable during the R&D phase of productelepment. That realization pushed us to
emphasize the hiring of more SDE/Ts. As more compstience graduates flooded the ranks of the
test organizations, we discovered an increasedyatulaffect design and drive improvement in
testability.

Other factors such as increasing levels of intemgmatomplexity, and challenging security testingts
as threat modeling, fuzz testing, or fault injestiave continued to drive our need for computer
science and coding skills in test. Even the shiftdrvices and the rapid rate of product shipphey t
go through is driving us to new models for autorddessting. The impact of online services to our
testing strategy is covered @hapter 15"Testing Software as a Service."

| Need More Testers and | Need Them Now!

Microsoft continues to increase its engineeringkiance every year. Test alone adds approximately
500 new positions a year. We have a nearly eveniisliring testers from other companies and
computer science graduates straight from collegésihb the United States and in leading universitie
around the world.

A great SDET candidate possesses that tester DMéYed earlier in this chapter. We also look for
some very specific skills or, in HR lingo, "compatees.” To prevent this section from reading too
much like an HR manual, | just briefly cover whatampetencys and how it relates to tester DNA.

Competencies describe behaviors that differentiatstanding results from typical results.
Competencies have different levels indicating redastrength. To begin with, most successful
candidates have some but probably limited streimgthost of our engineering competencies. Test
shares the same set of competencies with all lidesgng disciplines, but over time, some
competencies such as analytical problem solvinginecmore pronounced with testers than they might
be with other disciplines.

Ten competencies are considered core to all engin€eere are additional competencies for
individuals in, say, management roles, financesabes and marketing. Following are the 10
engineering competencies:

* Analytical Problem Solving Very critical for testers because problem decontiposand root
cause analysis are key to driving quality upstream.

» Customer-Focused InnovationDoes the candidate care about customers and sesdfiwvare
can help solve problems or wow them with fun exgreses?



» Technical ExcellencelNe look to see if the candidate understands n&syoperating systems,
and not just how to code but how to optimize code.

* Project ManagementFor testers, this is more around personal timeagament as well as
structuring a plan to get work that can have afatependencies completed on time.

» Passion for Quality If you don't have this, you need not apply for angineering job let alone
test.

« Strategic Insight This competency usually starts weak with new hioes when we look to
hire employees who can help us find that greatktineaugh that vaults us ahead of the
competition and adds to shareholder value, thispetemcy must be present from the very
beginning.

* ConfidenceTesters at Microsoft still get a lot of pushbackbugs. A tester must have
confidence to push back when needed.

* Impact and Influence Influence comes from confidence and experiencpathcomes from
knowing how to make a change happen. Startingmdkt candidates exhibit this competency
when they talk about how they drove a change im tugrent company or rallied their project
team while in college.

» Cross-Boundary Collaboration Innovation often happens across organizationahtartes.
An employee with a bunker mentality that just caasut her feature and her tests won't be
successful.

* Interpersonal AwarenessThis competency is about self-awareness. Manyt geeadidates are
self-critical and able to express how they are ilogko improve their skills. Call this the
continuous personal improvement plan.

Campus Recruiting

A big part of Microsoft's hiring is done throughngaus recruitingCampus recruitings the term we

use to describe when we hire someone within agflais or her graduation from an undergraduate or
graduate program. Hundreds of recruiters work yeand with university programs, developing
relationships with schools and professors, andighoy information about Microsoft and the different
engineering careers we offer.

As candidates are identified, the Microsoft intews are scheduled. These first interviews usually
happen on campuses or at regional events, but soesetandidates come to Microsoft for their
interviews. Hiring managers such as SDET or SDEagars actually conduct the formal face-to-face
interviews. To be a campus interviewer you musat@A" interviewer. Yes, interviewing is so
important to Microsoft we track and rate the intewing skills of our employees.

It's not unusual for the candidates to try to cfantheir Microsoft interview by going out on the
Internet and researching the sample questions farerelidates have posted. The problem is we look
at those sites too and continue to evolve our gquesbver time.

After several rounds of interviews by different "Wterviewers, a hire or no-hire decision is made.
Whether an offer of full-time employment is madenot our goal is to ensure that the interview
process is a good experience for all candidatesy Wouldn't have gotten this far in the procedkely
weren't smart and motivated.

After the offer is made, we often have to go ireth swode. For tester jobs this is when we explaw h



test at Microsoft is very different from test at shother companies. For a number of years, we
encouraged candidates to read such booKsstthg Computer Softwaf@nd ed.) by Cem Kaner, Jack
Falk, and Hung Quoc Nguyen (Wiley, 1999), but thioseks didn't really cover the technical side of
testing at Microsoft.

Fortunately, one of our Test Architects, Keith $¢olvas able to convince author Robert Binder to
allow us to refer candidates to a portion of hiskon testingTesting Object-Oriented Systems:
Models, Patterns, and Tooladdison-Wesley, 1999), specificall@hapter 3"Testing: A Brief
Introduction.” This chapter provides a concise dpton of testing very much in alignment with how
Microsoft approaches testing. Although the book agole covers a great deal more than an
introduction to testing, | still refer all testdsChapter 3of "the Binder book."

Can | Talk to Someone Doing the Job?

One of the things that I truly enjoy doing is bem@est Manager at Microsoft. | came out of school
and went to work for another company as a develdpgithen came to Microsoft 12 years ago as a
tester. | know the role of a tester at Microsoftnigre unique than common when compared to other
companies.

Our recruiting team does an amazing job tryingxolan and represent all of the different roles and
opportunities at Microsoft by providing materialstalking to the candidates, but the candidates
always want to have the opportunity to talk topeeple who actually do the job day in and day out.
When I'm on a campus recruiting trip, | am oftekeaisto be that person. In most colleges, testing is
something we do after we complete one of our coghogects. | write the code the professor wants,
and then | make sure it works. Testing is an dfterght and not something rigorously taught.

The SDET role at Microsoft is one of the most impot roles we have and carries an enormous
amount of responsibility in shipping the products @o. When | first start talking to the candidates,
really want them to understand that testing is gsinuch a science as writing code and understgndin
the algorithms. | start talking to them about thdewange of things that testers must be able to do

One of the things that most candidates don't utalealds that we must be good designers for the
automation development we need to test the prodiistsoders we might be challenged to develop the
automation that pushes our system harder and flistierthe products do themselves; we must be able
to simulate data coming into the system that woefdesent a year's worth of data but in a shorter
period of time for our testing. You might need tolth an automation system that allows your
automated tests to work across different browsey®o need to build a system that allows you to tes
all the different languages our product ships inthat point, I think most of the candidates would
admit they had no idea that was the kind of workmvght have to do. It doesn't stop with automation
though.

As tester you must challenge yourself not onlyriow your features but all the features that intierac
with them. You will get to know how things like efit and server software work together and what the
end-user experience is like. We must be good agnstahding the way systems are put together using
firewalls, routers, backend servers, or a wide eamigthings. You must be able to understand and
represent customers in all areas ranging from lisakiccessibility, security, and so forth....Our
learning never stops and it is unlimited to whatwat to learn and need for our jobs.

Another one of the things that most candidatetlsthat we don't have impact or input into the
design or can influence the design of features. @niee best things about Microsoft is that anyoae
influence the design with sound reasoning, esdgdedters who need to understand the customer and
how the system works. At Microsoft, there isn't @eeson who builds the software, but many people.
Testers have the right and the responsibility eagpup about the features and how they are built or



even recommend features we need. | always pusheotietsign as do all of my testers.

Testing is a little bit like taking a course whéne grade rests solely on the final exam. | remembe
taking my finals and waiting for my grade. The msgor gave me the grade and | was happy or sad.
Now as a tester at Microsoft, | work some numbeyezrs to build a great product and ensure that it
has the quality it needs, and then | releasertitiions of people. Those millions of people getéd

me the grade | get, and that is incredible!

—Patrick Patterson, Microsoft Office Test Manager

Industry Recruiting

Industry recruitingis the term used to describe when we hire sometioehas been working full time
in software or a related industry for at least ary@ more. You can consider industry to be mooegl
the lines of hiring an experienced engineer as esatto a campus hire who is all about potentia. W
do hire entry level from industry, so it is not allout experience.

About half of our yearly hiring for SDETs comesdhgh the campus recruiting pipeline, the other half
through industry. Although some industry candidatle@€ome from a test role at other companies,
most, including the authors of this book, did natrkvfull time in a testing position. When hiringpfn

the industry, we often look for developers who hdeae some test work or who have been in a
position where quality practices are prevalent.dllguwhen we see résumés from individuals with a
number of years in a test job, they might not hilseecomputer science or programming skills we are
looking for. The ideal industry candidate is usyalbmeone who is working at a company where the
role of product developer and software tester amslined.

The biggest shock to most industry candidatesastieer size of the test discipline at Microsott an
the amount of clout we wield. The developer togesttio at Microsoft is about 1 to 1. Typical for
industry is about 5 developers to 1 tester and some 10 to 1 or higher. When you are outnumbered
like that, a test organization is usually focusadsorvival rather than evolving their engineerikils

and practices.

Learning How to Be a Microsoft SDET

After new employees starts at Microsoft, they gotigh the on-boarding process. This consists of
going through New Employee Orientation (NEO) faz fhist few days. NEO combines all employees
into a single class regardless of discipline. AR&O, new SDETSs find their team administrator talfi
out what office they are in. Next, it's off to fitldeir immediate manager and find out who their toen
will be.

Among other things, the Engineering Excellence (g®Bup at Microsoft is chartered to deliver
technical training to employees. The first testrsedrom Engineering Excellence a new SDET takes is
Testing at Microsoft for SDETShis class is usually taken within 12 monthsh&f émployee start date.
Portions of this book cover much of what we teacthis 24-hour course. Although many of our
technical classes and lecture series are onlinestane classes such as this one and the othéirs in
SDET Training Roadmap, as showrFigure 2-3 are taught in classrooms by experienced testars.
approach allows the students a rich opportunityefdensive discussions and to go deeper in many
areas during exercises.



SDET Training Roadmagp

| Day 182 | 0-2 yrs | -5y ] 510y |
e ————— i
1 1
L 1 ]
| £ g . i
-3 8 - E| & |! Technical Electives !
c ZEl s 215 ] 5|7 Inclasandeniine ; | Z
3 22 & 2 3 = : |Dvemigry pterna, S04 : E
£ E B _E El 2 % | 1 Servec C8, Ce +, Protocok, | ]
E Z ¥ = & E g |1 other skill hased coursesd 1 3
T 1% !
i | - It e FE
(=1
[ST
= B Individual Contributar
;': Tiest Management
Z - nammszeracs ! E-i_"
= o i g
Z 2 |1 Management | | &
e’ - i Courses i ‘-f
] B (HR) o
o | =
[ 4
2

Figure 2-3: High-level SDET Training Roadmap a2008.

The Engineering Career at Microsoft

Any employee can change disciplines, and many db aad every year. In each engineering
discipline, there are really only two options: ®dn individual contributor (IC) or a manager. All
junior engineers start as ICs. Each career patimiagar inflection points. For managers, it might be
going from managing a team of individual contrilyst(a Lead position) to managing other Leads. For
an IC, the scope expands from affecting a produaffecting a product line. These inflections are
calledcareer stagesOur use of career stages is based largely upowahnk Stephen Drotter did while

at General Electridd Each career stage comes with a full career stagjéeepthat helps each
employee see the expected results for the nex¢rcarep.

It is fairly common for an employee to" test theteva of the management career path, and then to opt
back to being an IC. As senior ICs continue to tgyehey require many of the same leadershipsskill
and business acumen skills of senior engineeringagexs, as shown Figure 2-4 In some cases,

even very senior engineers can jump back and b@tiveen IC and management roles.

Career Stages

Managermsnt Professional

Path Path

Figure 2-4: Intermingled management and professicar@er paths.

For example, David Cutler joined Microsoft in 19@8drive the creation of Microsoft Windows NT,
which is still at the core of every release of Wiedows operating system. Although David has
managed teams during his career at Microsoft, generally considered an Architect and has risen to
be the most senior individual contributor at Mi@tisHe is recognized for his technical prowess,
knowledge of systems architecture, and industiyémice rather than his skills managing and
developing employees.



Two other examples include Eric Rudder (Senior \Reesident, Technical Strategy) and Jon DeVaan
(Senior Vice President, Windows Core Operating @ysDivision). Both men have spent multiple
years in small team strategic leadership roles barid have managed organizations made up of
thousands of engineers.

The highest level a person can go on the individoatributor career path is Technical Fellow. This
title is equivalent to being a Senior Vice Prestdamthe management career path. Technical Fellows
and Distinguished Engineers (equivalent to a CafeoYice President) often participate in industry
efforts such as standards bodies and are viewse isoftware industry as the best in their area of
expertise. These senior engineers work on reapstggproducts but also do other company-wide
influencing work such as participating in the Bilates ThinkWeek process by submitting their own
whitepapers and commenting on others.

[lIRam Charan, Stephen Drotter, and James Nbel Leadership Pipeline: How to Build the
Leadership Powered Compaffyan Francisco: Jossey-Bass, 2000).

Career Paths in the Test Discipline

In some companies, test is seen as a junior jdbd@velopment being a position that a tester could
potentially grow into. At Microsoft, the test pasit is completely parallel to development withtak
same career possibilities.

The Test Architect

In 1999, the Test Architect title was created femisr ICs with product-wide impact. The Test Arelit
title reflects the broad product impact role theESDs working in, whereas the more common Senior,
Principle, or Partner SDET titles are used whemédividual focuses on features of a product. An
important point to keep in mind in this discussigthat a Test Architect is a role and not a positi
Although there is definitely a path for a senistée to become a Test Architect, not all seniaetss
become Test Architects. An organization will gelfigrehoose to create a role for a Test Architecewh
there is sufficient business need or strategicirement to do so. You will also see senior tesidre
function very much like a Test Architect, but who bt have the Test Architect title. This is a
discussion of the role of a Test Architect, andandtscussion of the title.

There is no "typical” Test Architect role. Test Aitects focus on a diverse set of goals and perform
wide variety of tasks. Some spend time developasgng infrastructure, testing authoring frameworks
or evaluating features to create complex tests.€sam in charge of a particular technology forrthei
group. Others spend time consulting on how to imprest effectiveness. The common thread across
all Test Architect roles and the primary resporiisibof a Test Architect is to provide technical
leadership and strategic direction for their testinganization. The level of the Test Architect graly
dictates whether their scope is primarily focusecgdamily of features, a product line, or acrass a
entire division. It is also expected that in aduditio accountability to the current product sefiest
Architects consistently look beyond the curren¢ask and possibly have several deliverables ribt tie
to a particular product release.

A Test Architect is expected to be able to effé@nge not only across the testing community, but
between development and program management ashesilArchitects must drive quality across all
disciplines, providing guidance, feedback, and sstigns to improve quality practices across arrenti
engineering team.

It is also important to note what the Test Architiite is not. Test Architect is not a title thatawarded



simply by level or experience. Creation of a Testhitect is an investment that combines an area in
need of assistance with a strong individual capabtielivering invigorating change. It is also wort
reiterating that Test Architect is not a careeckrd he skills of a Test Architect align with thareer

stage profile criteria for similar levels with amphasis on cross-organizational communication and
ability to drive change across an organization.

Note As of 2008, there were just over 40 Test Asgtis out of more than 9,000 test engineers
worldwide.

The IC Tester

The IC career path in test starts at SDET 1 (ateavk as IC1) and progresses through Partner SDET
(IC6), as shown iffable 2-2 The major differentiators of the different levale technical depth,
technical breadth, and scope of influence. An SRES usually learning test, learning about Microsof
and how we develop software, and finding bugsverg well defined feature. A more senior SDET
might specialize in an area such as performantiedesr security testing. By the time an SDET

reaches Partner level, she should have spentimmany of these roles and probably a few years as a
Test Architect.

Table 2-2: Career Stage Profile Example from th&BIDC Career Path
= Open table as spreadsheet

Career  Software Software Senior Software Principal Senior Partner
stage Development | Development Development | Software Software
name Engineer in Test Engineer in Test Engineer in Test Development | Development
2 Engineer in Test Engineer in Test
Customer Seeks out Interacts directlyAddresses Implements Leads deep
impact customer with customers customer customer customer
feedback by to provide expectations connection understanding
means of PSS critical feedback concerning techniques that across the
and other on feature areasproduct improve the product line to
channels to and to develop integration and | interaction improve designs
clarify features test cases creating specific between
and write test scenarios or customers and the
cases personas organization
Test Clarifies how  Provides critical Identifies design Leads innovationLeads innovatio
impact features should feedback that patterns that arein test methods in test methods
work to eliminateamproves at high risk for ' and technologiesand technologies
ambiguous specifications  generating futureacross the majoracross the
requirements  and technical bugs product product line
designs

)

Scope of influence expands from a narrowly defifgadure to a set of features, a full product sich a
Microsoft Office Word or Windows Media Player, afihlly to a product line such as Office or

Windows. The influence can be broad based on p#as of testing such as the Test Architect (TA)
role, or it might center around a deep technicaha@uch as protocol security.



The IC career path for engineers does not stopra®& SDET, but the test career path does. Partner
SDET is one level below Distinguished Engineer (©@oate VP level IC). This is not because
Microsoft does not see a need for a Distinguishegirieer (DE) in the test discipline. It is our leéli
that as engineers progress further and furtheigaloeir career paths they start to look and behave
more similarly to each other and the disciplingidetion becomes less valuable. In a sense, egery |
from every one of the 10 engineering disciplinas pgaogress to the point that they are back to being
just another engineer.

Many well-known industry luminaries exist in thedviosoft tester ranks with successful blogs,
frequent conference appearances, and books. Jam#ak#’r, author of the How to Break Software
series, joined Microsoft in 2005 as a member offthistWorthy Computing team focused on software
reliability. Keith Stobie writes the TestMuse blog Spaces.live.com and is active in planning and
supporting the Pacific Northwest Software Qualign€&rence (PNSQC) held annually in Portland,
Oregon. The Test Verification and Metrics team leebloy Tom Ball is a small team of researchers

producing new and unique results around the usiatafto drive product quality improvemenr&.
Every member of the team is recognized widely eirtresearch on test metrics.

These are just a few examples of how we inveseuelbping and supporting world-class test experts
at Microsoft.

Becoming a Manager is Not a Promotion

Test management is the other major career patlnf@DET. A test manager can move up the ranks,
managing larger teams and areas. Of course, thagearent career path is one of an ever narrowing
pyramid, so many test managers plateau long bedaching VP. There is one more major inflection
point for the test management career path, as shoWable 2-3 and that is to become a general
manager. As described @hapter 1 general engineering managers run organizatiome g usually

of Dev, Test, and Program Management (PM).

Table 2-3: Career Stage Profile Example from th&EManagement Career Path
= Open table as spreadsheet

Career Lead Software Developmeﬁnboftware Development Director, Software

stage nameEngineer in Test Engineer in Test Manager Development Engineer in
Test

Career Manager Manager of managers Functional leader

stage

Product Feature Areas Product Product Line

scope

An SDET Lead works on a An SDET Manager works oin SDET Director works or
collection of feature areas, aa major product or highly a product line generally

highly complex feature areacomplex feature areas representing a Profit and
or component forming a smdtirming a product, a large Loss center (P&L) or a

subsystem, or a simple subsystem, or a simple  highly complex system or
product. Examples of featur@roduct line. SDET architecture underlying a
areas include the speech Managers are major product line. Examples of a
recognition server, the C# contributors to the product product line include
compiler, the graphics enginkéne. Examples of a productwindows, Office, MSN, and

-




Career Lead Software Developmeﬁnboftware Development Director, Software

stage nameEngineer in Test Engineer in Test Manager Development Engineer in
Test
Career Manager Manager of managers Functional leader
stage
for Microsoft Office include Word, Microsoft  Microsoft Exchange.
PowerPoint, and the IP stackloney, and the Windows
shell.
Recruiting Leads recruiting processes iéroactively optimizes the Leads a comprehensive and
the team group's recruiting processesffective recruiting plan for
and practices the product line

One question common at Microsoft, as well as inhele software industry, is what it takes to get
"promoted” into test management. That is a famgded question because it implies that managers get
paid more or perhaps get a better office than iddad contributors do. The reality is that when an
engineer moves into a management position, ifaseaal move—that is, there is no promotion
involved. Future promotions are based upon thenemgis skills and individual results in leading his
team. This is a different model from that used wstrcompanies and public sector jobs where the job
defines the pay scale and management jobs are tedtaas/s a higher pay scale than nonmanagement
jobs are.

SDET Lead is the first rung of management in TRStSDET Lead manages a team ranging in size
from 2 to 10 employees. The team size is most ditsed upon the work needed to ship a specific
feature or component such as printing, graphica, slrared feature. The team might also be organized
to drive a specialized test area such as perforeyatale, or security. All of these employees repor
directly to the SDET Lead. There are no other lsygmanagement between them and their
employees.

It is important to note that technical complexitydahe skills of the SDET Lead are more important i
determining career advancement and rewards ththe sze of the test team the SDET Lead manages.
Security is an example where a small, highly s#tilteam can have a major impact on product quality
and where you might find a more senior-level SDERd.

With smaller teams, the SDET Lead is expected ta b of his own testing, coding, analysis, and
filing of bugs. All members of the product teamnfréhe highest executive down to the most junior
new hire are expected to file product bugs whew fimel them. As a team becomes larger, more
management tasks fall on the Lead and the lesshint®s for handson engineering work. Regardless
of team size, SDET Leads are expected to havegstemmnical skills and function as technical leader
for their teams. Often, the SDET Lead is the mostdedgeable engineer on the team for a feature
area and is typically one of the best testers aveldpers on the team.

The expectation for Leads to be very hands-on eglghical is consistent with this expectation for al
engineering disciplines. Development Leads oftentrdoute to product development as much as any
member on their team. Program Management Leads déisign the most complex features or handle
the most complex coordination issues. The expectdliat all engineers, whether in a management
role or not, are technical and hands-on is coMitwosoft DNA. It is easy to trace this culture kdo



the very early days of Microsoft, when Bill Gatesuld read through code at night and even rewrite
portions.

Test Managers

Test Managers have many different titles and a mwdeation in roles than SDET Leads do. As
discussed itChapter 1 Microsoft is a big company, and for every rulerthare exceptions. Titles for
management positions also have rules and variaflade 2-4lays out the most common titles and
how they typically reflect team size and roles.

Table 2-4: Test Management Titles
= Open table as spreadsheet

Title Team size  Org depth

SDET Lead or Senior SDET Lead 2-10 1

Test Manager, Senior SDET Manager, or SDET Manager @ 5-50 2

Group Test Manager, Principal Test Manager, orddineof Test 30—100 3-4

General Manager or VP of Test 200+ 4-5

Test Managers are less hands-on with respect tmgvand running tests, but every tester, regasdles
of level, files bugs in every product cycle. TesaiMgers are still expected to be technical buedd t
to focus more on the processes and tools usedtingghan how best to automate a particular aéss
tests.

A Test Manager spends a lot of time focused on tooslevelop and improve the skills of the test team
and working with Product Management on assessiodyat quality and readiness to ship.

[2Microsoft Research, "Software Reliability Resedrtttp://research.microsoft.com/research/str.

Summary

Microsoft takes a unique approach to softwarerngstompared to industry norms. We have more test
engineers than developers, and we emphasize sefemgineering skills with all testers. This unique
approach goes all the way down to the title we ¢paters: Software Development Engineer in Test
(SDET). By design, this title is virtually the sam® the Software Development Engineer title used fo
developers.

With Microsoft adding more than 500 new tester pass every year, we have a very active recruiting
program to hire experienced engineers from othempamies as well as graduates from computer
science and related programs upon graduation. Masttesters do not know much about software
testing, so we have a very strong training progi@ateach software testing techniques.

Our emphases in very technical approaches to sadtigating allow us to have a fully articulated
career path for testers both in management amttlasdual contributors (ICs). ICs can have theigbil
to grow to the most senior levels of engineerirgy as they do in the development discipline.



The 9,000 test engineers at Microsoft play a magtar in developing our products and ensuring that
the products ship with high quality. This vibrantmmunity of engineers uses a wide range of
engineering techniques to drive continuous improyMenm our engineering practices and products.

Chapter 3: Engineering Life Cycles

Alan Page

Overview

I love to cook. Something about the entire procésseating a meal, coordinating multiple dishes] a
ensuring that they all are complete at the exanesame is fun for me. My approach, learned from my
highly cooking-talented mother, includes makingaupt of it as | go along. In short, I like to "vgnt."

I've cooked enough that I'm comfortable browsimgtigh the cupboard to see which ingredients seem
appropriate. | use recipes as a guideline—as sangetth give me the general idea of what kinds of
ingredients to use, how long to cook things, agit@ me new inspiration. There is a ton of flextlil

in my approach, but there is also some amounskf frimight make a poor choice in substitution (for
example, | recommend that you never replace covlkswith soymilk when making strata).

My approach to cooking, like testing, depends @ndituation. For example, if guests are coming for
dinner, | might measure a bit more than normalssitute less than | do when cooking just for my
family. | want to reduce the risk of a "defect"tire taste of my risotto, so | put a little morenfiadity

into the way | make it. | can only imagine the chéio is in charge of preparing a banquet for a
hundred people. When cooking for such a large nambgeople, measurements and proportions
become much more important. In addition, with sachide variety of taste buds to please, the chef's
challenge is to come up with a combination of fiavilat is palatable to all of the guests. Finaify,
course, the entire meal needs to be prepared bheldm@lents of the meal need to be freshly hot and o
the table exactly on time. In this case, the "sldf®e" is unchangeable!

Making software has many similarities with cookifipere are benefits to following a strict plan and
other benefits that can come from a more flexilplpraach, and additional challenges can occur when
creating anything for a massive number of users Glmapter describes a variety of methods used to
create software at Microsoft.

Software Engineering at Microsoft

There is no "one model" that every product teaiMiatosoft uses to create software. Each team
determines, given the size and scope of the procharket conditions, team size, and prior
experiences, the best model for achieving theitsgdanew product might be driven by time to market
S0 as to get in the game before there is a catdgadgr. An established product might need to g ve
innovative to unseat a leading competitor or tg steead of the pack. Each situation requires a
different approach to scoping, engineering, andmhg the product. Even with the need for variation
many practices and approaches have become geraalalbyed, while allowing for significant
experimentation and innovation in engineering psses.

For testers, understanding the differences betweermon engineering models, the model used by
their team, and what part of the model their teamvarking in helps both in planning (knowing what
will be happening) and in execution (knowing thalgamf the current phase of the model).
Understanding the process and their role in theqe®is essential for success.



Traditional Software Engineering Models

Many models are used to develop software. Somda@awent models have been around for decades,
whereas others seem to pop up nearly every moathe$nodels are extremely formal and structured,
whereas others are highly flexible. Of course,g¢hemo single model that will work for every soétne
development team, but following some sort of proredel will usually help an engineering team
create a better product. Understanding which pdrttevelopment and testing are done during which
stages of the product cycle enables teams to patecsome types of problems and to understand
sooner when design or quality issues might affegir ability to release on time.

Waterfall Model

One of the most commonly known (and commonly abusestiels for creating software is the
waterfall model. Waterfall is an approach to sofevdevelopment where the end of each phase
coincides with the beginning of the next phaseshasvn inFigure 3-1 The work follows steps through
a specified order. The implementation of the wdlaws" from one phase to another (like a waterfall
flows down a hill).

Figure 3-1: Waterfall model.

The advantage of this model is that when you baghase, everything from the previous phase is
complete. Design, for example, will never begindoefthe requirements are complete. Another
potential benefit is that the model forces youniok and design as much as possible before begjnnin
to write code. Taken literally, waterfall is inflése because it doesn't appear to allow phasespieat.

If testing, for example, finds a bug that leadskiiaca design flaw, what do you do? The Design phas
is "done." This apparent inflexibility has led t@ny criticisms of waterfall. Each stage has the
potential to delay the entire product cycle, and long product cycle, there is a good chanceahat
least some parts of the early design become imeleduring implementation.

An interesting point about waterfall is that thegentor, Winston Royce, intended for waterfall todme

iterative process. Royce's original paper on thdetld! discusses the need to iterate at least twice and
use the information learned during the early iterat to influence later iterations. Waterfall was
invented to improve on the stage-based model ifarsgecades by recognizing feedback loops
between stages and providing guidelines to minirtheampact of rework. Nevertheless, waterfall has
become somewhat of a ridiculed process among natwease engineers—especially among Agile
proponents. In many circles of software engineemvegerfall is a term used to describay

engineering system with strict processes.

Spiral Model

In 1988, Barry Boehm proposed the spiral modebdtirgare developmen@] Spiral, as shown in
Figure 3-2 is an iterative process containing four main peadetermining objectives, risk evaluation,
engineering, and planning for the next iteration.
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Figure 3-2: Simplified spiral model.
« Determining objectivesldentify and set specific objectives for the catrphase of the project.

* Risk evaluation Identify key risks, and identify risk reductioncacontingency plans. Risks
might include cost overruns or resource issues.

* Engineering In the engineering phase, the work (requiremelgsign, development, testing,
and so forth) occurs.

» Planning The project is reviewed, and plans for the nexhebof the spiral begin.

Another important concept in the spiral model s thpeated use of prototypes as a means of
minimizing risk. An initial prototype is constructdased on preliminary design and approximates the
characteristics of the final product. In subsequienations, the prototypes help evaluate strengths
weaknesses, and risks.

Software development teams can implement spirahibglly planning, designing, and creating a bare-
bones or prototype version of their product. Trasrtehen gathers customer feedback on the work
completed, and then analyzes the data to evalisktamd determine what to work on in the next
iteration of the spiral. This process continuesl @ither the product is complete or the risk asay
shows that scrapping the project is the bettele@s risky) choice.

Agile Methodologies

By using the spiral model, teams can build softwimtively—building on the successes (and
failures) of the previous iterations. The plannamgl risk evaluation aspects of spiral are essdotial
many large software products but are too proceagyhr the needs of many software projects.
Somewhat in response to strict models such as fakitéygile approaches focus on lightweight and
incremental development methods.

Agile methodologies are currently quite populatha software engineering community. Many distinct
approaches fall under the Agile umbrella, but nsbstre the following traits:

* Multiple, short iterations Agile teams strive to deliver working softwareduently and have a
record of accomplishing this.

* Emphasis on face-to-face communication and collabation Agile teams value interaction
with each other and their customers.

» Adaptability to changing requirementsAgile teams are flexible and adept in dealing with



changes in customer requirements at any pointerévelopment cycle. Short iterations allow
them to prioritize and address changes frequently.

* Quality ownership throughout the product cycleUnit testing is prevalent among developers
on Agile teams, and many use test-driven developéD), a method of unit testing where
the developer writes a test before implementinghetionality that will make it pass.

In software development, to be Agile means thahtean quickly change direction when needed. The
goal of always having working software by doingtjadittle work at a time can achieve great results
and engineering teams can almost always know #tessbf the product. Conversely, | can recall a
project where we were "95 percent complete” fdeast three months straight. In hindsight, we had n
idea how much work we had left to do because vee o do everything at once and went months
without delivering working software. The goal ofifgis to do a little at a time rather than evenyth

at once.

Other Models

Dozens of models of software development exist,;aady more models and variations will continue
to be popular. There isn't a best model, but utaeding the model and creating software within the
bounds of whatever model you choose can give yoettar chance of creating a quality product.

Milestones

It's unclear if it was intentional, but most of thiécrosoft products | have been involved in useal th

spiral model or variation$3l When | joined the Windows 95 team at Microsofeythwvere in the early
stages of "Milestone 8" (or M8 as we called it).,MBe one of its predecessors, M6, ended up baing
public beta. Each milestone had specific goalgfoduct functionality and quality. Every produstel’
worked on at Microsoft, and many others I've worlagtth indirectly, have used a milestone model.

The milestone schedule establishes the time linthéoproject release and includes key interimeguj

deliverables and midcycle releases (such as betapaner releases). The milestone schedule helps
individual teams understand the overall projecteexgtions and to check the status of the projatt. A
example of the milestone approach is showhigure 3-3
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Figure 3-3: Milestone model example.

The powerful part of the milestone model is thasntt just a date drawn on the calendar. For a
milestone to be complete, specific, predefineceagatmust be satisfied. The criteria typically urd
items such as the following:

« "Code complete" on key functionality Although not completely tested, the functionaigy
implemented.

* Interim test goals accomplished=or example, code coverage goals or tests conapetals
are accomplished.

* Bug goals metFor example, no severity 1 bugs or no crashing laug known.

* Nonfunctional goals metFor example, performance, stress, load testiogngplete with no
serious issues.

The criteria usually grow stricter with each mitegt until the team reaches the goals requiredrial f



releaseTable 3-1shows the various milestones used in a samplestoiie project.

Table 3-1: Example Milestone Exit Criteria (partiat)
= Open table as spreadsheet

Area Milestone 1 Milestone 2 Milestone 3 Release
Test case All Priority 1 test All Priority 1 and 2  All test cases run
execution cases run test cases run
Code Code coverage 65% code coverage 75% code coverage  80% code covera
coverage measured and
reports available
Reliability Priority 1 stress Full stress suite  Full stress suite Full stress suite runnin
tests running running nightly on running nightly on at nightly on at least 500
nightly at least 200 least 500 computers computers with no
computers with no uninvestigateduninvestigated issues
issues
Reliability Fix the top 50% o(tFix the top 60% of  Fix the top 70% of
customer-reportedcustomer-reported  customer-reported
crashes from M1 crashes from M2 crashes from M3
Features New Ul shellin  New Ul in 50% of New Ul in 100% of
20% of product | product and usability product and usability
tests complete feedback implementec
Performance Performance Performance Full performance suiteAll performance tests
plan, including baselines in place with progresspassing, and
scalability goals, established for all tracking toward ship performance goals me
complete primary customer goals
scenarios

ge

—+

Another advantage of the milestone model (or agnaiive approach) is that with each milestone, the
team gains some experience going through the staptease. They learn how to deal with surprises,
how to ask good questions about unmet criteriatppand how to anticipate and handle the rate of
incoming bugs. An additional intent is that eaclersione release functions as a complete prodatt th
can be used for large-scale testing (even if tHestane release is not an external beta releaaeh E
milestone release is a complete version of theymtoidthat the product team and any other team at
Microsoft can use to "kick the tires" on (evenhiéttires are made of cardboard).

The Quality Milestone

Several years ago, | was on a product team in tstrof a ship cycle. | was part of the daily bug

triage, where we reviewed, assigned, and someto&tponed bugs to the next release. Postponements

happen for a variety of reasons and are a necegadrgf shipping software. A few months before
shipping, we had some time left at the end of tlketmg, and | asked if we could take a quick lobk a



the bugs assigned to the next version of our priodine number was astounding. It was so large that
we started calling it the "wave." The wave meaat Hfter we shipped, we would be starting work on
the next release with a huge backlog of productbug

Bug backlog along with incomplete documents anklyftests we need to fix "some-day" are all items

that add up teechnical debtld We constantly have to make tradeoffs when devetppoftware, and
many of those tradeoffs result in technical debthhical debt is difficult to deal with, but it jus
doesn't go away if we ignore it, so we have toauething. Often, we try to deal with it while
working on other things or in the rare times whenget a bit of a lull in our schedules. This is @ttams
effective as bailing out a leaky boat with a le@kycket.

Another way many Microsoft teams have been dealiig technical debt is with quality milestong

or MQ. This milestone, which occurs after prodwtease but before getting started on the next wave
of product development, provides an opportunitytéams to fix bugs, retool their infrastructured an
fix anything else pushed aside during the previrige to release. MQ is also an opportunity to
implement improvements to any of the engineerirgjesys or to begin developing early prototypes of
work and generate new ideas.

Beginning a product cycle with the backlog of betisinated, the test infrastructure in place,
improvement policies implemented, and everythirsg ¢hat annoyed you during the previous release
resolved is a great way to start work on a newieersf a mature product.

Agile at Microsoft

Agile methodologies are popular at Microsoft. Atemmal e-mail distribution list dedicated to
discussion of Agile methodologies has more thaf@ fBembers. In a survey sent to more than 3,000
testers and developers at Microsoft, approximaiabrthird of the respondents stated that they used

some form of Agile software developmeﬁl.

Feature Crews

Most Agile experts state that a team size of 1l@ss collocated team members is optimal. This is a
challenge for large-scale teams with thousandsarerdevelopers. A solution commonly used at
Microsoft to scale Agile practices to large teamthe use ofeature crews

A feature crew is a small, cross-functional groegonposed of 3 to 10 individuals from different
disciplines (usually Dev, Test, and PM), who wodtamomously on the end-to-end delivery of a
functional piece of the overall system. The teamcstire is typically a program manager, threewe fi
testers, and three to five developers. They wogkttzer in short iterations to design, implemerst, te
and integrate the feature into the overall prodastshown irkigure 3-4

i ad Project
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Figure 3-4: Feature crew model.



The key elements of the team are the following:
* Itis independent enough to define its own appraaehmethods.

It can drive a component from definition, developmygesting, and integration to a point that
shows value to the customer.

Teams in Office and Windows use this approachwayato enable more ownership, more
independence, and still manage the overall shipdide. For the Office 2007 project, there were more
than 3,000 feature crews.

Getting to Done

To deliver high-quality features at the end of eietation, feature crews concentrate on defining
"done" and delivering on that definition. This i@sh commonly accomplished by definiqgality
gatesfor the team that ensure that features are complad that there is little risk of feature integrat
causing negative issues. Quality gates are sinailarile-stone exit criteria. They are critical apften

require a significant amount of work to satisfgble 3-2lists sample feature crew quality gat{@k.

Table 3-2: Sample Feature Crew Quality gates
=» Open table as spreadsheet

Quality gate Description

Testing All planned automated tests and manual &&stsompleted and passing.

Feature Bugs Closed All known bugs found in theuesaare fixed or closed.

Performance Performance goals for the product atdoynthe new feature.

Test Plan A test plan is written that documentplalhned automated and manual tests.
Code Review Any new code is reviewed to ensureitmagets code design guidelines.
Functional A functional spec has been completed and approyehdedcrew.

Specification

Documentation Plan | A plan is in place for the docotagon of the feature.

Security Threat model for the feature has beenewriind possible security issues
mitigated.
Code Coverage Unit tests for the new code are icead ensure 80% code coverage of the

new feature.

Localization The feature is verified to work in mplé languages.




The feature crew writes the necessary code, p@sliphvate releases, tests, and iterates while the
issues are fresh. When the team meets the gotie glality gates, they migrate their code to tlaénm
product source branch and move on to the nextreatuM. Wright'sHard Code(Microsoft Press,
2008) contains more discussion on the feature ceg¢Wscrosoft.

Iterations and Milestones

Agile iterations don't entirely replace the milestanodel prevalent at Microsoft. Agile practiceskvo
hand in hand with milestones—on large product teanigstones are the perfect opportunity to ensure
that all teams can integrate their features andecimgether to create a product. Although the goal o
Agile teams is to have a shippable product airakk$, most Microsoft teams release to beta usets an
other early adopters every few months. Beta aneraghrly releases are almost always aligned to
product milestones.

Putting It All Together

At the micro level, the smallest unit of outputrfralevelopers is code. Code grows into functionality
and functionality grows into features. (At somerpan this process, test becomes part of the pdimr
deliverquality functionality and features.)

In many cases, a large group of features becomeagect A project has a distinct beginning and end
as well as checkpoints (milestones) along the wsgge scenarios, personas, and many other items.
Finally, at the top level, subsequent releaseglated projects can become a product line. For pigm
Microsoft Windows is a product line, the Windows¥ operating system is a project within that
product line, and hundreds of features make uppitegéct.

Scheduling and planning occur at every level opatjtbut with different context, as shownHmure

3-5. At the product level, planning is heavily basedang-term strategy and business need. At the
feature level, on the other hand, planning is atrpasely tactical—getting the work done in an
effective and efficient manner is the goal. At iteject level, plans are often both tactical amdtsgic
—for example, integration of features into a scenaright be tactical work, whereas determining the
length of the milestones and what work happens vidarore strategic. Classifying the work into these
two buckets isn't important, but it is criticalitdegrate strategy and execution into large-sckesp
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Figure 3-5: Software life cycle workflow.

[Iwinston Royce, "Managing the Development of Largéware Systems,Proceedings of IEEE
WESCON26 (August 1970).

[2 Barry Boehm, "A Spiral Model of Software DevelopretEEE 21, no. 5 (May 1988): 61-72.

[SSince 1 left product development in 2005 to joie Engineering Excellence team, many teams have
begun to adopt Agile approaches.

[4IMatthew Heusser writes about technical debt oftehis blog xndev.blogspot.coynMatt doesn't
work for Microsoft...yet.

El Nachiappan Nagappan and Andrew Begel, "Usage ameptens of Agile Software Development
in an Industrial Context: An Exploratory Study,"®0Q
http://csdl2.computer.org/persagen/DLAbsToc.jsp?
resourcePath=/dl/proceedings/&toc=comp/proceedirgeim/2007/2886/00/2886toc.xmI&DOI=10.11
09/ESEM.2007.85

[61This table is based on Ade Miller and Eric Cartagile and the Inconceivably LargelEEE (2007).

Process Improvement

In just about anything | take seriously, | wantrtgorove continuously. Whether I'm preparing a meal,
working on my soccer skills, or practicing a clatisonata, | want to get better. Good software seam
have the same goal—they reflect often on what teeding and think of ways to improve.

Dr. W. Edwards Deming is widely acknowledged fa Work in quality and process improvement.
One of his most well known contributions to qualityprovement was the simpidan, Do, Check, Act
cycle (sometimes referred to as the Shewhart cgclthne PDCA cycle). The following phases of the
PDCA cycle are shown iRigure 3-6

* Plan Plan ahead, analyze, establish processes, andtpgredresults.
» Do Execute on the plan and processes.

* CheckAnalyze the results (note that Deming later chdrthe name of this stage to "Study” to
be more clear).

» Act Review all steps and take action to improve tloe@ss.
Plan

Check
Figure 3-6: Deming's PDCA cycle.



For many people, the cycle seems so simple thatse it as not much more than common sense.
Regardless, this is a powerful model because afntplicity. The model is the basis of the Six Sagm
DMAIC (Define, Measure, Analyze, Improve, Controipdel, the ADDIE (Analyze, Design, Develop,
Implement, Evaluate) instructional design modet] arany other improvement models from a variety
of industries.

Numerous examples of applications of this modellmafound in software. For example, consider a
team who noticed that many of the bugs found btetesluring the last milestone could have been
found during code review.

1. First, the team plans a process around codewsvigerhaps requiring peer code review for all
code changes. They also might perform some deepéysés on the bugs and come up with an
accurate measure of how many of the bugs founchguhie previous milestone could
potentially have been found through code review.

2. The group then performs code reviews during te milestone.
3. Over the course of the next milestone, the graopitors the relevant bug metrics.

4. Finally, they review the entire process, metrary] results and determine whether they need to
make any changes to improve the overall process.

Formal Process Improvement Systems at Microsoft

Process improvement programs are prevalent inatteare industry. ISO 9000, Six Sigma, Capability
Maturity Model Integrated (CMMI), Lean, and manyet initiatives all exist to help organizations
improve and meet new goals and objectives. Thergifit programs all focus on process improvement,
but details and implementation vary slighffgble 3-3briefly describes some of these programs.

Table 3-3: Formal Process improvement Programs
=» Open table as spreadsheet

Process Concept

ISO 9000 A system focused on achieving customesfaation through satisfying quality
requirements, monitoring processes, and achievongrauous improvement.

Six Developed by Motorola. Uses statistical tools drelDMAIC (Define, Measure, Analyze
Sigma  Implement, Control) process to measure and imprpvesesses.

CMMI  Five-level maturity model focused on project magement, software engineering, and
process management practices. CMMI focuses onrganzation rather than the project

Lean Focuses on eliminating waste (for example,aiefelelay, and unnecessary work) from the
engineering process.

Although Microsoft hasn't wholeheartedly adoptey ahthese programs for widespread use, process
improvement (either formal or ad hoc) is still coomplace. Microsoft continues to take process
improvement programs seriously and often will "tggbgrams to get a better understanding of how
the process would work on Microsoft products. Bareple, Microsoft has piloted several projects
over the past few years using approaches basetk @igtna and Lean. The strategy in using these



approaches to greatest advantage is to understantddst to achieve a balance between the desire for
quick results and the rigor of Lean and Six Sigma.

Microsoft and ISO 9000

Companies that are 1ISO 9000 certified have progeahtauditor that their processes and their
adherence to those processes are conformant l8@hstandards. This certification can give cust@mer
a sense of protection or confidence in knowing thetlity processes were integral in the development
of the product.

At Microsoft, we have seen customers ask aboutonformance to ISO quality standards because
generally they want to know if we uphold qualitarstiards that adhere to the ISO expectations in the
development of our products.

Our response to questions such as this is thalexaglopment process, the documentation of our steps
along the way, the support our management tearfohgsiality processes, and the institutionalization
of our development process in documented and raiplegbrocesses (as well as document results) are
all elements of the core ISO standards and thabost cases, we meet or exceed these.

This doesn't mean, of course, that Microsoft déesie ISO 9000, and neither does it mean that
Microsoft will never have ISO 9000-certified prodsicWhat it does mean at the time of this writiag i
that in most cases we feel our processes and stiEnfilethe needs of our engineers and customers as
well as ISO 9000 would. Of course, that could cleangxt week, too.

Shipping Software from the War Room

Whether it's the short product cycle of a Web serar the multiyear product cycle of Windows or
Office, at some point, the software needs to shiplee available for customers to use. The decisions
that must be made to determine whether a produetidy to release, as well as the decisions and
analysis to ensure that the product is on the tigiek, occur in thevar roomor ship room.The war
team meets throughout the product cycle and adssagp-quality oversight committee. As a name,
"war team" has stuck for many years—the term diessrnvhat goes on in the meeting: "conflict
between opposing forces or principles.”

As the group making the day-to-day decisions fergloduct, the war team needs a holistic view lof al
components and systems in the entire product. BDxaterg which bugs get fixed, which features get
cut, which parts of the team need more resourceshether to move the release date are all critical
decisions with potentially serious repercussiomas the war team is responsible for making.

Typically, the war team is made up of one represer (usually a manager) from each area of the
product. If the representative is not able to atéhat person nominates someone from his or laen te
to attend instead so that consistent decision rngakival stakeholder buy-in can occur, especially for
items considered plan-of-record for the project.

The frequency of war team meetings can vary frooeanweek during the earliest part of the ship
cycle to daily, or even two or three times a dathmdays leading up to ship day.

War, What Is It Good For?

The war room is the pulse of the product teamhdfwar team is effective, everyone on the team
remains focused on accomplishing the right work amdierstands why and how decisions are made. If
the war team is unorganized or inefficient, thespudf the team is also weak—causing the myriad of



problems that come with lack of direction and pleadership.

Some considerations that lead to a successfuleaan atnd war room meetings are the following:

Ensure that the right people are in the room. Migsepresentation is bad, but too many people
can be just as bad.

Don't try to solve every problem in the meetingaiifissue comes up that needs more
investigation, assign it to someone for follow-ualanove on.

Clearly identify action items, owners, and due gate

Have clear issue tracking—and address issues tenttys Over time, people will anticipate the
flow and be more prepared.

Be clear about what you want. Most ship rooms acesed and crisp. Some want to be more
collaborative. Make sure everyone is on the sarge.dayou want it short and sweet, don't let
discussions go into design questions, and if idseninformal, don't try to cut people off.

Focus on the facts rather than speculation. Wakds'l think," "It might,” "It could" are red
flags. Status is like pregnancy—you either areaar gren't; there's no in between.

Everyone's voice is important. A phrase heard inynaar rooms is "Don't listen to the
HiPPO"—where HIPPO is an acronym for highest-pa&dspn's opinion.

Set up exit criteria in advance at the beginninthefmilestone, and hold to them. Set the
expectation that quality goals are to be adhered to

One person runs the meeting and keeps it moviag iorderly manner.
It's OK to have fun.

Defining the Release—Microspeak

Much of the terminology used in the room might em& an observer in a ship team meeting. Random
phrases and three-letter acronyms (TLASs) flow tghmut the conversation. Some of the most
commonly used terms include the following:

LKG "Last Known Good" release that meets a specifaityubar. Typically, this is similar to
self-host.

Self-hostA self-host build is one that is of sufficient djtiato be used for day-to-day work.
The Windows team, for example, uses internal peass versions of Windows throughout the
product cycle.

Self-toastThis is a build that completely ruins, or "toasysmur ability to do day-to-day work.
Also known asself-hosed

Self-testA build of the product that works well enough foost testing but has one or more
blocking issues keeping it from reaching self-tstatus.

Visual freezePoint or milestone in product development cyclewhkisual/Ul changes are
locked and will not change before release.

Debug/checked buildA build with a number of features that facilitalebugging and testing
enabled.

Release/free buildA build optimized for release.



+ Alpha releaseA very early release of a product to get prelimyf@edback about the feature
set and usability.

» Beta releaseéA prerelease version of a product that is sestistomers and partners for
evaluation and feedback.

Mandatory Practices

Microsoft executive management doesn't dictate tisvgions, groups, or teams develop and test
software. Teams are free to experiment, use tmeldtaie techniques, or a combination of both. They
are also free to create their own mandatory prestin the team or division level as the context
dictates. Office, for example, has several crittha every part of Office must satisfy to shipt those
same criteria might not make sense in a small @@apping a Web service. The freedom in
development processes enables teams to innovatednct development and make their own choices.
There are, however, a select few required practioespolicies that every team at Microsoft must
follow.

These mandatory requirements have little to do thiéhdetails of shipping software. The policies are
about making sure that several critical steps aneptete prior to shipping a product.

There are few mandatory engineering policies, botlgpcts that fail to adhere to these policies ate n
allowed to ship. Some examples of areas includedandatory policies include planning for privacy
issues, licenses for third-party components, getiqallreview, virus scanning, and security review.

Expected vs. Mandatory

Mandatory practices, if not done in a consistewt systematic way, create unacceptable risk to
customers and Microsoft.

Expected practices are effective practices thatygmeduct group should use (unless there is a
technical limitation). The biggest example of tisishe use of static analysis tools. (&&pter 11
"Non-functional Testing.") When we first developgéd, for example, we did not have static code
analysis tools for that language. It wasn't lortgrathe language shipped, however, before teams
developed static analysis tools for C#.

One-Stop Shopping

Usually, one person on a product team is respanfiblrelease management. Included in that person's
duties is the task of making sure all of the mamidapbligations have been met. To ensure that
everyone understands mandatory policies and appkss consistently, every policy, along with
associated tools and detailed explanations, igddaan a single internal Web portal so that Micfoso
can keep the number of mandatory policies as lopoasible and supply a consistent toolset for teams
to satisfy the requirements with as little pairpassible.

Summary: Completing the Meal

Like creating a meal, there is much to considernmdreating software—especially as the meal (or
software) grows in size and complexity. Add to titet possibility of creating a menu for an entire
week—or multiple releases of a software program—thedist of factors to consider can quickly grow
enormous.



Consideringhow software is made can give great insights into wihere, and when the "ingredients"
of software need to be added to the applicatiop sloat software engineering teams put together. A
plan, recipe, or menu can help in many situatibnsas Eisenhower said, "In preparing for battle |
have always found that plans are useless, but jplgmsindispensable.” The point to remember i$ tha
putting some effort into thinking through everythiftom the implementation details to the vision of

the product can help achieve results. There idreisavay to make software, but there are sevgoald
ways. The good teams I've worked with don't womgnly as much about the actual process as they do
about successfully executing whatever processdheysing.

Part Il: About Testing
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Chapter 4: A Practical Approach to Test Case
Design

Alan Page

Overview

When you design tests that will run long afteritiial version of a software program has shippes,
imperative that you make a significant effort tsigae long-lasting and effective test cases. Many
Microsoft applications have support plans that ésstong as 10 years. After they are designed and
written, test cases run continuously until the mottkee product is released, but that's not theaénd
life for the tests. After an application ships talaisers, the ownership of source code, documentati
test tools, test automation, and all other relecaliateral material passes either to a separate te a
subset of the product team who are responsiblméking any necessary ensuing changes. The
changes made by thesastained engineering teanmelude fixes for security, quick fix engineering
(QFE) changes, and service pack development. Bt deeated for a specific release of a product run
many thousands of times through the entire suppate of the product. Nearly every test team
approaches their test case design with the knowl#ug the tests they create will need to run fanyn
years.

Because of the emphasis on long-term supportalilitficrosoft, we use test automation extensively.
This does not mean, however, that we do not valyedorm manual testing. A good test strategy
identifies areas where automation is or is notiapple and dictates an appropriate test approach.
Chapter 10"Test Automation,” contains a detailed discussibautomated testing.

Design is the act of systematically thinking ormplang through a solution before beginning



implementation. Careful planning and design byrahigect ensures that a building will be sound and
fit the needs of its occupants. Careful planning design of tests can increase the value over the
lifetime of those tests. This chapter discussed#sics of test design.

Note There were more than a million test casedewmriior Microsoft Office
2007.

Practicing Good Software Design and Test Design

Design might be the most important step in the gge®f developing software. Software design
includes planning and problem solving. It inclufl@®sight into user experience and critical analysi

of solutions and alternatives. Well-designed sofeaamnticipates many problems that might occur, and
design is an essential step in creating softwaewlrks well for the customer. Great design daesn'’
necessarily require big design up front (BDUF).j€cts that use Agile methodologies, where the code
is considered to be the design, still require plagiand foresight and can be designed well. Any
product, whether it's a software program or a latchppliance, needs a good design to avoid
frustration and confusion among its customerse#fign is not given full and sufficient attention,
customers are bound to have problems.

Test design has many parallels with good softwasegt, and with good design in general. Test design
requires planning and problem solving to determwheh kinds of tests to run and which types of
testing will be most effective at verifying funatiality and confirming that failure paths are haddle
gracefully. One of the most important aspects sif design is anticipating customer needs and
expectations, and then creating tests that adtitess needs appropriately. Good test design often
starts with a review, or critique, of the softwdesign. Often, design reviews are treated muchalike
code review, where the designer explains the designparticipants ask questions and provide
feedback. A good design critique involves in-deimparisons of choices and alternatives for all
major design decisions, with a goal of a sharemrief what needs to be built, how it is going ® b
built, and, perhaps most important, how it is gdimde tested. Good design and good execution are
critical pieces of a successful software developmeuject.

Using Test Patterns

Design patterns, solutions for common softwaregitesisues, are popular in software development.
They provide guidelines or strategies that candselun many different situations. Most important,
they provide a common language for communicatirigtiems between developers.

The concept ofest patterndias been around for many yearsTésting Object-Oriente8ystems:

Models, Patterns, and ToolBobert BindeF! includes 37 test design patterns, plus anothdorliést
automation. In 2001, Brian Marick, authorTdie Craft of Software Testingonducted several Patterns
of Software Testing (PoST) workshops and made éunpinogress in defining types and uses of test
patterns.

Like design patterns, test patterns solve commsueis and provide guidelines and strategies fagrsest
to design tests. Some test patterns are approémhs&tsuctured testing, others are heuristics, @her
patterns are a combination of ideas or somethingptetely different. The importance of a test patter
is that testers can use it to communicate the trtea testing approach and can share different tes
design techniques in a way that is understandatuleaationable.

A common format for sharing test patterns is byngs template. Robert Binder's test design pattern



template includes 10 different attributes. Teséénslicrosoft who are interested in test designgrag
usually use a simplified template based on Bindkéshas the following attributes:

Name Give a memorable name—something you can refaer tonversation.
Problem Give a one-sentence description of the problemthis pattern solves.

Analysis Describe the problem area (or provide a one-papgdescription of the problem
area) and answer the question of how this techngbetter than simply poking around.

DesignExplain how this pattern is executed (how doegthtéern turn from design into test
cases?).

Oracle Explain the expected results (can be includetienDesign section).
ExamplesList examples of how this pattern finds bugs.

Pitfalls or Limitations Explain under what circumstances and in whichasituns this pattern
should be avoided.

Related PatternsList any related patterns (if known).

This particular template provides ample flexibilitycreating different types of patterns but predad
enough information to facilitate communication beén testers using the patterns for test de3igvie
4-1is an example of a well-known test design apprdhahuses this template.

Table 4-1: Boundary-Value Analysis Test Pattern
= Open table as spreadsheet

Name

Boundary-Value Analysis (BVA)

Problem Many errors in software occur near the edges g$iphl and data boundaries. For

example, using > instead of >=, or off-by-one indegerrors (zero-based vs. one-
based).

Analysis Choose test cases on or near the boundaries ofghedomain of variables, with the

rationale that many defects tend to concentratethesextreme values of inputs. A
classic example of boundary-value analysis in sgctasting is to create long input
strings to probe potential buffer overflows. Moengrally, insecure behavior in
boundary cases is often unforeseen by developéstend to focus on nominal
situations instead.

Design For each input value, determine the minimum angimam allowed value (min and

max). Design a set of test cases that tests mix, mia -1, and max + 1 (note that
BVA is sometimes defined to include min + 1 and X Test cases should include
the following:

* Input(s) to the component

* Partition boundaries exercised




Name Boundary-Value Analysis (BVA)

* Expected outcome of the test case

=4

Oracle Minimum and maximum values are expected to paasieg outside of this range are
expected to fail gracefully.

Examples For an input field that expects a number betweand 10, test O, 1, 10, and 11.

Pitfalls or Boundaries are not always known. Knowledge of tvaa@in or access to source code
Limitations  might be necessary to achieve useful boundary-\atadysis. If the input range
contains "special” values—values within the bouredathat are handled differently k
the application—BVA might miss issues with theskiga.

&)

y

Related Equivalence Class Partitioning
Patterns

A patterns-based approach to test design is alusefiem for communicating testing ideas, and it
frequently accelerates the test design processalso a simple way for new testers to learn abesit
design, for experienced testers on the team t@stlaas, and for entire bodies of knowledge on test
design to be transferred from one organizatiomtuilzer.

[IRobert V. BinderTesting Object-Oriented Systems: Models, Pattemnd, Toolg(Indianapolis, IN:
Addison-Wesley, 1999).

Estimating Test Time

"How long will it take you to test?" This can belifficult question to answer for any test team, and
lot of thought and planning are essential to giveecurate answer. | have seen unsuccessful teams
simply add a few weeks of "buffer” or "stabilizaticime at the end of a product cycle. As you can
expect, projects planned this way rarely meet cnstexpectations. Accurately estimating the testing
task is at least as important as the act of wrisioigware features, and it deserves equal attention

How do you estimate how long it will take you tatta feature or an application? One rule of thumb |
have seen used often is to copy the developmeat tor example, if a particular development task is
scheduled to take 2 man-weeks, estimating thatr2weseks are necessary for writing automation and
describing manual test cases can be useful. Tphi®aph is usually accurate, but in practice it is
merely a starting point because so many factorsndarence the testing task. The goals of the pebdu
team, customer expectations, technical abilityheftest team, and complexity of the project all
influence the testing process, and every testet oansider these factors when estimating test time.
Table 4-2includes examples of things to consider in tesetestimation.

Table 4-2: Factors in Test Time Estimation
= Open table as spreadsheet




Attribute How to consider this attribute

Historical data At the very least, you can estintag design based on previous projects.

Complexity Complexity relates directly to testalyiliSimple applications can be tested more
quickly than complex programs can be.

Business goals Is the application a prototype oratestnation application? Or is it flight control
software for a spaceship? The business goals mftuthe breadth and depth o
the testing effort.

Conformance/Comif the application must conform to a standard, ¢hegsjuirements must be
pliance considered when estimating the testing task.

Starting with Testing

When | began my career as a software tester marelh years ago, | sometimes heard project
managers say things like, "Why do we need to hiveentesters? We're not code complete for another
month." I'm happy to say that those days are latgrinl me, but in some cases, we testers often@lebat
about the right things to do if we are lucky enotgbe involved from the initial stages of product
development.

One place to start test design is with a reviewegtiirements or functional specifications of the
software. If good requirements are available, negnents-based testing can be a good place tolétart.
requirements aren't available (or if they arentid)pthe best place to start test design is protapl
asking questions. Ask how the software is suppts@rk. Ask how it handles data. Ask how it
handles errors. Asking questions about the softwanehelp testers get a jumpstart on design before
any of the code is ever written.

Ask Questions

If the code already exists, and requirements andtional specifications are either missing or
incomplete, the best place to get started on &sgd is by running the application. Ask yourself
questions about how the program should work. Yoghtnanswer those questions, or they might lead to
more questions. If something is confusing, ask tjues. If the source code is available, refer ® th
code and, if necessary, ask more questigrploratory testingthe act of testing and designing tests at
the same time, can significantly influence tesigteand is a beneficial part of the overall testige
process.

If you are testing a feature or type of applicatyoni haven't tested before, or even if you aregtistk
testing something that is familiar to you, it canuseful to ask someone else who has tested saomgethi
similar for ideas. Many bugs in software are missedng testing because testers didn't ask enough
questions or they didn't ask the right questioest @esign requires a comprehensive and careful
examination of the software under test. Asking tjaes is one of the best ways to gain the knowledge
needed to carry out this examination.

Exploratory Testing with a Debugger



Frequently, when | am testing a component or feaforr the first time and | have source code
available, | use the debugger to test. Before havete test cases, | write a few basic tests. &hes
might be automated tests, or they might be jusinaifieas that | have scribbled onto a pad. | set a
breakpoint somewhere in the component initializgtend then use the debugger to understand how
every code path is reached and executed. | noteevifweindary conditions need testing and where
external data is used. | typically spend hours @detimes days) poking and prodding (and learning
and executing) until | feel | have a good undermitag of the component. At that point, | usually bav
good idea of how to create an efficient and efiectuite of tests for the component that can bd use
for the lifetime of the product.

Have a Test Strategy

A test strategy guides test design and can be laoahédr providing a direction in test design foe th
test team. A good test strategy provides visiortierteam, helps everyone determine which testing
activities are most important, and helps them dateg when and where to apply different types of
testing.

The strategy includes types of testing, processesmethods the test team will use when testing. It
includes an evaluation of risk that helps the tel@termine where failures are more likely to ocaur o
whether certain components might need more exhausting.

The strategy often includes plans for training @uaation of the test team. The education stratagy c
include conferences, workshops, or consultantsi@ding, or it could include peer sharing among the
test team. Regardless of how the training is cotedlj@ first-rate test strategy includes a plan for
growing the skills and knowledge of the test teBxample attributes of a test strategy are included
Table 4-3

Table 4-3: Example Test Strategy Attributes
=»> Open table as spreadsheet

Attribute How to consider this attribute

Introduction Provides an overview of the strategg dascribes how the strategy will be used.
The strategy is based on the features and qualdisf the project.

Specification Lists the documentation plans for the test grospyell as expectations for
Requirements documentation from other engineering disciplines.

Key Scenarios =~ What are the primary customer scen#nat will drive the testing effort? This
section answers that question and ties testingteffo the product plan.

Test Methodology This section describes test metlogiks that will be used to test the product along
with the value and risk of using any specified et Code coverage, test
automation, test case management, and other apy@®ac tools can be included
this section.

n

Test Deliverables What are the stated expectatibtieedest team? Example deliverables can include
status on the following:




Attribute How to consider this attribute

* Test results

* Code coverage

* Spec signoff status

* Bug rates and trends

* Performance scenario results

Training If success against the strategy requiggsitrg, those needs should be described
including analysis of how the training supports shrategy.

Thinking About Testability

Another thing testers can and should do both faemice the product and to help design tests isimd t
about testability earlylestabilityis the degree to which software can be tested kietp and
efficiently. Making specific design choices, chawgsimple algorithms, enabling tésioks(additional
functionality written solely to make testing eayi@nd making internal variables visible are all
examples of how to increase testability.

The most common method a tester can use to disvaltiéty is simply to ask, "How are we going to
test this?" during requirements or design revieMmss is not only a fantastic method for clarifying
ambiguous statements, but over time it pushesti@aninds of the development team the idea of
writing testable software. Development teams wheetembraced writing unit tests as part of their
daily grind have already begun to understand thmmance of testability—but keep in mind that
testability matters reach far beyond small unitd anust be considered at all levels of the product.
Table 4-4defines the acronym SOCK, a simple model for iasieg the testability of software.

Table 4-4: A Simple Model for Testability: SOCK
= Open table as spreadsheet

Term Definition

Simple Simple components and applications are eéanel less expensive) to test.

Observable Visibility of internal structures and dalimws tests to determine accurately whether &
test passes or fails.

o

Control If an application has thresholds, the abildyset and reset those thresholds makes testing
easier.

Knowledge By referring to documentation (specificasioHelp files, and so forth), the tester can




Term Definition

ensure that results are correct.

How Do You Test Hundreds of Modems?

We needed to test modem dial-up server scalaimliiicrosoft Windows NT Remote Access Server
(RAS) with limited hardware resources. We had tlomay and lab in-frastructure only for tens of
modems, but we had a testability issue in that @exad to test with hundreds of modems to simulate
real customer deployments accurately. The team cgnvéth the idea to simulate a real modem in
software and have it connect over Ethernet; weedatiRASETHER. This test tool turned out to be a
great idea because it was the first time anyonecheated a private network within a network. Today,
this technology is known as a virtual private netyor a VPN. What started as a scalability test to
for the Windows NT modem server became a huge caoniahsuccess and something we use every
time we "tunnel” into the corporate network.

—David Catlett, Test Architect

Test Design Specifications

Asking questions about testability forces everymvelved to think about how a piece of software is
going to be tested. It also requires the testeotwider the design of the test cases. The pratess
designing tests is often at least as importanth@stt of designing end-user software. Testers ofte
create formal test design documents describingttlaéegy and approach of their tests. A test design
specification (TDS) is applicable for both manuadl automated tests, and it typically has the same
review process as other documents such as spéioifisand design documents used in the software
engineering process. Because the TDS describeshm#pproach and intent of the testing process, it
becomes an integral part of the testing procesaigiout the entire life of the product, especially
during the post-ship phases of the software'sitien a sustained engineering team might own the
product support.

Example Elements in a Test Design Specification
Following are items that might be found in a typtest design specification:
* Overview/goals/purpose
» Strategy
* Functionality testing
« Component testing
* Integration/system testing
* Interoperability testing
* Compliance/conformance testing
* Internationalization and globalization

» Performance testing



» Security testing
+ Setup/deployment testing
» Dependencies

* Metrics

Testing the Good and the Bad

Two plus two equals four, but what happens whendieige two by zero? In the calculator program
that ships with the Microsoft Windows operatingteys, two divided by zero results in the text
"Cannot divide by zero." Attempting to divide byraen other applications might result in a similar
error, or it might result in a program crash. T&ses include botverificationtests (tests that verify
functionality using expected inputs) afadsificationtests (tests that use unexpected data to seeavheth
the program handles that data appropriately). Matibn tests are necessary to prove that the
application works as intended, but the falsificatiests are perhaps even more important. Applicatio
need to be robust and handle bad data without error

Many years ago, a program error or crash causessing bad data resulted in a response from a
developer such as, "A user would never do thairide accidentally renamed an application withe fil
name extension used by the application's docunieat Opening this file in the application caused a
crash that was resolved as "won't fix" becaus@ds'not a user scenario." The bug existed for many
years but was finally fixed during a large secuptish by Microsoft teams around 2002. In fact, oihe
the great things that has happened because ohtnmeus emphasis on security at Microsoft is that
far fewer bugs found by falsification tests areotesd as "the customer would never do that.”

The Happy Path Should Always Pass

| arrived at work one morning to see an e-mail mgedfrom Adam, a software developer on my team,
saying that he had checked in code for the new coet he was working on over the weekend and
that he would like me to do some ad-hoc testingpas as the build came out. My schedule was tight,
but | was excited about finally being able to thet component. In fact, | had already written d@wvn
few dozen test cases | wanted to try out basetdediscussions we had had during the design review.

Later that morning, the build was released to ds¢ team and | installed the application on my test
computer. | immediately went to the portion of #pplication containing Adam's new functionality,

entered some data, and clicked one of the buttbdgin't work. It didn't do anything. | wasn't ing to
see how the feature reacted to bad data. | wag ggimple inputs that should always work. | refer to
simple inputs that should always work as "the hgmgi."

Because the happy path should always work, | imatelyi assumed that | must have made a mistake.
(I knew | went through setup too fast—I must haveeatisslectingn option) | had a second "clean
computer in my office, so | took some time to callgfinstall the application on this computer. ddit
notice anything that seemed like it would affeds fieature, so | guessed that my test computer must
have had some stale files on it that caused tharieaot to work. Unfortunately, after starting the
application again, | had the same resultaust be doing something wrong.

| got out of my chair and walked down the halltdpped at a few offices where fellow testers were
working and asked if | could borrow their computara minute. Try as | might, | couldn't find a
computer where the new feature worked at all. Kinalvent back to my office and called Adam and
told him the bad news. When | described to him winetd been doing for the last hour, he said,
"Hmm, | made a change just before checking the file but didn't think that change would make a



difference. | guess | was wrong." At this pointyimg wasted more than an hour, | was a bit irkedl an
replied, "Seriously, Adam, the happy path shoudbgk pass.”

These days, the cases where the happy path failsegaoming quite rare. But | remember and repeat
this phrase every time something that should alwayk doesn't.

Other Factors to Consider in Test Case Design

Schedules, resources (budget), and quality arendepé attributes that influence software testing as
much as they influence software development. Fampte, if time and money did not matter, testing
could continue indefinitely or additional testemuld be added to the project as needed. However,
software needs to ship for customers to be ablséat, and in most cases, additional headcount is
generally not an option. To this end, adequatec&st design requires that a tester think in advanc
about the scope of testing that is possible ancthieatester be able to consolidate and prioritize
testing to fit the schedule while still testing frduct sufficiently. It is never feasible to test
everything, so it's important that the tester ie &b choose the best set of tests to test software
efficiently and thoroughly in the time constraigisen.

Consider the scope of the product, the size ottistomer base, the size of the test team, andkilte s
of the test team when considering test case de&iggwers to questions on these factors can help you
choose a set of tests that can verify functiondiityg errors, and handle customer issues effitjent

Black Box, White Box, and Gray Box

One way to classify approaches to test case destgrdescribe the level of knowledge that teséei
their tests have of the application under testo®imonly understood system is that of black box and
white box testingBlack box testings an approach based on testing an applicatidmowitany
knowledge of the underlying code or functionalifytiee application. Given that users of an applarati
are only concerned with whether or not the appbeetits their needs and do not care (nor shoudy)Xh
how the application was designed or written, alblamx approach to testing is a useful method of
simulating and anticipating how the customer wéléuhe product. On the other hand, pure black box
approaches often end up overtesting certain patteeapplication while undertesting other portions
Converselywhite box testings an approach that uses test design based oysenal the underlying
source code or schemas not visible to the end Tsgtrcases founded solely on a white box approach
are typically thorough, but nearly always miss keg-user scenarios.

The answer to this dilemma iggeay box(sometimes calledlass bok approach. Tests are designed
from a customer-focused point of view first (th@tblack box), but white box approaches are used to
ensure efficiency and test case coverage of thicappn under test. Testers are responsible fti bo
the customer viewpoint and for determining the ecimess of an application. They cannot cover both
areas effectively without considering both black lbad white box approaches. Testers at Microsoft
must have a holistic viewpoint on testing and cdesall of these perspectives when designing tests.

Exploratory Testing at Microsoft

Microsoft's recent emphasis on test automatiorchased some to think that Microsoft has devalued
the importance of exploratory testiriexploratory testings a (generally) manual approach to testing
where every step of testing influences the subseaiep. During exploratory testing, testers ugé th
previous knowledge of the application under tesvel as their knowledge of test methodologies to
find bugs quickly. The Windows Application Compadiitly test team, for example, is highly dependent



on exploratory testing to verify the functionaldfhundreds of applications during the developnoént
a new version of the operating system.

On teams where there is an increased emphasisomaied tests, exploratory techniques are
beneficial early in the test design phase to imfigethe structure and goals of the automated tests.
Teams often schedule "bug bashes" throughout tiaupt cycle, where testers take part of a days te
their product using an exploratory approach. Thigraach simulates the customer experience and is
typically successful at finding bugs that othetitacmight have missed. Many teams analyze the bugs
found during the bug bash and use the findingeftaence the design of future automated tests.

In teams where a higher level of automated testedgssary, testers often use exploratory techsique
in conjunction with specifications and other relevimformation to influence test case design. In
testing, it is essential to find the important bagsearly as possible while also striving to desggits
that will find bugs and verify functionality andrcectness for the entire life of the application.

One novel and successful approach to exploratstingeused at Microsoft is the practicepaiir
testing Inspired by pair programming, this practice gretpo testers together for an exploratory
testing session. One tester sits at the keyboat@xercises the feature or application while the ot
tester stands behind or sits next to the firsetemtd helps to guide the testing. Both testers are
performing exploratory testing, but while one camtcates on driving the functionality, one is thimdi
about the application from a high level. The teswwitch roles at regular intervals. In a singlled8r
session, 15 pairs of testers found 166 bugs, imaudiO classified aseverity 1(bugs that must be
fixed as soon as possible). In feedback colleataah fa survey sent to the 30 participants, only 3
thought that pair testing was less fun than arviddal approach is, and 4 four thought it was less
effective.

Summary

Continuously exercising a variety of techniques aradhodologies and using any information gained
to influence future activities is a key part of idgéng tests that can last a decade or longer.€Tisert

a right way or a wrong way to test, and there aréamly no silver bullet techniques that will gaatee
great testing. It is critical to take time to unstand the component, feature, or application, &siga
tests based on that understanding drawn from a vadety of techniques. A strategy of using a ugrie
of test design efforts is much more likely to swetéhan is an approach that favors only a few
techniques.

Most engineers beginning their careers in testatdave a lot of experience with test design. Aligio
many great testers "pick up" good test design idggzracticing the art of testing or by interactinigh
peers who are more knowledgeable or experiencedpften better to teach and communicate good
practices in approaching test design early in Hreer development of testers.

The following chapters cover a few test design apphes referenced in Microsoft's technical training
courses for testers. These are techniques commaongidered across Microsoft when designing test
cases.

Chapter 5: Functional Testing Techniques

Bj Rollison



Overview

When | was young lad, | was very curious about flangs worked. One Christmas | received a
demolition derby slot car set from Santa ClausnIrt sure if it was my father or | who was more
excited about it because we immediately set itrughe dining room table, and he and | spent thiebet
part of Christmas Day racing the cars around thekttrying to crash into each other. It was amdying
fun especially when various parts of the car's bedyld fly off after some spectacular crash. Peshap
it was at this early age that | developed my pentfa breaking things. Eventually, much to our
chagrin, my mother insisted the track come offtdi#e for Christmas dinner. But after dinner Dad an
| were back at it trying to out-maneuver each otivil bed time. It was indeed a great day!

Thereafter, when my father was busy, | cajoled mstess into playing, but they were no match for my
cunning and superb slot car handling skills. Thés\all great fun, but after several weeks passgd, m
curiosity got the better of me. | wanted to—nogéded to—understand how the cars worked. So, one
evening in the solitude of my bedroom | completdisassembled one of the cars to discover how the
electric motor caused the wheels to turn throughrees of small gears. But how did the electricanot
work? | discovered magnets and small coils of coppee wrapped around plastic shafts. | watched
with amazement as the electric motor spun whendhed the contacts on the track. | wondered if
there was anything underneath the copper wire amcepded to peel off the thin layer of varnish and
unwind one of the coils of wire. In retrospect,tthhas not a very good idea because | never gottrat
to run again. My father was not too happy with neassembling my new toy but nevertheless took me
to the hobby shop to purchase another slot casritiraie our contest.

I learned a lot about electric motors and gearsdag Throughout my life, | discovered that | can
learn quite a bit about some things by dissectwegnt and putting them back together piece by piece t
understand how each part works. That passiontidirfg out how things work still courses through my
veins today. Incessant curiosity seems to be aemngrained in most testers. Exploring softwarenfie
user interface is important, but if testers realfnt to understand how software works and what it i
capable of doing, we must look below the surfacthefuser interface and peer into the system under
test. Great testers not only use their curiositgxplore the product, but also dig deeper to ingast
things at a much more granular level to performoaenin-depth analysis of the capabilities and
attributes of the software under test.

One way to gather more in-depth information ise@cahstruct the product's feature sets and test the
discrete functional attributes and capabilitieshef various components.

Functional techniques provide testers with systenagiproaches that can help achieve a more
comprehensive investigation of individual featuaesl components. There are several functional
testing techniques, but in this chapter | discuesnaof the key functional testing techniques
commonly used throughout Microsoft.

The Need for Functional Testing

Modern software is extremely complex, and testouny's software is especially challenging because
testers must be able to design and execute a tdtefthat will provide project leaders with the
appropriate information that highlights potentiaks and qualifies important attributes and cajtadsl

of the software. Testers must define a finite $é¢sts from all possible tests that provides the
organization with high levels of confidence thatées have exposed critical issues and appropyriatel
evaluated the important features of the productl #asting is expected to be completed in a limited
amount of time! So, any potential approach we chdogest software should be reasonably systematic
or methodic and render a relatively small subsetffefctive tests capable of proving or disproving a



predetermined hypothesis.

One approach to software testingeigploratory testing[l:| Exploratory testing (ET) is a commonly
used approach that primarily focuses on behaviesting, and it is effective for gaining familiarit
with new software features. ET is quite useful dgrihe initial evaluation of software and helps the
tester get a quick sense about the software. BlEBdsvaluable in providing a quick, high-level
overview of the operational capabilities and theegal usability of software. Exploratory testingnca
be sufficient for small software projects, or saftes with limited distribution, or software with a
limited shelf life.

However, exploratory testing generally doesn'teseall for large-scale complex projects or mission-
critical software. At Microsoft, we have also leadnthat exploratory testing is generally not thetbe
approach for sustained engineering necessary édottg-term maintenance of software releases. We
realize that simply relying on testers and domaijoeets to explore and question the product's
capabilities from the user interface does not mlevhe qualified information to the project leadkiat

is necessary for informed rational decision maldahgut product quality and risk. Huge bug numbers
look impressive to number ninnies, but data suataasbug count or time testing a particular feature
area does not really provide information beyondtitne expended investigating something and some
amount of bugs being discovered, or not. So, whemtanagement team desires more information
about the software to minimize potential risks amake rational decisions, we must perform a more
complete analysis of the functional componenthefdoftware under test.

Boris Beizer states that behavioral testing frobtagk box approach accounts for only somewhere

between 35 percent and 65 percent of all tesi%@ehavioral testing from the user interface is
important, but when it is the only or primary apgeh to testing, we are very likely to waste timéwi
ineffective tests and also miss important aredheproduct, as illustrated Figure 5-1 Internal

studies at Microsoft and elsewhere in the indugtoyvide empirical data that consistently demonsgrat
the limited effectiveness of behavioral testinge(d& following sidebar titled "Weinberg's triangle
revisited"). So, the question testers must asgdasy can we increase the effectiveness of our tests
limit redundancy and reduce our team's overall sxpoto risk?

B Cverall effectiveness of testing from a typlcal black box perspective
L] Testing effort that is potentially redundant or provides no new information
D Areq of untested soltware - assumed rsk roaest b 100% i untested areas

Figure 5-1: Venn diagram illustrating black boxtieg effectiveness.
Weinberg's Triangle Revisited




For more than five years, our internal trainingriewv Software Development Engineers in Test
(SDETSs) relied on a triangle simulation based orat8é/Neinberg's original triangle problem to
establish a baseline skill assessment. Newly I®BRHTSs are instructed to use their existing skitid a
knowledge within 15 minutes to explore the appl@aand to define the set of tests necessary to
determine the ability of the software to satisfg tnctional requirement. The functional requiretnen
states that the program reads three integer vadypessenting the lengths of the sides of a triarigie
program then displays a message that states whhbthétrangle is scalene, isosceles, or equilateral
Some SDETs grumble about the time limitation, big simulates the reality of schedule pressures and
our ability to identify the most important testathvill provide valuable information in a specified
period.

In reviewing the more than 5,000 samples colleatetldiscovered that the majority of SDETSs
included only one test in which valid integer irgputould result in an invalid triangle type, onet fes
equilateral, one test for scalene, and one tessdsiceles. These four tests exercise approximatdyy
50 percent of the paths in the most critical metimatthe software. Further analysis of the inpus®al
demonstrated an extremely low probability of testsrcising a third conditional clause in a compound
predicate statement that determines whether the makger inputs would result in an invalid trideg
type. Empirical data proves that less than 10 pgraeany random sample of the total population of
tests would completely exercise all three condédl@ubexpressions in the compound predicate
statement. | also use this simulation when teachirtge University of Washington and in conference
workshops and find very similar results. Fortungtelr internal studies demonstrate a 60 percent to
75 percent increase in test case effectivenessnane effective test prioritization on similar
simulations after several hours of hands-on trgimin the proper use of testing techniques.

One way to increase the effectiveness of our ssiggather important information about certain
aspects of the product is to employ functionalingstechniquest-unctionaltechniquesre systematic
procedures that can help us perform a comprehemsrestigation of the software's functional
attributes and capabilities. Functional technicaresgenerally applied from the user interface lant c
be used to design tests from both black box antkvdax test perspectives. When we use functional
testing techniques correctly and in the appropiatgext, they can help us achieve a more thorough

analysis of the system under test and reduce gueptibility to the pesticide paradd?d.

The Pesticide Paradox

One of the things | enjoy in my spare time is orga@ardening. My daughter and | sow seeds in the
early spring in a greenhouse and wait until latelAp early May before transferring the seedlings
the garden. But, once in the garden, the plantswseeptible to a variety of insects and pestd and
must find natural defenses against the rabbitgsskand other insects that would otherwise decimate
our vegetable crop. Rabbits don't really eat mueinfthe garden and my daughter gets a thrill when
she sees them, so by far the most menacing drétezounter in my backyard is the slug.

Believe it or not, slugs are attracted to beer,abéer trap works wonders to rid any slugs thgtimi
find their way into the garden. | don't think tHegs know the difference between cheap can beer and
the Pacific Northwest microbrews, so | go with theap stuff. A copper strip around the raised garde
beds provides a barrier against slugs, and of ecak periodically sprinkled around the outsidéhef
raised beds inhibits slug invasions. Wood ash ggdséells are other ways to help control the
marauding slugs. Regardless of what | do to kidleter slugs in my gardens, invariably some slugs
still seem to make it through.

Similar to how | try to stop the onslaught of slugsust also use an assortment of methods and
approaches when testing software to expose paténts. Any experienced tester will tell you that n



single approach to testing is effective in expositdypes of defects or completely evaluating the
capabilities of software; this dilemma is knowrtlspesticide paradaxThe pesticide paradox is
derived from Beizer's First Law: "Every method yuse to prevent or find bugs leaves a residue of
subtler bugs against which those methods are rtetie" Essentially, there is no single technique o
approach that is completely effective in softwastihg, so by increasing the diversity of methosksdu
in testing and considering different perspectivesare more likely to be successful in both expgpsin
potential issues as well as increasing the effenggs of our testing.

Organic gardening is a lot of work and presentsesamique challenges. But it is worth the effort whe

| watch my 6-year-old daughter pick a banana pepparcherry to-mato off the vine and eat it while
harvesting our bounty. Likewise, software testimpard work and has inimitable challenges, but when
done correctly using a variety of approaches, ¢éweards can be great for the entire product team.

Another benefit of functional testing techniqueshis potential to instill a high level of confidenm
testing coverage of specific functional areas efghoduct with a fewer number of redundant tests.
However, as | previously stated, the value or ¢ffecess of using any test technique ultimately
depends on the individual tester's system and dokrewledge and ability to apply the applicable
technique in the correct situation. It is importemtemember that functional testing techniques are
merely tools used by professional testers to hatpey important information about the capabiliaesl
attributes of software and to help us expose pilessues. We must know which techniques to use in
a specific situation and how to use those techsigdfectively.

Are Testing Techniques Foolish Gimmicks?

Some people suggest that techniques are foolisigiks or they are too trivial to worry about. |
suppose to an untrained observer techniques camlgeethoughtless tricks. But a technique is a
systematic procedure that simply provides one amtrdo solve one type of complex problem, often
relying on well-established heuristics. Many prefesals use techniques, and when techniques are
properly used by a skilled tester, they can becéffe tools. Testing techniques are useful in pimng

a more thorough critical analysis of the capab#itand attributes of software features and aid us |
creasing effective test coverage.

It is important to realize that proper applicatmfra testing technique is not a braindead or rotevigy.
Techniques are not some magical panacea in tesinggthey are certainly not the only way we should
approach software testing. In fact, the applicatibaystematic software testing techniques for
functional and structural testing requires extemslomain and system level knowledge, logical
deduction, analytical reasoning, critical thinkilagd a tester's cognitive ability to determine the
outcome of a test or the accuracy of a preconcdiypdthesis in a given context. And many
techniques are extremely useful in helping us pawdisprove the existence of specific types or
classes of defects or validate product functiopalit

Functional testing techniques such as boundaryevahalysis (BVA), equivalence class partitioning
(ECP), combinatorial analysis, and state transitsting are similar to tools in a toolbox, andreac
tool serves different purposes. Used correctiheappropriate situation, these tools can be quite
effective in helping testers systematically evaugecific functional attributes of software featur
Systematic testing techniques are not the onlystivoh professional tester's toolbox and are best
applied when more detailed handiwork is requiradt. \Be must remember that to be effective any tool
in our toolbox requires an intelligent and knowledfle person who knows how and when to use the
tool as a potential solution in the proper context.



Bl Exploratory testing is discussed in more detaCirapter 12"Other Tools."

[2Boris BeizerBlack-Box Testing: Techniques for Functional Testih Software and Systerfidew
York: John Wiley, 1995).

[31Boris BeizerSoftware Testing Techniquexd ed. (New York: Van Nostrand Reinhold, 1990).

Equivalence Class Partitioning

The first functional testing technique testers $thdearn to master isquivalence clasgartitioning

(ECP). Understanding how to use this techniquemortant because it provides a foundation for many
other technigues and approaches to software te3tiregECP technique is simply a tool that enables
the tester to evaluate input or output variablesesyatically for each parameter in a feature. Biet
most effective equivalence class partitioning reggius to perform a comprehensive analysis of the
variable data for each parameter in the contegt@®ftpecific system. So, before designing the ECP
tests, we must meticulously decompose and modelahable data for each input and/or output
parameter in discrete subsets of valid and invdédses. The ECP tests are then derived from ogeati
unions of valid class subsets until all valid clagbsets have been used in a test, and then amgluat
each invalid data subset individually. This seeikes & simple enough explanation; however, this
technigue requires both in-depth and broad knovdeédglecompose input and/or output variable data
precisely into discrete valid and invalid classsib. The subsets are defined in such a way tlgat an
element of a given subset would logically produwedame result as any other element in that subset.
We can then design both positive and negatives testystematically evaluate the functional
capabilities of input and/or output parameters thiedsystem's ability to handle any errors adegyatel

The value of the ECP technique is twofold. Firshealps us systematically reduce the number of test
from all possible tests and still provides us véthigh degree of confidence that other variables or
variable combinations in the same subset will poedihne same expected result repeatedly. For
example, assume you are testing a text box catabdlaccepts a string variable of Unicode character
between upper cageandZ with a minimum string length of 1 and a maximumingt length of 25

characters. Exhaustive testing would include eattrione time (2§ and each letter combination for
every possible string length. So, to test for aigible inputs the number of tests is equal 0 26264

+ 2673 ... + 26% That is a really big number (RBN)! But let's makeassertion that testing the string
"BCD" is similar to testing the string "WXY." Saydical deduction of the valid class subsets fa thi
specific parameter would include the following:

* The uppercase Unicode characters between uppe&cas’

» Astring of characters with a string length betwé&eand 25 characters

Based on this model of valid data for the sampbeiipparameter, a string of "ABCDEF" should
produce the same result as a string of "ZYXWVUTSRQ®," and the same result for a string
composed of "KUGVDSFHKIFSDFJKOLNBF."

The second advantage of the ECP technique is thabw effectively increase the breadth of data
coverage by randomly selecting elements from angsedset to use as test data because any element
from a specific valid or invalid class subset skiguioduce the same result (if the data is correctly
decomposed into discrete subsets and there iga@at &ehavior) as any other element in that subset.
Using the previous example, tests for the givenenparameter will surely include nominal real-world
test data such as "Bob," "Nandu," "Elizabeth,"lant)." But static test data provides very littld wva

in terms of new information or evaluating the raimess of the algorithm after the first iterationl@ss



there are fundamental changes to the algorithrajicSiata also does not exercise randomized variabl
permutations. Randomly selecting elements fronviiiel or invalid subsets provides great variability
in subsequent iterations of the test case andaserethe probability of exposing unusual anomalies
that might not otherwise be exposed using typicakal-world valid class static data. This is tlaesib

of using probabilistic stochastic test data to@ngur tests.

| cannot overemphasize that the overall effectigered ECP relies primarily on the ability of theter

to decompose the variable data for a given paramaetairately into well-defined subsets in which any
element from a specific subset would logically proel the same expected result as any other element
from that subset. We spend a lot of time going @krese concepts in our SDET training. Of course,
modeling the variable data into equivalent clagsssts is based on our knowledge of the system in a
given context. So, the less testers know abousyeem and the domain space, the greater the
probability of incorrectly applying this technigaad the greater the potential to miss critical clsfe

and execute redundant tests.

Decomposing Variable Data

The most difficult and challenging aspect of eglémae class partitioning is our ability to decomgos
data into unique valid and invalid class subsets st be familiar with various types of data and
understand how the program and the system protesspulate, transfer, and store data. We must also
know common or likely input variables and reviewuie indicators such as historically problematic
variables (for example, known problematic test daigh-risk data). We must also take into
consideration external factors such as user pspfipecifications, and requirements that often help
define the appropriate context.

Overgeneralizing and insufficiently decomposingtheable data results in a reduction in the number
of subsets in a particular class, and the likelthobmissing errors increases. Hyperanalyzing erlgv
decomposing variable data into nonunique subseteases the number of potentially redundant tests;
however, redundant tests might not expose addltemars and have a low probability of providing
new relevant information. | recommend you err amghde of caution because you can always cull
redundant tests. However, if you miss a criticalgbem as a result of overgeneralizing the test, daéa
cost could be quite large. The data decompositienrty for equivalence class partitioning provides t
basis for understanding why knowledge of the sysiaththe domain space is critical for the greatest
success and the maximum effectiveness of this igaan

ECP Data Decomposition Theory

Overgeneralization of variable data reduces the basmber of ECP tests but increases the probability
of missing errors or generating false negativefalge positives. Hyperanalysis of variable data
increases the probability of redundancy, which remluce the overall efficiency of the test approach.

Initially, we must separate the data into two adas¥/alid class data includes the set of variable
elements that return a positive result under usinaimstances. In other words, the data is expeuéed
to generate an error condition or cause an unexgdatiure. Invalid class data includes the set of
variable elements that are expected to result iargor condition. Most error conditions are trapjpgd
an error handler, but occasionally invalid classdeas an increased probability of exposing errant
behavior or failures.

Once the data is separated into valid and invaddisises of data, the tester must carefully analye t
data in each class and further decompose thematzch class into discrete subsets in that class.
Essentially, any element in any individual subgetada in either the valid or invalid class should



produce the same result when used in a test. $haty we don't have to test every single uppercase
Unicode character betwe@&mndZ, or every possible combination of characters engdrevious
example.

ECP and the Case of the Mysterious Error Message

When | was developing one of our internal traintegirses | stumbled upon a rather odd problem with
file names on the Windows XP operating system. &ercise | designed had students decompose the
set of ASCII characters into equivalence classetslder a file name passed as an argument through
the common Save dialog box using Notepad on theltVi's XP operating system. This is no easy task
because success requires a deep understandirg lodiritiware platform, the operating system
environment, and the character set.

In a past life, | built custom PC systems for dgefmom the motherboard up through various software
configurations. It was in those early days wheeddme all too familiar with flashing EPROMs for
BIOS updates and changing jumper settings for IRIQEDMA channels to get hardware from
different manufacturers to play nicely with eachest | knew a few other esoteric details such as
reserved memory space for LPT and COM ports 1-th&PC/AT BIOS. This means that a base file
name composed of a literal stringld?T1 or COM 6should result in a similar error message on the
Windows platform indicating that the file name isegerved device name, or something to that effect.
So, as | prepared the solution to the exercisgit#dly concluded that base file names that use the
literal string of charactedsPT1throughLPT9or COM1throughCOM9are equivalent and should
produce the same expected result.

But when | tested my assertion to validate thetswiuor the exercise | came across some rather
unexpected behavior. When | entetdRil 2 as the base file name parameter, the system gespthe
expected error message, "This file name is a redetevice name." But when | ente@@M7 as the
base file name to test my equivalence hypothesissigreeted with a completely different message
that read, "The above file name is invalid."

It didn't take me too long to figure out that LPthitough LPT4 and COM1 through COM4 took one
path through the code to present the expectedvextelevice name error message, and LPT5 through
LPT9 and COMS5 through COM9 took a different errattpthrough the code, resulting in a more
ambiguous message. One can only speculate whycal@gjuivalent set would somehow be arbitrarily
segregated, and fortunately this little coding faas has been resolved in the Windows Vista operati
system. But we still use this example in our tragnio reinforce the best practice of using multiple
elements from each equivalence class data settease the breadth of coverage and reduce the
probability of errant functionality.

To help us decompose the data into discrete suinsetsh class Glenford Mye[@ proposes four
heuristics in his booKhe Art of Software Testing heuristicis a guideline, principle, or rule of thumb
that is often useful in performing tasks such agsien making, troubleshooting, and problem solving
The four heuristics we can use in decomposing id&tadiscrete subsets in the valid and invalid sbas
include range of values, similar groups of variableique values, and special values:

* RangeA contiguous set of data in which any data pairthie minima and maxima boundary
values of the range is expected to produce the sesudt. For example, a number field in
which you can enter an integer value from 1 thro@@®. The valid equivalence class is >=1
and <=999. Invalid equivalence class ranges incintgers <1 and >999.

» Group A group of items or selections is permitted agylas all items are handled identically.
For example, a list of items of vehicles used tiedrine a taxation category includes truck, car,



motorcycle, motor home, and trailer. If truck, Gard motor home reference the same taxation
category, that group of items is considered egamal

* Unique Data in a class or subset of a class that mighiainelled differently from other data in
that class or subset of a class. For example,ateJhnuary 19, 2038, at 3:14:07 is a unique
date in applications that process time and date foain the BIOS clock and it should be
separated into a discrete subset.

» SpecificThe conditiormust beor must not bgresent. For example, in Simple Mail Transfer
Protocol (SMTP) the at symbol (@) is a specificrelsger that cannot be used as part of the e-
mail name or domain name.

Equivalence Class Partitioning in Action

A simple example can help you better understand toadecompose parameter variables into discrete
subsets of valid and invalid data. The Next Datgpam, illustrated ifrigure 5-2 takes three integer
inputs that represent a specific month, day, awad yethe Gregorian calendar and returns the next
Gregorian calendar date in the month/day/year farirtee algorithm to determine the next date is
based on the Gregorian calendar, which is commuasgyl throughout the world today. The program is
implemented in C#, and the output is always inntiié/yyyy format regardless of the user's locale
setting (meaning the output is not culture sensjtiv
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Figure 5-2: A C# implementation of the Next Dategram.

On the surface, the input and output data forghagiram appear rather simple. In this particulaeca
the tester must have domain knowledge of the Giagaalendar, the papal butiter gravissimas[é]
and must even know a bit of English history! Systerawledge is also used to identify potential
subsets. For example, the system includes the laaedBIOS clock that measures ticks and the
programming language used to develop the prograth;dre important considerations in accurately
identifying and logically segregating variablesoinliscrete valid and invalid class subsé&gble 5-1
illustrates the most effective breakdown of theadsdts for this particular program.

Table 5-1: ECP Table for the Next Date Program tigmal Output Parameters
= Open table as spreadsheet

Input/output Valid class subsets Invalid class sulets
Month v1—30-day months i1—>=13
v2—31-day months —<=0




Input/output Valid class subsets Invalid class sulets

v3—February i3—any noninteger
i4—empty

i5—>= 3 integers

Day v4—1-30 i6—>=32
v5—1-31 i7—<=0
v6—1-28 iB—any noninteger
v7—1-29 19—empty

i10—>= 3 integers

Year v8—1582-3000** i11—<= 1581
v9—non-leap year i12—>= 3001
v10—leap year I13—any noninteger

vll—century non-leap yeat4—empty

vl2—century leap year i15—>=5 integers

Output v13—1/2/1582-1/1/3001  i16—<= 1/1/1582

i117—>=1/2/3001

NI

Unigue or special dates v14—9/3/1752-9/13/17528—10/5/1582-10/14/1582

v15—1/19/2038

Analyzing Parameter Subsets

The first parameter is the input for the month.sT@rameter accepts a range of integer type vasabl
from 1 through 12 representing the months of ttee.\laternally, the implementation must distinguish
between the 30-day months, the 31-day months, ahdiBry in non-leap years and leap years.
Therefore, you can segregate the variable for thetinparameter into three valid class subsetsato th
there is a valid class for 30-day months, 31-daptimg and February, which is a unique variablesstat
compared to the other valid class subsets. Yowatsancreate a fourth valid class subset of 1 thioug
12 to help identify the minima and maxima boundagditions for this input parameter. But creating



only a subset of 1 through 12 for months might @wzergeneralization and result in missing critical
tests. The invalid class subsets include integastgrabove 12 and less than 1, any noninteger vatue
empty string, and three or more characters entartige control.

The variable data for the day parameter is sephrate four subsets based on the number of days for
30-day months, 31-day months, February in leapsyeerd February in non-leap years. The primary
reason to decompose the variables for the day meanmto discrete subsets for each month type is t
aid in the determination of specific boundary cdinds in the overall physical range between 1 ahd 3
An added benefit of the equivalence class subsékat they generally indicate specific boundary
conditions. For example, the day parameter cleddgtifies five specific boundary conditions
(depending on the exact implementation) of 1, 283D, and 31. Also, dividing the day ranges into
exclusive subsets helps ensure that you don't genfaise positives. For example, if you
overgeneralize the month and day parameter vags@ubsets to just 1 through 12 for month and 1
through 31 for day, an automated test could ranga@maherate a number of 2 for month and 30 for day
and expect the next day to be 2/31/xxxx, whichfalse positive.

The year parameter includes one subset that spetiife range of valid years and also one subset for
leap years, one subset for non-leap years, onetsidiscentury leap years, and one subset for non-
century leap years. Leap years, century leap yaatsnon-leap years are easily determined by w@sing
mathematical formula implemented in an algorithmiksir to the following one.

/[Example algorithm used to calculate leap years
public static bool IsLeapYear(int year)

{
return (year % 4 == 0 && year % 100 =0 || yea r % 400 == 0);

}

Because determining leap years is based on a maticahformula, testing any leap year and any
century leap year between 1582 and 3000 alwaysupesdthe same exact result and returns true. Also
note that no specific boundary conditions are eelab leap years or century leap years. For this
parameter, the specific input minima and maximanblawy values are 1582 and 3000, respectively.
The year 3000 was arbitrarily chosen for this patéir program because | suspect we will all be ¢hore
with this simulation by then!

Finally, there are two ranges of unique dates aredumique date that are more interesting than any o
the other possible dates. The first unique rang#atds includes the invalid class subset of dates
between 10/5/1582 and 10/14/1582. These datesexeheded from the Gregorian calendar as
instituted by the papal bulhter gravissimusand any date in this range should result in aorerr
message or a message indicating the date is insatiording to the functional requirements. The eang
of unique dates in the valid class is between 9&2land 9/13/1752. England and her colonies didn't
adopt the Gregorian calendar until 1752, so thelytbaxclude 10 days to synchronize the calendar
with the lunar cycle. But, because the programagel on the original Gregorian calendar institied
the papal bull, this range of dates is more uniyae others are because a developer who remembers
English or American history might inadvertently kide these dates, which would actually be a defect
in this particular case.

The date 1/19/2038 is one specific date that issrnarque than other possible valid dates are. The
BIOS clock provides a tick count the developer gaa to measure time. Although it is highly unlikely
that the developer would use tick counts in thelem@ntation of this program, testers should use all
available information and at least initially corsidhis as a unique subset until they can verigy th
program's implementation.

The Friday the 13th Bug



The Y2K issue was highly publicized and nearly @awpanic in financial circles. But a potentially
more serious problem looms on the horizon. It set@isthe BIOS clocks on PC/AT computers were
initialized to start on January 1, 1970, at 00:00There is nothing magical about that date, bait th
BIOS clock uses a 32-bit integer to measure tiaknt®to track time. This means that on January 19,
2038, at 03:14:07 the BIOS clock tick count willd@ethe maximum limit or boundary of a 32-bit
integer value. So, at exactly 03:14:08 on Janu@ry2@38, the BIOS will reset the computer time to
00:00:00 with a date of December 13, 1901. Interglst enough, December 13th also happens to be a
Friday! Fortunately, | plan to be sailing somewhiaréhe South Pacific by that time.

Knowledge of the programming language used inrtipgamentation can also assist testers in
decomposing data into discrete subsets. In thispbeg C# is used as the programming language, and
in C# all input variables are passed as stringsypbe developer must convert the string to argete
value using amnt32.Parseor Convert.Tolnt32nethod. These methods throw an overflow excegtion
any integer value outside the range of a signeliB&teger value, or they throw a format exception
for any variable input that does not convert tordaeger value. So, if the developer uses one afethe
methods to convert the input variable to an integdue, you can safely assert that an input of the
characteA is in the same invalid equivalence subset asdiegraphic character ? or an input of a
number with a decimal point (radix) or thousandsiéer. This is because any character in the input
that does not convert to an integer causes theafioerception to be thrown. An empty string also
throws a format exception; however, | recommentligiag a test for an empty string by defining it as
a unique subset for input parameters.

The ECP Tests

Exhaustive testing of this particular program imigs all valid dates between 1/1/1582 and 12/31/3000
The total number of positive tests is approxima&,000. If it takes 5 seconds to manually inpat a
verify the correct result of all valid dates in thedid range of dates, it would take one tester
approximately 29 days to test the valid inputs esligely. You might not have time to test all pbési
variable input combinations—doing so is probablythe best use of your time—and many tests will
have an extremely low probability of providing neMormation beyond what previous tests have
given. The assertion you can make with ECP tess$iigat a valid input of 6/12/2001 would produce
the next calendar date on the Gregorian calendavpald 9/29/1899 and 4/3/2999.

As previously stated, one benefit of ECP is thaids the tester in systematically reducing the lmem
of tests from all possible tests. After the datdasomposed into discrete subsets, the next st in
ECP technique is to define how the data subsetdeilised in a test.

The most common approach is to create combinatibualid class subsets for all parameters until all
valid class subsets have been included at leastiarec validation test. Then, test each invaligsla
subset individually for each parameter while sgttime other parameters to some nominal valid value.
For example, the first test for valid input dataulbbe a combination of valid class subsets vi(ov4

v6 or v7), and v8. The test data represented lmyrébmation of these three subsets is any 30-day
month, any day between 1 and 30, and any year batd/®32 and 3000able 5-2lists the test data
inputs for the Next Date program.

Table 5-2: ECP Test Design Matrix
= Open table as spreadsheet




ECP test Month Day VYear Other Expected result
1 V1iuV2uUV3 V6 V8 Next date

2 V1 V4 vo9N V8 Next date

3 v2 V5 V10N V8 Next date

4 v3 V6 V11N V8 Next date

5 v3 V7 V12N V8 Next date

6 V13  Next date

7 vl4 | Next date

8 vi5  1/20/2038

9 i1 V4 v8 Error Message
10 12 V4 | v8 Error Message
11 i3 V4 | v8 Error Message
12 i4 V4 | v8 Error Message
13 15 V4 | v8 Error Message
14 ViuVv2uVv3 16 V8 Error Message
15 ViuVv2u V3 I7 V8 Error Message
16 ViuVv2u V318 V8 Error Message
17 ViuVvV2u V319 V8 Error Message
18 ViuV2uU V3 110 V8 Error Message
19 ViuVv2u V3 Ve 111 Error Message




ECP test Month Day VYear Other Expected result
20 ViuV2uU V3 V6 112 Error Message
21 ViuVvV2uU V3 V6 113 Error Message
22 ViuVvV2uU V3 V6 114 Error Message
23 ViuV2uU V3 V6 115 Error Message
24 116 Error Message
25 118 Error Message

In this example, the ECP technique illustrates th@mnumber of equivalence class tests for vajdiis

is reduced from more than 500,000 possible testspimsitive tests and 17 negative tests. There are
only 17 negative tests because a test for invalidet 117 is redundant with ECP test 19 for invalid
subset 111. Likewise, you can probably also elin@rtast number 6 for valid class subset V13 because
it is redundant with ECP test numbers 1, 2, 3nd,® However, you should not eliminate those
redundant subsets from the ECP table because @imelyatp you later identify potential boundary
conditions when you perform boundary value analysis

Limiting the number of validation tests to only leigests seems a bit risky, and | would never aateoc
executing only eight tests. You certainly wantua more positive tests with different input elensent
This is where using probabilistic stochastic tegadyeneration or randomly selecting data elements
the specified subsets for a given test providegatgr breadth of coverage of the possible variable
data. Now, to design test inputs (either manualuwomated) for Test 1 you can randomly select a
month between 1 and 12 (or iterate through eachthmgequentially), randomly select any integer
value between 1 and 28 for the day input, and nahglselect any integer value between 1582 and
3000 for the year input. By executing the test siames and randomly selecting variable elements
from the specified subsets for that test, you iaseethe breadth of coverage of all data pointsan t
defined subset and also design a test that proeidgeat deal of flexibility for the tester or fam
automated test while still proving (or disprovirigg test hypothesis. By preserving the random month
day, and year selected for any iteration of ECR Testher in memory or in a file or database, gan
use a proto-algorithm as an oracle to verify thgpouof any automated ECP tests for this example.

Why Don't the ECP Tests Include Tests for BoundaryConditions?

Note that none of the ECP tests specifically tabgeindary conditions. That is because ECP tests are
designed to identify a specific type of error, &odindary testing is designed to identify a différen
category of errors. The decomposed data substis IBCP table are valuable in identifying the
minima and maxima boundary conditions for a lineage of physical values and can help identify a
specific physical value in a range of values thaghtrepresent a special case boundary condition.
However, the ECP technique looks for problems wiahinal variable data and samples of
probabilistic data from the population of possitht#a. ECP testing does not specifically target mani
and maxima boundary conditions, and neither dogsetifically include boundary value analysis or
boundary testing.



| often see many novice testers combine the EQihigee with boundary testing in an attempt to
reduce tests or save time. Although the ECP tecdlenis|often used in conjunction with boundary
testing because the ECP subsets provide a basievrark that can help identify potential boundary
conditions for boundary value analysis, attemptogonsolidate these two techniques can be a
dangerous practice because it can lead to misseldefaulty assumptions. In general, when apglyin
techniques to test software it is better to foau®woe technique at a time for greatest effectivenes

Summary of Equivalence Class Partitioning

ECP is a functional testing technique used to deaiget of black box or white box tests to evaltage
functionality of input or output parameters. Thehigique is not a systematic procedure intended to
evaluate boundary conditions, interdependent paermembinations, or sequential or ordered inputs.
Input and output conditions are generalized into $@parate classes: valid class data, which returns
positive result or does not produce an error candiand invalid class data, which ideally genesate
error messages. The data in each class is furdoentbosed into subsets in each class. In a tgst, an
data element from a specific subset in a giversgdasuld produce the same exact result regardiess o
which data element from that subset is used. Téwerdéour useful heuristics for decomposing data int
subsets: range of values, similar groups of vaemhlnique values, and special values. Equivalence
class partitioning is a useful technique used doice the number tests from all possible tests &dlgic
and methodically. When combined with stochastiadgneration, the execution of ECP tests increases
the breadth of coverage beyond simple static viasaleffectively increasing overall confidence whil
also testing for robustness.

Although application of the ECP technique oftenuiegs more time as compared to simply plugging in
likely variables and a few variables that have prbproblematic in the past, there are several
significant benefits to equivalence class partiignWhen applied correctly this technique cantdo t
following:

* Force the tester to perform a more detailed arsmbfsihe feature set and the variable data used
by input and output parameters

* Help testers identify corner cases they might haxexlooked

» Provide clear evidence of which data sets weredesthd how they were tested
* Increase test effectiveness systematically, whetpsreduce risk

* Increase efficiency by logically reducing redundsts

However, equivalence class partitioning is notheesibullet, and the effectiveness of the ECP
technigue in detecting anomalies in the softwarkiaoreasing test coverage primarily depends on
testers' skills and in-depth knowledge of the dansgiace and the overall system. When used properly,
the ECP technique is a valuable tool in a testeokbox and can often expose corner cases or &st d
that might not otherwise be used in other testpg@aches.

Single Fault Assumption

The single fault assumption in reliability theotgtes that failures are rarely the result of the
simultaneous occurrence of two or more faults.t&®primary purpose of ECP testing and boundary
testing is to expose single faults, especiallyregdr boundaries of variables or at the so-calteder
cases of equivalent data that might be handledrétfitly by the application. Both ECP and BVA
technigues are designed to provide a more rigarmeection and systematically evaluate discrete



input and output parameters individually while isgftother parameters to valid nominal conditionk. O
course, this should not be the only type of fawddel to consider, but after you establish configeinc
the functional capabilities of each parameter irahei@ntly from other parameters, it is much easier t
expand testing to include additional approachesabaluate parameter interaction and investigate
areas that might be susceptible to multiple faultiets.

[4Glenford MyersThe Art of Software Testinflew York: John Wiley, 1979).

EIJN papal bullis a letter of patent or charter issued by a pdpe.papal bulinter gravissimas
instituted the Gregorian calendar to alleviate pots with the old Julian calendar. See
http://en.wikipedia.org/wiki/Inter_gravissimdsr more information.

Boundary Value Analysis

Boundary value analysis (BVA) is perhaps the bestwkn functional test technique. Unfortunatelysit i
also typically misused because many testers asgumbe relatively easy or trivial. Historical
evidence demonstrates that a surprising numberotigms occur at boundaries of linear variables, so
we must carefully analyze the boundary conditidngear variable data to avoid overlooking
boundary class defects. When BVA is used in corjanavith equivalence class partitioning, the BVA
functional technique can be very effective in systgcally analyzing the boundary values of linear
variables for independent input and output pararaeB/A or boundary testing is especially useful fo
detecting the following types of errors:

* Incorrect artificial constraints of a data type
» Erroneously assigned relational operators
* Wrapping of data types

* Problems with looping structures

* Off-by-one errors

What is a Boundary Value in Software?

In the context of a software programh@undary valuas a specific value at the extreme edges of an
independent linear variable or at the edge or edfjequivalence class subsets of an independezdrlin
variable.

Similar to how borders mark a country's physicsit@y, boundary values are specific data poiits a
the extreme ranges of a linear variable. For examplthe Next Date program the minimum input date
is 1/1/1582 and the maximum input year is 12/31080Mese values represent the extreme minimum
and maximum boundaries, respectively, for the comdbimonth, day, and year variables. The
minimum input of 1 and maximum input of 12 are Hmeindary conditions for the extreme linear range
for the month parameter.

Many countries are subdivided into states or wnigs. Likewise, a linear variable can also have
subboundary values in the minima and maxima rahigese subboundaries are often identified by
various equivalence class partition range subsaisigue subsets of a variable. For example, the EC
data inTable 5-1shows a unique range of 10/5/1582 through 10/B®1%his ECP range also denotes
two additional subboundary values in the extremedr range of allowable input dates.

Many countries occupy the physical space of a nenti but not completely. Similarly, although the



input variable for the year parameter is predefiteebe between 1582 and 3000, the developer must
declare that variable to be some sort of data #yethora of tools enable testers to determiee th
data types of variables used by methods or funstibat assume the developer declared a 16-bit
integer in C# to store the year variable. The miumimand maximum range of a 16-bit integer value is -
32,768 through +32,767. Obviously, the developgfi@ally constrained the overall linear rangetbé
16-bit integer to 1582 through 3000. (Ideally, tieeloper would have also changed the properties of
the input text box control to allow only four cheters.) So, although the year parameter could &ccep
any value within the minimum and maximum range eigmed 16-bit integer data type, the acceptable
range is artificially constrained to a linear ramjealues (1582 through 3000) in the overall raafe

the data type.

BVA is especially useful at methodically analyzimgp types of boundary values commonly found in
software: fixed-constant values and fixed-varialakies. Fixed-constant boundaries are mathematical
constants, or real numbers that are significamtigresting and remain constant during run time and
typically cannot be changed by a user. For exanipliie Next Date program 1582 and 3000 are
predefined constant values that specify an alloevednhge for the year input variable. Another
predefined constant value in the Next Date proggathe maximum number of characters a user can
enter in the Year text box. The text box propertoeghe Year text box control are predefined fowl

the user to input only four characters.

The second type of a boundary value is a fixedabdei boundary represented by a measurement that
can be changed but that is constant at some poiimhe. For example, the height and width of a
window can vary in size along tlxeandy-axes; however, at any given moment in time they ar
constant linear values that can be measured itspixéllimeters, or inches. Fixed-variable boundary
values can be harder to identify because the limegsures might not be readily visible from ther use
interface Figure 5-3illustrates fixed-variable boundaries for the eignd width attributes of the
canvas size in Microsoft Paint.
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Width;,  [512 | Hewght | 304
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Colors
() Black and vt {2} Colors

Figure 5-3: Width and Height variables, examplefix@d-variable boundaries that can be changed by
the user at run time.

Defining Boundary Tests

Paul Jorgense[ﬁJ suggests that the number of tests for basic bayn@due analysis can be calculated
by using the formulam@+ 1 (or 61 + 1 including the minimum -1 and maximum +1 valémsrobust
boundary testing), whereis equal to the number of independent parametergensen's formula
includes a test for a nominal value. Although tbisnula is useful in analyzing the values at the



extreme ranges of linear variables for simple irahgl@nt parameters, it might be too simplistic in
complex situations.

For example, a more thorough data analysis sugdesisnsen's formula can potentially overlook
critical boundary conditions identified by an ecalence class subset denoting a range of valuégin t
extreme minima and maxima range of a linear vagiabliso, unique values in an equivalence class
subset might not be the extreme ranges of a Ive@able, or a particular equivalence class rarige o
values might be more interesting to analyze contpar®ther values in that range. For example,
Figure 5-4illustrates the Microsoft Windows 874 ANSI codeggpaThe extreme linear range of
character code points for this ANSI character gtdreds from 0x00 to OxFF.

i} [ 't 1 ] e & b | ¥ I 1

0 ® X 3 L | {
A | | R | 6 Bina | s | ooes | e § e | e | g | e i

Figure 5-4: Windows ANSI code pagé 874.

However, if the input parameter specifically exa@adhe use of unassigned character code points,
several valid and invalid equivalence class sulmetsequired to define the ranges of assigned and
unassigned character code points, as indicatédlle 5-3 Although the overall physical range
extends from 0x00 through OxFF, if you don't caltgfanalyze the boundaries between the assigned
character code points and unassigned characterpoaaks, you could easily overlook a potential
problem.

Table 5-3: ECP Subsets of Assigned and unassighathCter Code Points for Windows ANSI Code
Page 874
= Open table as spreadsheet

Assigned character code points Unassigned characteode points

0x00-0x80 0x81-0x84
0x85 0x86-0x90
0x9 -0x97 0x98-0x9F

0xA0-OXDA '0XDB-OxDE




Assigned character code points Unassigned characteode points

OxDF-OxFB OxFC-OxFF

A New Formula for Boundary Value Analysis

Improved analysis of boundary values that mightlb®oat the extreme ranges for an independent
parameter requires an alternative approach anffiesettit formula for calculating the minimum set of
test data for basic boundary value analysis. ltukhbe clear that effective boundary value analysis
relies on our ability as testers to identify acteisaall unique boundary conditions for any given
independent parameter. Equivalence class subse#dsar valuable in helping us identify potential
boundary conditions. The ECP subsets not only tdlieaextreme linear ranges of values, but if the
variable data is accurately decomposed, the EC$etaiblso expose several values that might indicate
additional important boundary conditions.

After identifying all boundary conditions for indepdent input and output parameters a minimum set
of test data can be calculated with a simple foan8(BC), where BC is equal to the number of
specific boundary conditions. To illustrate thefetiénces between Jorgensen's robust formula and the
3(BC) formula, compare the two approaches usindNind Date program.

The extreme physical input values for the montly, dad year parameters are 1 and 12, 1 and 31, and
1582 and 3000, respectively. Using Jorgensan's 6 formula for robust boundary testing, the numbe
of boundary tests of input variables is (6 * 3),%0f.the 19 tests listed in the BVA text matrixXTiable

5-4.

Table 5-4: Simple BVA Test Matrix Based on Jorgers&obust 6+ 1 Formula
=» Open table as spreadsheet

Test Month Day Year Expected result Notes

1 0 1-28 1582-3000 Error Month minimum -1, Day nomiiYakr nominal
2 1 1-28 1582-3000 Next date Month minimum, Day nomiviedy nominal

3 2 1-28 1582-3000 Next date Month minimum +1, Day nainiviear nomina
4 11 1-28 1582—30df Next date Month maximum -1, Day namliear nomina
5 12 1-28 1582—30df Next date Month maximum, Day nhomiedr nominal

6 13 1-28 1582—30df Error Month maximum +1, Day nomiviedr nominal
7 1-12 0O 1582—300? Error Day minimum-1, Month nomina&aiynominal




Test Month Day Year Expected result Notes

8 1-12 1 1582-3000 Next date Day minimum, Month nomiviedy nominal

9 1-12 2 1582-3000 Next date Day minimum +1, Month nainiviear nomina
10 1-12 30 @ 1582-3000 Nextdate Day maximum -1, MonthinalnYear nomina
11  1-12 31  1582-3000 Nextdate Day maximum, Month noim¥fear nominal
12 1-12 32 | 1582-3000 Error Day maximum +1, Month nomiviehr nominal
13 1-12 1-28 1581 Error Year minimum -1, Day nominal nthonominal
14 1-12 1-28 1582 Next date Year minimum, Day nominanti nominal
15 1-12 1-28 1583 Next date Year minimum +1, Day nomiainth nomina
16 1-12 1-28 2999 Next date Year maximum -1, Day nomMahth nominal
17 1-12 1-28 3000 Next date Year maximum, Day nominahtk nominal
18 1-12 1-28 3001 Error Year maximum +1, Day nominalntianomina
19 1-12 | 1-28 1582-3000 Next date All nominal conditions

However, the detailed decomposition of the datagihie equivalence class technique illustrated in
Table 5-lidentifies several additional boundary values tiaaten't been taken into account. For
example, the day input parameter has three addittmundary conditions in the maximum range of
31. There are also four additional boundary coodifor the valid and invalid unique date ranges, a
two boundary conditions for the output parametgplging the 3(BC) formula for boundary testing
reveals the test set required to analyze more atielguhe potential boundary conditions for each

parameter increases to’(38), or 54, as illustrated in the BVA matrixTable 5-5

Table 5-5: BVA Test Matrix for the Next Date Prograsing the 3(BV) Formula
=» Open table as spreadsheet

BVA Boundary Month Day Year Expected Notes

test condition

1 1 0 1-28 1582-3000 Error Msg. Month minimum -1
\2 H Hl Hl—zé\ 1582—300@ Next dat\é Month minimum




BVA Boundary Month Day Year Expected Notes

test condition

3 2 1-28 1582-3000 Next date Month minimum +1

4 2 11 1-28 1582-3000 Next date Month maximum -1

5 12 1-28 1582-3000 Nextdate Month maximum

6 13 1-28 1582-3000 Error Msg. Month maximum +1

7 3 31-day 0 1582-3000 Error Msg. Day minimum -1 (31-day
month month)

8 31-day 1 1582-3000 Next date Day minimum (31-day
month month)

9 31-day 2 1582—-3000 Next date Day minimum +1 (31-day
month month)

10 4 31-day 30 1582-3000 Nextdate Day maximum -1 (31-day
month month)

11 31-day 31 | 1582-3000 Nextdate Day maximum (31-day
month month)

12 31-day 32 1582-3000 Error Msg. Day maximum +1 (31-day
month month)

13 5 30-day 0 1582-3000 Error Msg. Day minimum -1 (30-day
month month)

14 30-day 1 1582—-3000 Next date Day minimum (30-day
month month)

15 30-day 2 1582-3000 Next date Day minimum +1 (30-day
month month)

16 6 30-day | 29 1582—30dF Next date Day maximum -1 (30-day




BVA Boundary Month Day Year Expected Notes
test condition
month month)
17 30-day 30 1582-3000 Nextdate Day maximum (30-day
month month)
18 30-day 31 | 1582-3000 Error Msg. Day maximum +1 (30-day
month month)
19 7 2 0 Leap year Error Msg. Day minimum -1 (leap year
in range)
20 2 1 Leap year Nextdate Day minimum (leap year in
range)
21 2 2 Leap year Nextdate Day minimum +1 (leap year
in range)
22 8 2 28 Leapyear Nextdate Day maximum -1 (leap year
in range)
23 2 29 Leapyear Nextdate Day maximum (leap year in
range)
24 2 30 | Leapyear Error Msg. Day maximum +1 (leap year
in range)
25 9 2 0 Non-leap Error Msg. Day minimum -1 (non-leap
year year)
26 2 1 Non-leap Next date Day minimum (non-leap
year year)
27 2 2 Non-leap Nextdate Day minimum +1 (non-leap
year year)
28 10 2 27 Non-leap Nextdate Day maximum -1 (non-leap
year year)
\29 H HZ H28 H Non-leap H Next dat% Day maximum (non-leap\




BVA Boundary Month Day Year Expected Notes

test condition
year year)

30 2 29 Non-leap Error Msg. Day maximum +1 (non-leaﬂp
year year)

31 11 1-12 1-28 1581 Error Msg. Year minimum -1

32 1-12 1-28 1582 Next date Year minimum

33 1-12 1-28 1583 Next date Year minimum +1

34 12 1-12 1-28 2999 Next date Year maximum -1

35 1-12 1-28 3000 Next date Year maximum

36 1-12 1-28 3001 Error Msg. Year maximum +1

37 13 12 31 1581 Error Msg. Output minimum -1

38 1 1 1582 1/2/1582  Output minimum

39 3 2 1582 3/3/1582  Output minimum +1

40 14 12 30 3000 12/31/1582 Output maximum -1

41 12 31 3000 1/1/3001  Output maximum

42 1 1 3001 Error Msg. Output maximum +1

43 15 9 2 1752 9/3/1752  Unique date range minimum

-1
44 9 3 1752 9/4/1752  Unique date range minimum
45 9 4 1752 9/5/1752  Unique date range minimum
+1
\46 H16 H9 H 12 H 1752 H 9/13/175@ Unique date range maxirJ[ um




BVA Boundary Month Day Year Expected Notes

test condition
-1

47 9 13 1752 9/14/1751 Unique date range maximum

48 9 14 1752 9/15/1752 Unique date range maximum
+1

49 17 10 4 1582 10/15/1582 Unique date range minimum
-1

50 10 5 1582 Error Msg. Unique date range minimum

51 10 6 1582 Error Msg. Unique date range minimum
+1

52 18 10 13 | 1582 Error Msg. Unique date range maximum
-1

53 10 14 | 1582 Error Msg. Unique date range maximum

54 10 15 1582 10/16/1582 Unique date range maximum
+1

In both examples, the boundary values and the satamediately above and immediately below are
evaluated for each parameter while the other pasemare set to some nominal value. ECP tests on
these parameters would have already confirmedhleatominal values work as expected in
independent parameters. Here again, designing atB3Ao use a probabilistic stochastic value @& th
valid range when a nominal value is required presigreater flexibility and minimizes hard-coded or
static data in tests. In some cases, a bounddryntest use specific combinations of variables teedr
the test to evaluate specific boundaries. In cagese probabilistic stochastic test data can bd asea
variable for a nominal parameter, testers mustaeltheir cognition to determine the outcome of a
test, and automated tests can confidently rely proto-algorithm as an oracle to compare the actual
result against an expected result.

Hidden Boundaries

Not all boundaries are identified by numerical itgpor outputs, or are they linear measures that are
represented directly to the user. The width andhtesf a window or a control can be measured in
pixels or other linear measures. Also, there atenafiumerous looping algorithms in code, and logpin
structures are notoriously problematic at the bampdonditions. For example, the following method
counts the number of characters in a string (agtuatounts the number of Unicode character code



points in a string). Boundary testing this metheguires that you bypass the loop once by passing an
argument of an empty string (minimum -1), and thass a string of one character (minimum) and a
string of two characters (minimum +1). The testanialyze the maximum range require a string of
2,147,483,646 characters (maximum -1), 2,147,483¢Béracters (maximum), and 2,147,483,648
characters (maximum +1). THeCharArraymethod copies a maximum number of Unicode chamsacte
from a string to a character array equal to a si@febit integer data type. So, although it is extely
unlikely in practical application, passing this med a string of 1,073,741,824 Unicode surrogate pai
characters theArray will appear to have two Unicode code points farhesurrogate pair character and
the index will increment to 2,147,483,648, whichl wirow an out-of-range exception.

private static int GetCharacterCount(string myS tring)

{
try
{
char[] cArray = myString.ToCharArray();

int index = 0;
while (index < cArray.Length)
{

index++;

}

return index;

catch (ArgumentOutOfRangeException)
{

}
}

throw;

However, it is sometimes difficult to identify th@undaries of looping structures. Familiarity with
programming language, data types, and algorithuttstres certainly helps and provides testers with
insights into hidden boundaries. In the precedxan®le, if you were not aware of different Unicode
encoding patterns (especially surrogate pair emgpdind simply tested the extreme boundary
conditions using only simple Unicode characters,ittethod would appear to return the correct
number of characters in a string up to and inclgdine maximum length of 2,147,483,647 characters.
But passing a string of 2,147,483,647 charactevghich even one character in that string is a
surrogate pair will cause an out-of-range excepdioar to be thrown.

Boundary Testing Loops and the Déja vu Heuristic

Loops are common structures in software and (depgrah the programming language) are
susceptible to boundary defects. Boundary valugysiseof a loop structure involves (at a minimum)
bypassing the loop, iterating through the loop tme, iterating through the loop two times, itemgti
through the loop the maximum number of times arelmimus the maximum number of times, and
finally trying to exceed the maximum number of @gons through a loop structure by one time. It is
often difficult to identify looping structures whelesigning tests from only a black box test design
approach.

In Windows XP, if the user attempts to save arfdene using a reserved device name (LPT1, COM) as
the base file name that includes the extensiot) @scan argument in the File Name edit contra, th
system displays an error message indicating tealfieady exists and asking, "Do you want to replac
it?" Of course, you cannot save a file name thatrsserved device name in the Windows operating
system, so when | was testing this condition,dkdd Yes in that dialog box. The document window
title actually changed to display LPT1 Notepad; boer, the file was not saved, and after | closed th
file the contents of the file were lost. An updedéVindows XP attempted to correct this defect;



however, boundary testing revealed the problemaméspartially fixed.

After the fix, | repeated the same set of stepsthis time after | clicked the Yes button a newoer
message appeared that said, "Cannot create théfjlpt Make sure that the path and filename are
correct.” After clicking OK, control flow returnede to Notepad. Any time | encountered an error
message, | repeated exactly the same set of stepakie sure | got the same exact error message.
Guess what? The second time in traversing the partheto the error message revealed the same
problem encountered prior to the fix.

How did | know to test for a loop in the Save d@lmwox? Quite simply, any time | encounter an error
message | use a rule of thumb | refer to asitha vu heuristic(A heuristicis a commonsense rule (or
set of rules) intended to increase the probahilityolving some problem. Heuristics are valuable
because they generally add value, but they miglat laé fallible) The déja vu heuristic specifically
analyzes the minimum boundary value and the valuoggediately above and immediately below that
boundary value. In this case, the minimum -1 vau®ot executing the error path; the minimum
boundary condition is executing the path that mshdes the error message, and the minimum +1 value
IS repeating the same steps to ideally traversedhes path through the code.

Summary of Boundary Value Analysis

Boundary value analysis is a functional technidua targets data values at, immediately above, and
immediately below a specific boundary conditionstidrical experience and root cause analysis of
recurring problems demonstrate that anomalies@remn occurrences at or near the boundary
conditions of independent input or output paranse#isystematic analysis of the variables at araat ne
boundary conditions increases test effectivenassjges better-qualified information, and increases
the likelihood of detecting specific classes ofedt$ that can occur with linear variables in ingut
output parameters earlier in the testing cycle.

With the 3(BC) formula, you can better approximigie number of boundary tests needed and provide
a more comprehensive set of tests as comparednig ather formulas because tests are based on the
number of identified boundary values, not on thenber of parameters. A detailed examination of the
data is the only way to identify additional boundeonditions that are otherwise not exposed if the
focus is on only the extreme ranges of the phygiaedmeter or through random input of nominal
values. Boundary testing provides a more precisteyatic technique for qualified evaluation of
variables for independent parameters. Howeveryost remember that no single approach in testing
is faultless, and the effectiveness of boundaryerainalysis relies on our ability to decompose
variables into discrete equivalence subsets amdktdify important boundary conditions. Also, basic
boundary testing is based on the single-fault apiom With this underlying assumption, BVA testing
is generally not effective in evaluating complexntmnations of dependent or semicoupled parameters.

[8lpaul C. Jorgense®oftware Testing: A Craftsman's Approg8woca Raton, FL: CRC Press, 1995).

Combinatorial Analysis

So far, | have focused on testing the discretetfonal capabilities of each input or output paragnet
while holding other parameter variable states tmlveominal conditions. However, the variable state
for some parameters are dependent, or at least@ephed, to the variable states of other parameters
This simply means that the output state of a pat@anie dependent on various combinations of input
parameter variable states. To test the interacbetseen the variable states of several dependent



parameters systematically, combinatorial analygsebest practice as compared to alternative
approaches.

To put things in perspective, consider the SecBéitings dialog box in Microsoft Internet Explorer
This dialog box has several parameters that hatveclea two and five variable states for each of24he
parameters. If you assume that all these parameterst least semicoupled, the total number of test
for exhaustive testing is equal to the Cartesiaapct of all variable states. In this example,ttial
number of combinations is about a half trilliondaat one test per millisecond it would take
approximately 3,300 years to complete testing. Gsly, exhaustive combination testing is only
possible in trivial programs. But, to test the flimigal interactivity of complex variable states mor
efficiently, empirical evidence throughout the istly conclusively demonstrates that combinatorial
analysis is the most effective solution.

Combinatorial analysis is a functional testing tegbe widely used by SDETSs at Microsoft to analyze
methodically dependent and semicoupled paramdtaictions in a complex feature set to select an
effective subset of tests systematically from algible combinations. There are many benefitsef th
combinatorial analysis technique when it is usedemtly and in the appropriate context. Some of¢he
benefits include the following:

 Identifies most defects caused by variable intevact
* Provides greater structural coverage
» Has great potential to reduce overall testing cast®en used appropriately)

It is important to note that the advantages of tiachinique apply when you are testing a feature in
which the parameters are directly interdependesenricoupled, and the parameter input is unordered.
Occasionally, novice testers try to apply this teghe to a set of parameters or inputs without
performing a comprehensive analysis of the featdosvever, you must understand that this technique
does not apply to any program or feature with rpldtinputs. Combinatorial analysis is not an

effective technique for testing independent paransetith no direct or indirect interaction,
mathematical calculations, ordered parameter irgrutyputs that require sequential operations.

Combinatorial Testing Approaches

There are two common approaches to testing paraméteaction. The first approach typically
involves random or ad hoc methods, and the segomebach includes more systematic procedures.
The random evaluation approaches include best guess hoc testing, and random selection. The
systematic evaluation approaches include testinly eariable or each choice once (EC), base choice
(BC), orthogonal array (OA), combination tests (paise through-wise ort = n), and exhaustive
testing (AC).

Best guess or ad hoc methods rely primarily ontiotuand luck of the tester. They are useful in
testing commonly used combinations or the happly patl can expose subtle defects resulting from
unusual combination scenarios. However, experimartsntrolled environments demonstrate that
testers quickly reach a threshold of coverage dddianal tests tend to execute the same code paths
providing little value to the overall testing effoRandom selection methods rely on selecting afset

tests from the complete set of all possible contlona. A recent study by Schroeder and coIIeaéﬂes
found no significant difference in the failure detten effectiveness af-wise testing and a set of
random combinatorial tests selected from all pdssibmbinations. Random selection from all
possible combinations could include tests thatlvev@ariable states that are mutually exclusive or
invariant conditions where certain parameters rbadifferent. This method is interesting from an



academic perspective but is not especially prddicaesting commercial software when more
efficient and effective tools are readily available

Each choice (EC) is simply testing each variableast once. EC provides the minimum amount of
tests as compared to virtually any other combirnatanalysis approach; however, it is generally
ineffective in any complex system. Base choice (BEhtifies a combination of variables as the base
test. This is usually the happy path or the mostroonly used combinations of variable states.
Additional tests change the variable state formam@meter at a time while keeping the other paramet
variable states constant with the base test #&desting satisfies= 1 or 1-wise coverage and is
effective in detecting single combination errorat Bome studies suggest that BC testing is useful
when coupled witm-wise combinatorial testing.

Orthogonal arrays (OA) involve processes adopteh findustrial manufacturing. The use of
orthogonal arrays in software testing is a nordtiprocess. A simple OA approach expects an equal
number of variable states for each interdependaatnpeter, and those states are mapped into an array
In more complex features where the number of vigiatates is different between the interdependent
parameters, the selection of orthogonal arraysrhesauite complex. The output of an OAis
comparable only to pair-wise test coverage. Alse,®A output is less than optimal because it inetud
each tuple the same number of times, leading toneaht pair-wise test combinations. Orthogonal
arrays are beneficial in experimentation and paréorce analysis and optimization. However, OAs are
a difficult solution to a difficult problem and thare not practical in functional testing of
interdependent parameters given the availabilitmofe efficient alternative solutions for

combinatorial testing.

One of the most efficient and effective solutioostesting variable combinations of interdependent
parameters is combinatorial analysisyewise testing using coverage arrays. Several coandiial
analysis tools are available, and multiple algonghare used to produce a combinatorial test matrix.
For a basic understanding of a common coveragg algarithm for pair-wise analysis, consider a
simple font style feature for a single font whosgescan be set to any combination of bold, italic,
strikethrough, or underline. In this example, theme four parameters (bold, italic, strikethroughcl
underline), and each parameter has two variablesstehecked and unchecked).

For a simple pair-wise or 2-wise analysis, firgntfy the unique variable state combinations far t
bold and italic parameter pair from all possiblentinations. In the following g raphics stands for
checked and stands for unchecked.
=Open table as spreadsheet

1 2 3 456

.

j 10 11 12 13 14 15 16

Bold cicicfclu/uucuu c|/clu c u u

Italic UucclicjicijcccUU U U U U C U

Underline uucjcluccucc ¢/ Cl U U U u

U] u u C} U C U C ¢C ( c u

Next, identify the variable state combinationsdach subsequent pair of parameters from all passibl
combinations, and combine those sets of variahle sombinations with test combinations from the

c

Strikethrough

(@]




previous set of combinations for other parametespas illustrated in the following sequence of
tables.

=0Open table as spreadsheet
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Combining each table reveals a test matrix of fests (humbers 2, 7, 11, 14, and 16) from the total
number of 16 possible combination tests. Thesetésts effectively test every parameter pair
combination at least once. Notice that this seéésts does not include a test in which all styles a
checked, and if the tester determines that to hmpartant test, he should certainly add that & th
output matrix.

Combinatorial Analysis in Practice

Tools used to analyzewise combinations of parameter interaction arg tmbls and rely on the
tester's comprehensive knowledge of the completiesyto be most effective. The output of any tool
is limited to that tool's capabilities and the kaitd knowledge of the person using that tool. @ to

the hands of an untrained or unskilled person appeae ineffective and can be said to be a fbolis
tool; likewise, an untrained or unskilled persorovattempts to use a tool she does not understand is
simply a toolish fool. Microsoft SDETs primarily @ishe Pair-wise Independent Combinatorial Testing
(PICT) tool for combinatorial testing of interdeplemt parameters. PICT is a highly customizable tool
that overcomes many of the limitations of otherilabée tools and in less time can help testersgiesi
tests that are more effective than manually geedrist combinations are.

However, using PICT (or any testing tool) and agadlon of a combinatorial analysis technique are no
a matter of simply identifying input parameters aadable states and feeding that data into a .
process requires the tester to perform an in-dapaiysis of the feature being tested to identifgctly
dependent and semicoupled parameters, and decdiopasithe parameters to define the appropriate
variable states for each interdependent paransdter.the tester completes a comprehensive analysis
of the feature and defines the variable statesdch parameter, he is ready to apply a systematic
procedure to determine a set of combinatorial tests

1. Create an input matrix of BC tests.



Create an input matrix of common or probable ades and historical failure indicators.
Create an input model file of the variable stéde®ach parameter.

Customize the model file to exclude mutually escle variable states or invariant parameters.
Apply all input files to the PICT tool.

Review the tool output.

Refine and customize the model file if necessary.

Reapply all input files to the PICT tool.

© © N o bk 0D

Revalidate output.
10.Execute tests.

You can examine each step in sequence to understantb apply this technique correctly on a
relatively simple simulation. Say you are testingjraple font dialog box such as the one shown in
Figure 5-5 This dialog box lets the user choose one of fmssible fonts, a font style of bold and
italic, font effects of strikethrough and underlifient color (black, white, red, green, blue, oligw),
and font size (1-1,638 including half sizes). To&ltnumber of combinations for exhaustive tesiting
1,257,600 (assuming all font size values are t¢stedting all combinations might not be possibile o
feasible, so you must select a reasonable sestsfiteat are effective in reducing overall risk.

# My Simple Font Dialog @

Font Style

&) fial [ eald [ Italic
() Tahoma

(O Brush SciptMT  FontColor |Black  w

") Monotype Corsiye Font Size [0 a

Effects

[ ] Strikethrough [ ] Underline

| ok || Cacel |

Figure 5-5: Simple font dialog box illustrating elitly dependent and semicoupled parameters.

First, identify the interdependent parametershis ¢xample, the directly dependent parameters are
font type and font styles because some font typasat be bold only or italic only but might be bold
and italic or bold or italic, or use no style dt &he font size, color, and effects are semicodiple
parameters because they apply to all font typesa#fedt the output accordingly. After you identifye
interdependent parameters, you must define thahlarstates for each parameter. The variable states
for font type are Arial, Tahoma, Brush Script MindaVionotype Corsive. The font style and font

effects each have two parameters (bold and ii@td,strikethrough and underline) and each parameter
has two variable states (select and clear). Thiecilor uses six colors (black, white, red, greasgoe,

and yellow). There are 3,275 possible values fot $éize. It might not be reasonable to test alles)

SO you can construct equivalence ranges of valogsandomly select one value from each ECP subset
when that subset range is selected.

So, for the font size parameter define five vagadihtes using equivalence class subsets of Sioratll (
sizes 1-9.5), Nominal (font sizes 10-12), Largat(®zes 12.5-72), Extra large (font sizes 72.5—



1638), and Half sizes (font sizes 1.5-1637.5) suenthat you force at least one test combinatibm w
a font size that is not an integer value. By crepéquivalent class subsets of font size rangegett
designer gives greater flexibility to the testarell-designed test automation) to select a takterin
the specified range for a given combination. Iis #stample, partitioning the range of font sizes int
equivalence class subsets also eliminates hardddedevalues, which unnecessarily restrict the tes
data to a very small set of data values, which tmgtmight not be interesting values to include in
tests.

After you have thoroughly analyzed the featureddtermine which parameters are interdependent and
have decomposed the variable states for each peataeselect the appropriate variables to tedt,wit
you can create a BC matrix, as showikigure 5-6 The BC matrix is important because studies have
demonstrated that the inclusion of a base choidexma conjunction with higher levels ofFwise tests
increases the likelihood of exposing a greater remob potential defects resulting from parameter
interaction, and pair-wise orwise combination tests might not necessarily idelBC combinations.

The BC matrix generally defines the most commornalée state combination, and then changes the
variable state for each parameter one at a timkwabiding the other parameter variable statebeo t
original value until all variables are tested aislkeonce.

i:igure 5-6: BC combinatorial test matrix for MyFbilog example.

A common problem with many combinatorial testingl$as the inability of the tester to define highly
probable combinations in the output. PICT overcotheslimitation with an important feature that
allows the tester to define and pass in a tab-deldriile with seeded combinations as input inte th
tool. A tab-delimited input file with seeded comdilons gives the tester greater control over sjgecif
combinations to test while still allowing the tdoldetermine the complete set of test variables for
completen-wise coverage.

So, after completing the BC test matrix the negpss$ to identify any common customer combinations
or combinations that might be especially problembéised on failure indicators that aren't defimed i
the BC matrix. You can list these combinations tatadelimited seed file that will be passed to the
PICT tool and used as part of the output of testlmoations, as shown Figure 5-7 For example, if
you know that a combination of the Arial font wahstyle of Bold and an effect of Underline and a
large font size is commonly used by a large segmictistomers, you can include that in a seed file.
You might also assert that a combination of Tahéonawith Bold, Italic, Strikethrough, and
Underline selected and a font color of Yellow arghaall font size has historically resulted in
erroneous outputs, so you will also specify thisibomation in the seed file. The seed file forces th
PICT tool to include these combinations in the atigmd guarantees that highly probable and highly
problematic combinations always get tested.
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Figure 5-7: A tab-delimited seed file defining likgombinations based on customer information or
other failure indicators that can be input into HET tool.

Next, you must create an input file that modelsappropriate variable states for each parametengUs
a simple text editor such as Notepad, you caneeatmple text file that lists the parameter fokol

by the variable states for that parameter.

Font: Arial, Tahoma, BrushScript, Monotype

Bold: Check, Uncheck

Italic: Check, Uncheck

Strikethrough: Check, Uncheck

Underline: Check, Uncheck

Color: Black, White, Red, Green, Blue, Yellow

Size: Small, Nominal, Large, ExtraLarge, HalfSize

Now you are ready to generate the initial defautpat of a pair-wise test combination using the PIC
tool. PICT is a command-line tool that generatésbadelimited output file of test combinations fer
wise coverage. The command-line syntax to genarateutput of test combinations based on a seeded
file and the model file is the following:

pict.exe myModelFile.txt /e:mySeededInput.txt > out put.xls

In a fraction of a second, you have a pair-wis@oubdf the modeled parameters and the seeded inputs
provided by the tester in a tab-delimited outpat ik easily reviewed for correctness using Micfbso
Office Excel. By using the seeded input file anel thodel file defined earlier, you see that theee ar
now only 218 total combinations of the variabldetaand a pair-wise analysis of variable stategjus
the PICT tool further reduces the number of tas®0t However, you must carefully analyze the
results to validate the output combinations oftta by checking for conditional or invariant
constraints of specific parameters or variableest&igure 5-8demonstrates why verifying the output

of the tool and revising the input model are caitio avoid false negatives.

i:igure 5-8: The initial pair-wise test matrix relseetests with mutually exclusive variable
combinations.




What About Negative Testing

In this example, you create a model file for pesitiests, meaning the expected output of each
combination should not result in an error stateeWthe OK button is clicked in the dialog box, the
imaginary text editor changes the font, style, @ffeolor, and size of the selected glyphs accgigin
and you can verify the correct results either Vigubyou are manually testing or programmatically
through theGetFontapplication programming interface (API) as an tedor automated tests.

But what about negative testing, where you exped@reor state or condition? The PICT tool also
includes the ability to define invalid variabletsi®in a model file. When testing with invalid \ayie
states, each test should have only one invalidhpater value to avoithput maskinglnput masking
occurs when a program throws an error conditiotherfirst invalid variable and subsequent values ar
not tested.

When designing tests (especially automated tdgtsgfer to separate the model used for positive
testing and the model used for negative testirginplify the test code and to reduce the possyiilit
false negatives by keeping the appropriate oradeded on the specific purpose of the test.

You know that font styles are directly dependentertain font types. For example, the Brush Script
font can have a font style of only italic or bolddatalic. So, as you can seeHigure 5-8 rows 5, 12,
and 16 would result in a false negative. Also,Manotype Corsive font can be regular, or bold and
italic only. The rows 4 and 15 lfigure 5-8violate these dependency rules and would alsdtriesa

false negative for these tests. It is not uncomtoa@ncounter features that rely on mutually exetsi
variable states between parameters to restricdmsteain certain events or actions that are mutuall
exclusive. It would be foolish to try to manuallyange these values in the output because you might
not be aware of which other parameter variablestaere used in determining thevise

combinations. To overcome this problem PICT inctutlee ability to define conditional and invariant
constraints of specific variable states using achikthen syntax in the model file.

In the model file, add conditional constraints ts@re that any time the Font variable is Brushgbcri
the Bold parameter variable state is Uncheck aedt#ic parameter variable state is Check, or both
the Bold and Italic parameter variable states dreck. Also, you can add a conditional constraint to
ensure that any time the Font variable is Monotgpesive the variable states for both style pararsete
are either set to Check or Uncheck. Following esriodified model file:

Font: Arial, Tahoma, BrushScript, Monotype

Bold: Check, Uncheck

Italic: Check, Uncheck

Strikethrough: Check, Uncheck

Underline: Check, Uncheck

Color: Black, White, Red, Green, Blue, Yellow
Size: Small, Nominal, Large, ExtraLarge, HalfSize

#

# Conditional constraints for Brush Script and Mono type

#

IF [Font] = "BrushScript" AND [Italic] = "Uncheck" THEN [Bold] <> "Check";

IF [Bold] = "Uncheck™" AND [ltalic] = "Uncheck" THEN NOT [Font] = "BrushScript";

IF [Font] = "Monotype" THEN [Bold] = [ltalic];

After modifying the model file by specifying the@ppriate constraints, you can regenerate the dutpu
for the tests. It is important to review the outpath time the model or seeded input files are heodi

to validate then-wise output combinations from the tool. Now thatiyhave updated the model file
notice that irkigure 5-Sthere are no occurrences of Brush Script wittyke stf Bold only or with no



style applied.

Figure 5-9: Updated pair-wise test matrix usingased model file to eliminate mutually exclusive
variables.

You can further customize the PICT model file bpsihg or making some variable states equivalent.
For example, the Arial font and the Tahoma fontwagy similar font types, so you could assert that
Arial is equivalent to Tahoma when tested in corabon with variable states from other parameters.
You can alias the Arial and Tahoma font by remowtingycomma and inserting a pipe character (|)
between the Arial and Tahoma variable states ifPtkd model file, as illustrated in the following
code example. Using another feature of the PICT yoa can potentially increase the occurrences of
highly probable combinations or variable statethenoutput of test combinations. For example, you
can assert that the most common font color is bdackthe most common font size is a nominal font
size. Again, you can modify the PICT input mod&d by providing weights to those variable states as
illustrated in the following code. A weighted vdria state is useful to give preference to a vahmeo

all n-wise conditions are satisfied for that variabktest

Font: Arial | Tahoma, BrushScript, Monotype

Bold: Check, Uncheck

Italic: Check, Uncheck

Strikethrough: Check, Uncheck

Underline: Check, Uncheck
Color: Black (10), White, Red, Green, Blue, Yellow

Size: Small, Nominal (10), Large, ExtralLarge, HalfS ize

#

# Conditional constraints for Brush Script and Mono type

#

IF [Font] = "BrushScript" AND [Italic] = "Uncheck" THEN [Bold] <> "Check";

IF [Bold] = "Uncheck" AND [ltalic] = "Uncheck" THEN NOT [Font] = "BrushScript";

IF [Font] = "Monotype" THEN [Bold] = [ltalic];

After you are satisfied that the output includeghhy probable combinations to ensure that likely
customer settings are thoroughly tested, and ligadtitput excludes mutually exclusive combinations
to avoid a test inadvertently resulting in a falegative, you are ready to execute the tests.ddts t

can be executed manually or the output of the R&©Tcan be input into a data-driven automated test
But, because you know that simply reusing the ssehef variables every time the test is run provide
very little value and virtually no new informatigou need a way to change the output of variable
combinations. Again, attempting to manually altex butput might not be wise because it can disrupt
n-wise combinations you are unaware of, especiallyighly complex outputs. So, PICT includes



another great feature that randomizes the outpué still maintainingn-wise coverage of all variable
states. Passing tlie[seed] argument to the PICT tool randomizes the outphickveffectively
increases breadth of coverage and can even idelgtifcts that were missed using previous
combinations.

IS BC and Pair-Wise Coverage Enough?

Historical evidence suggests that a majority (gnetitan 50 percent) of defects resulting from
parameter interaction occur between simple pairtgoations. But, in addition to executing the tests
the BC matrix as well as several randomized pasevautputs from the PICT tool, recent studies have
shown that sequentially increasing thesise combinations tested can expose subtle defeats

weren't previously discovered. Current studies sagthat 6-wise coverage is comparable to
exhaustive coverage with regard to defect remoifati&veness and structural code coverage
measures. However, the number of tests increageexamately quadratically with each sequential
increase im-wise coverage, which ultimately increases the alVepst of testing.

| recommend using the output matrix randomizatestdre of the PICT tool of pairwise combinations
to expand breadth of coverage. Microsoft's expethis area, Jacek Czerwonka, recommends that you
start with BC and pair-wise combinatorial tests] #mat 3-wise and 4-wise combinations should also
be tested. This provides reasonable depth of cgeedacek also suggests that 5-wise and 6-wiset migh
expose only a few subtle problems and should béf thie cost of executing those tests is relatively
low; 7-wise or greater is extremely unlikely tonease defect detection or expand coverage based on
current studies. Jacek maintains the Pairwiseig$tieb site Ifttp://www.pairwise.orjjthat provides a
wealth of information on this topic.

Effectiveness of Combinatorial Analysis

There are many ways to evaluate the effectivenieageasting technique or approach. Defect detection
effectiveness (DDE) is one of the most common nregsof test effectiveness (although it is
completely arbitrary except in controlled acadeemgironments where the total number of defects is
known or in environments where the number of defeanh be predicted using defect density ratios and
other measures). Because exposing defects is theraaalily apparent result of testing, you can
analyze the DDE afi-wise testing. Many studies suggest that a largel®u of defects result from the
combinations of variable states of interdependardupeters, and that more than 50 percent of all
interdependent fault defects result from simple paéeractions or pair-wise combinations. One

academic studgﬁ] "found no significant difference” in the DDE wise versus randomly selected
combinatorial test suites in which each test wagf@mmatically chosen from a matrix of all possible

combinations. Another industry stu@/found 98 percent of all detectable combinatoaalts using a
combination of BC and pair-wise testing. And mareant industry studies conclude that subtle
combinatorial defects might still be exposed byussdgially increasing the number of combinations up
to 6-wise coverage. So, | recommend that testarswith BC and pairwise testing, and then both
randomize the pair-wise output and sequentiallyeiase the number afwise combinations to a
maximum of 6-wise coverage.

Another way to measure effectiveness of testirig Isok at the information the tests are providiAg.
lot of empirical data proves most black box-desthard executed tests provide less than 65 percent
structural coverage of a complex program. So, byemsing the structural testing of a complex
algorithm, the tests provide additional informateomd help reduce overall risk. One study found that
pair-wise testing increased structural testinglotks and decisions by more than 25 percent with a



fewer number of tests as compared to random imsting. Microsoft has collected empirical data to
show increases in both block and arc coverageanfymt code using pair-wise coverage as compared
to a set of black box-designed tests, as illugdratdable 5-6 The data also reveals additional
increases in both block and arc coverage with sagiéncreases in-wise coverage. Although
increases in structural testing help reduce ovesd| this result comes with additional cost.

Table 5-6: Testing effectiveness of Combinatoredting by increased Code Coverage
= Open table as spreadsheet

Total block = 1,317 Manual tests Pair-wise tests 8-coverage n-4 coverage
Number of tests 236 136 800 3,533
Block covered 960 979 994 1,006
Code coverage 73% 74% 75% 76%
Functions not covered 11 11 10 10

Another measure of effectiveness is reduced oper@tcosts. At Microsoft, several teams have
significantly reduced operational costs in variawg/s. For example, because the output of the PICT
tool is a tab-delimited file it is relatively eagyincorporate into data-driven test automationniyla
teams have realized a large increase in the nuailzrtomated tests as well as an increase in the
breadth of coverage provided by those tests throaigthiomizing the test variables used. Other teams
have significantly reduced the number of environtremfigurations, resulting in fewer tests with no
degradation in overall effectiveness. And the adopdf PICT has revealed several defects that were
previously undetected in other test passes pricglease of software.

Summary of Combinatorial Analysis

Combinatorial analysis is not a panacea for atirtgavoes. It is possible for novices to abusettiod

or misapply the technique to test feature areagithaot involve interdependent parameters. Testers
must be able to analyze the feature parametersaetuto identify dependent and semicoupled
parameters and decompose the variable states emtifycconditional and invariant constraints.
Compared to other approaches of combinatorialngstvhen the procedures outlined in this book are
properly employed by highly skilled testers withdapth system knowledge this technique is highly
effective in detecting defects earlier, increasitrgctural coverage, and reducing operational ctists
fact, it is a well-established best practice atrgsoft.

[Dpatrick J. Schroeder, Pankaj Bolaki, and Vijayraop Comparing the Fault Detection

Effectiveness of N-Way and Random Test S@i@s! International Symposium on Empirical Softsvar
Engineering.

[8patrick J. Schroeder, Pankaj Bolaki, and Vijayraop Comparing the Fault Detection

Effectiveness of N-Way and Random Test S@i@s! International Symposium on Empirical Softsvar
Engineering.

[DMats Grindal, Birgitta Lindstrom, Jeff Offutt, ai@ten F. Andler, "An Evaluation of Combination
Testing StrategiesEmpirical Software Engineeringl, no. 4 (December 2006): 583-611.



Summary

This chapter discusses a sampling of the functitasting techniques employed at Microsoft that we
use to evaluate the functional attributes and céipeb of a software program more effectively. Ehe
techniques systematically analyze a program'’s ifm&k components to increase test coverage, reduce
costly redundancy, better assess overall riskpaodde qualified information to the decision maker

so that they can make more informed business desisiVe also find that application of these
techniques often forces us to scrutinize the sotwader test in different ways. Additional funcizd
techniques used include cause and effect grapmdglecision tables, and state transition testing.
These additional techniques build upon equivaletess partitioning, boundary value analysis, and
combinatorial analysis by requiring us to methollljoaxamine input and output interactions and
sequential operations or transaction flow througincgram.

When techniques are used correctly they are veryd @b exposing the specific categories of defects
they are intended to identify. But they won't faitiproblems and that is why you need to learns® u
various methods and techniques, and understand whese them in the appropriate context.
Functional testing technigues used in conjunctidth wther approaches such as exploratory testiag ar
quite useful, especially when the decision makegsire a more systematic analysis of the software
project. Techniques are methodical procedureséiiyabn heuristics, fault models, and historical
evidence to help solve the difficult problems istieg complex systems. For greatest effectiveness,
functional techniques require comprehensive doraadthsystem knowledge. These techniques do not
replace other approaches to software testing wusigmificantly increase testing effectivenessphel
identify and reduce redundancy, and also reducstubeeptibility of the testing effort to the pewste
paradox.

Chapter 6: Structural Testing Technigues

Bj Rollison

Overview

A kindergarten teacher asked her students, "Whavkribe color of apples?" A student dutifully raised
his hand and the teacher said, "Ethan, what isdlo of apples?" Young Ethan proudly stood up and
stated, "Apples are red." Then, several other hesided and the teacher picked another child. "Yes,
Emma?" queried the teacher. Emma replied, "But sappées are green.” "Correct!" exclaimed the
teacher. Then, several more hands went up, arteadlsber again selected an anxious student who was
vigorously waving his hand. But young Caroline cwil control herself and before the selected studen
could answer she shouted out, "And some applegetimv.” "Yes, that's right! Apples are red, green,
and yellow," stated the teacher. But before shéimoed with the lesson, the teacher noticed a quiet
little girl in the corner of the room with her hastill raised. The teacher called upon the child gre

little girl said, "Apples are also white." The sont&t puzzled teacher politely replied, "Elizabeth,
there are red apples, and green apples, and yafpples, but | have never seen a white apple.” The
other children in the room began to laugh. Elizalstbod up, peered over her glasses at the teacher
and bluntly declared, "All apples are white on ithgde!"

Too often we tend to assess software quality sirfipiy the behavior aspects and neglect to consider
the computational characteristics that remain hdalgow the user interface. When treating some



illnesses doctors know they must not only consikderphysical manifestation of symptoms in a patient
but in some situations they must also consideouariests of internal systems. In-depth diagnostic
evaluations such as blood tests or CT scans caatsoas help detect potential issues earlier before
they cause serious illness. Similarly, for hightigical systems, or when it is imperative to penficat

more detailed analysis of extremely complex sofeware must look beyond the exterior and perform a
more complete inspection of what lies underneathotiiter layer. Structural testing techniques help
reduce overall risk through a more rigorous analg§icontrol flow through a function. Structural
testing is especially effective in investigating farts of a program's code that have been prdyious
unexercised by extensive behavioral or more metab@inctional testing using tests designed only
from a black box perspective.

Unlike functional testing techniques that can bgliad to design tests from both a black box and a
white box perspective, structural testing technsgaiee one of several white box test design appesach
Designing tests from a white box perspective ibdam the internal structure and implementation of
the program. So, it goes without saying that ftester to design white box tests to provide more
information and further reduce overall risk, testerust be familiar with the programming language
used in the implementation. However, it should beed that tests designed from the white box test
approach can be executed from either the usefacee(Ul) or below the user interface at the
component level using stubs or mock objects, assyipriogram functionality is separated from the Ul
layer.

A common misconception concerning white box testipgroaches is the assumption that testers are
biased by the code and will design tests that pridye the function does what it is supposed td do.
don't necessarily agree with this viewpoint becaugeod tester simply doesn't prove that the code
does what it is supposed to do. A good tester dirbct insight into data types, function calls, and
program structure can identify different types mitgems more effectively as compared to other
testing approaches. This doesn't imply white bskirig is superior to other approaches. Tests dedign
from a white box perspective such as those desigaied) structured testing techniques only
supplement behavioral and functional testing tegpines and approaches; they do not supersede other
approaches to testing. We would never advocatelgidgsigning tests from a white box approach or
designing tests that only test the structural imtg@f a program. Structural testing and applicatof
these techniques are typically used in conjunatitth code coverage analysis and are very effeative
designing additional tests to increase code coeeraguctural testing also provides additional ahle
information when a more in-depth analysis and ngsrinspection of a program is required to reduce
overall risk.

Do We Need Structural Testing?

There is no doubt that behavioral and exploratesying (a test execution approach where the tester
uses information gained while performing testantaitively derive additional tests) provides vatoe
the testing effort. Behavioral and exploratoryitesis generally good at evaluating the "look aeel'f
of a project, but several recent studies raise napb questions about the overall effectiveness and
efficiency of behavioral testing and popular exptory testing approaches to software testing. One
study at Helsinki Universitﬂzl] "found no significant difference in the defectetston efficiency” or in
the types or severity of defects detected when eoimg test case-based testing and exploratory
testing. An earlier stud&a also provided empirical data refuting claims tgploratory testing
increased productivity. Another case stL[@)by Marnie Hutcheson revealed exploratory testinigss
effective in finding certain problems as compa@ddmprehensive requirements-based testing after
formal training. And a yet unpublished internaldstat Microsoft found no significant differencethre
level of code coverage between scripted tests mpldmtory testing.
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In the five-year study at Microsoft, we found ngrsficant difference in the code coverage
effectiveness of exploratory or behavioral tesasgcompared to scripted tests. More than 3,006rtest
participated in this experiment and the findingseheemained consistent with each group of 25
participants. In this study, scripted tests degiginem a specification achieved a nominal 83 percen
code coverage of the application under test. Tingcgeants were then allowed to perform exploratory
testing of the application for an additional 15 otes for total of five cumulative hours. Surpriding
the code coverage metric increased only an avei@§@ercent. But when the participants were able t
analyze the results of the instrumented code asgjuléests using white box structural test design
technigues, the code coverage measure rose ta@npéthe maximum practical achievable code
coverage metric without code mutation or fault @ijen) in less than 20 minutes. Also testers could
better explain why the remaining 9 percent of umced code is not testable from a value add or cost
versus benefit perspectivieigure 6-1shows the code coverage effectiveness of thereiffdesting
techniques.

SMructural

PEkts
Practical —

achievable

coverage Exploratory

Naminal -

coverage

Scripted

ests

Time and Effort
Figure 6-1: Code coverage effectiveness of diffetesting approaches.

These studies do not suggest that exploratoryntesti other behavioral testing approaches are
ineffective. In fact, exploratory testing can béduadole in specific situations and reveal certain
categories of defects more readily than other apgres can. But the overall effectiveness of
behavioral testing approaches is heavily influerzgthe tester's in-depth system and domain
knowledge and experience. Empirical evidence ats® suggests that simply increasing the sheer
number of testers or including testers with divgreespectives to perform behavioral or exploratory
testing does not significantly reduce risk and leave critical areas of the product untested or
undertested. Additionally, the effectiveness of tast method eventually plateaus or becomes less
valuable and testers must employ different appresith further investigate and evaluate the software
under test. What these studies do tell us is tih@wilecision makers need more qualified information
to reduce or analyze potential overall risk of hygtomplex or mission-critical systems, systematic
testing techniques that evaluate the program'ststial integrity might be required.

[113uha Itkonen, Mika V. Mantyla, and Casper LasserilDsfect Detection Efficiency: Test Case
Based vs. Exploratory TestingFSEM 2007, 61-70, First International Symposium on Eicgd
Software Engineering and Measurement.

[23uha Itkonen and Kristian Rautiainen, "Exploratoegting: A Multiple Case Studylhternational
Symposium on Empirical Software EngineeyiNgvember 2005.

[3IMarnie L. Hutcheson, "Exploratory Testing versugjiieements-Based Testing: A Comparative
Study," paper presented at Practical Software Quatid Testing Conference, 2007.



Block Testing

There are a few simple techniques for basic strattasting approaches of a function including
statement testing and block testing. The purpostadément testing is to exercise all statemends in
function. By comparison, block testing exercisesugis of sequential statements or blocks of
statements that are free from branches or funcidis. Because block testing provides greater
sensitivity for evaluating control flow through aniction, and many coverage tools currently in use
measure block coverage, we typically use blockntgdor designing our minimum set of structural
tests.

Block Coverage vs. Statement Coverage

Statement coverage measures the number of stamenprogram that have been executed during
testing. Block coverage measures the number ofgromis groups of statements unbound by branches.
Conditional clauses that cause control flow to bhagcan include multiple blocks. This might seene lik

a minor difference; however, the distinction betwstatement testing and block testing is important
because block testing provides better sensitiaityantrol flow as compared to statement testing.

Examplelfunction

public static void BlockExamplel (bool condition)

{

int xe=Q, yuol, =0 .

af (-:cnd'iril::.n_;- } 1 BIDCL

|
LR H
g _:_.: 1 Block > 1 Block
z = 3;

1

return x + y + 2 ¥ 1Block

o

ExampleIfunction illustrates the basic difference betwhew block and statement coverage are
measured. In this example, there are 5 statemauitthere are only 4 basic blocks as indicatedsA t
in which theconditionparameter is false results in statement coveragsurement of 40 percent
because only two statements are executed. Buldbk boverage measurement would be 75 percent
because the test executed 3 of the 4 blocks of. €@ieourse, if theonditionparameter is true, both
the statement and block coverage measurements Wweul@0 percent.

The advantage of block testing over statementigssi revealed in more complex structures. For
example, in th&xampleZunction, passing true arguments to bothdbeditionlandcondition2
parameters would result in 100 percent statemeardrage, but only 85.71 percent block coverage. The
ExampleZunction requires a second test wheoaditionlis false, andondition2is true to achieve

100 percent block coverage.

Example2function

public static void Blockfxamplel (bool conditionl, bool condition)

int ¥ =@, y =0, 2=20;
it (condition]l && condition2)

4 Blocks

Vo 1 Block 1 Block

- I
|
return ¥ & ¥ & 2: } 1 Blo<k

Of course, both of these examples also illusttatenteaknesses of statement or block coverage
measures. In simple functions, it is somewhat éagpet high levels of code coverage measures with a
relatively few number of tests. That is why itnsgortant to remember there is no direct correlation
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between code coverage and quality, and only amgodassociation between code coverage and test
effectiveness. The value of structural testingiliethe ability of the tester to critically analyzentrol
flow through a function and design tests that emsarious control flow paths are executed at least
once.

In the followingSimpleSearciunction example, we can exercise all statementisis function with
one test by passing a string argument of AB angeaacter argument of B to the function's input
parameters. With one simple test, control flow wioemter thevhile loop because thadexvariable is
less than the length of the array, and the charaatéble passed to the function through the
myCharacteparameter is not equal to the element in the andigated by the current index value. In
thewhile loop, we execute a statement to incremenirtiexvariable by 1 and loop back around to
evaluate both conditional clauses in tiale loop again. The value of thedexvariable is still less
than the length of the array, but the second elémehe array is the character B, which is eqoahe
myCharactewvariable. The second conditional clause is truebse the value of thedexvariable is
less than the length of the array, so we entelbibisk and increment the valueioflexby 1 and assign
it to theretVal variable. Finally, control flow exits the decisiblock and returns the value of treVal
variable to the calling function. So, with one slefest we are able to execute all statementssn th
function. However, no professional tester wouldsagsfied with one simple test of this function!

SimpleSearclrunction

I/l Simple search function that searches for the fir st instance of a character in a
/I string and returns the position of that characte rin the string, or a -1.

public static int SimpleSearch (string myString, ch ar myCharacter)

{

int index = 0, retvVal = -1;
char[] strArray = s.ToCharArray();

while (index < strArray.Length && strArray[in dex] '=c¢)
{

index++;
}

if (index < strArray.Length)

retVal = index++;

}

return retval;

By comparison we would need a minimum of two téstdlock testing of this function. For the first
block test, we would pass this function a stringnl a character A to the first and second parasjeter
respectively. This test would execute 9 of the lbtks, as illustrated ifigure 6-2
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Figure 6-2: Block coverage results of first test.

In the second test, we pass a string argumentaoidfa character argument of B to the function and
execute 10 of the 11 blocks, as illustrateétigure 6-3 Notice that this second test now executes the
previously untested blocks, but also skips overldoek that was exercised in the previous testhWit
these two simple block tests we can achieve 10€epeblock coverage of this function.

rrey— o [ rrarime) e
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Figure 6-3: Block coverage results of second test.
Modeling Control Flow

Control flow diagrams (CFDs) are simply models dfiaction or a class. A CFD must have one entry
point and an exit point. Between the entry and jgaints of a function the CFD provides an abstract
representation or model of the program's code liw daéester trace the control flow as it could &e
the various paths through a complex function. Tlaeestwo basic types of CFDs, as illustrated in

Figure 6-4



y

O
)

1 O
@
Figure 6-4: Control flow diagram examples.
A basic CFD uses typical flowchart symbols to mddelfunction. The basic CFD uses a rectangle to
represent statements or blocks of statements, dradreond to represent decisions or conditional
clauses. Basic CFDs are easier to read and undeisyagpeople unfamiliar with the function and
essentially model the control flow step by steptigh process blocks and conditional clauses. The
simplified CFD uses circles to represent decisiomggs in the function where control flow can change
depending on the outcome of a relational condifidre simplified CFD is a more abstract

representation of the function because it doeexyticitly model blocks of statements. This level o
abstraction is sometimes confusing at first, butdteases the efficiency of the modeling process.

It is important to remember that block testingesgrally sufficient for unit testing purposes, hus a
relatively weak form of structural testing. Howewviirere are a few programmatic structures for which
testers might need to design block tests to ereilgquate structural coverage of a function. One typ
of structure where block testing is appropriatihesswitch/case statement. A switch statement is an
effective method to handle control flow throughuadtion that involves multiple choices or selection
for a parameter. When we step through a switch/s@tement in the debugger, we can see control
flow transfer immediately to the case statemerttitietches the parameter passed to the switch
statement.

For example, programmatic platform profiling istgucommon in automated tests when the procedures
or outcome might be different depending on the isipddicrosoft Windows operating system version.

A function similar to the&SimpleGetNT5ClientVersidanction can help us determine whether the
program or automated test is running on a Windod@zbased or a Windows XP-based client. The
sequential control flow diagrams (CFDs)Hmmure 6-5illustrate control flow through the
SimpleGetNT5ClientVersidanction for a non-NT5 kernel operating systeriyiadows Server 2003
operating system, and the Windows 2000 Server and&s XP operating systems, respectively.
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Figure 6-5: Sequential control flow diagrams @etOSVersiorfunction.
SimpleGetNT5ClientVersidaunction
I/l SimpleGetNT5ClientVersion.cs © 2008 by Bj Rollis on

/l Returns the Windows NT operating system environm ent

private const int WINDOWS_NT5_ KERNEL = 5;

private const int WINDOWS_2000 = 0;

private const int WINDOWS_XP =1;

AOQ private static string SimpleGetNT5ClientVersion 0
{

OperatingSystem osVersioninfo = Environment .OSVersion;
string osVersion = string.Empty;

Al  switch(osVersionlnfo.Version.Major)

{
A2 case WINDOWS_NT5_KERNEL:
A3 switch(osVersionInfo.Version.Minor)
{

A4 case WINDOWS_2000:
osVersion = "Win2K";
break;

A5 case WINDOWS_XP:
osVersion = "WinXp";
break;

}

break;
} .
return osVersion;

A6 }

The first CFD demonstrates how control flow woulthgly bypass the case statements and return an
empty string if the operating system's major versiamber is not equal to an integer value of feéf
operating system environment is Windows Server 2008trol flow jumps from the switch statement



at A3 to A6 and also returns an empty string asttated in the second CFD. The third CFD shows the
control flow from A3 to the case statement at Adewlthe operating system environment is Windows
2000 Server and returns the strifgn2K And, if the operating system environment is WiwdoXP,

the fourth CFD demonstrates how the control flomps around A6 to the A7 case statement and
returns the strin§vVinXp

Another place where block testing is importanhigxception handling. Interestingly enough,
behavioral testing typically does not exercise maintyhe exception handlers in a program, so
designing structural tests to reduce risk and enexceptions are handled correctly is importarthef
application handles exceptions and an exceptioarsaturing the execution of the application's code,
the system will search for the appropriate exceptiandler and control flow will transfer to that
exception handler.

ConvertToPositivelntegdfunction

AOQ private static int ConvertToPositivelnteger(str ing s)
{
try
{ .
Al return (int)Convert. ToUInt32(s);
}
A2  catch(FormatException)
{
return -1,
} _
A3  catch(OverflowException)
{
return -1;
}
Ad }

The precedingonvertToPositivelntValutinction is a simple example of control flow fotception
handlers. The sequential CFDsHIgure 6-6for the ConvertToPositivelntValukinction illustrate how
control flow jumps around or to the appropriateeptoon handler. A block test that passes a string
argument of whole numbers between 0 and 21474888A¢onvert the string passed to thember
parameter to an integer and exit the functionllastiated by the first CFD iRigure 6-6 To test the
exception handlers we require a minimum of two toldal tests. For the second test, we pass a
noninteger value (string, empty string, charactamnsl so forth) to the number parameter. Any
noninteger value will cause a format exceptionraiwde thrown and control jumps from Al to A2
where the return value is set to -1 before coritoaf exits and returns to the calling function. Tthed
test must exercise the overflow exception handlstring argument representing a whole number
larger than 2147483647 or any negative whole numdsaiits in an overflow exception within tirg
block A1l and control jumps to the overflow exceptlandler.
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Figure 6-6: Sequential control flow diagrams @onvertToPositivelntValutinction.

In the CFD, the statementd.Parse()and(int)Convert. ToUInt32(are represented by the single node
Al because it is not important to differentiateviEsn the two statements for the purpose of block
testing. However, testers must also realize thegehwo process statements set up specific input
minimum and maximum boundary conditions for thenberparameter. Thit.Parse()function
converts a string representation of a whole nurtdarsigned integer value within the range of
-2,147,483,648 to 2,147,483,647. Thenvert.ToUInt32function converts &ystem.String
representation of a whole number to an integerevbkiween 0 and 4,294,967,296. Although we
require only one block test to evaluate controifibrough the overflow exception handler, the
professional tester also realizes that additionahldary testing is required for adequate evaluaifon
this function.

Summary of Block Testing

Block testing is a common testing approach usedifidrtesting, and it is quite valuable to quickly
evaluate the basic functionality of a functionislalso a valuable technique to design tests tocesee
control flow of switch/case statements and excepti@ndlers. However, block testing is a weak
criterion for robust structural testing and cansnimportant branches of control flow. It is alsowe
easy to overlook potential problems, especialthéf only purpose of the testing is to achieve iaseel
code coverage and not to carefully analyze the coder test.

Decision Testing

Decision testing evaluates conditional clauses &kanple Boolean expressions cause control flow to
branch depending on whether the condition evaluatesor false. The primary goal of decision tegtin
is to design tests that evaluate both the truef@sd outcome of a Boolean expression. This approac
to structural test design is similar to block tegtibut instead of designing tests to execute goatis
blocks of code, decision testing focuses on evialgaach conditional clause in a function. The
advantage of decision testing over block testirthas it provides even better sensitivity to cohti@wv

as compared to block testing. TGeeateNewFildunction helps illustrate the effectiveness ofidien
testing as compared to block testing.

CreateNewFild=unction

// Simplified function to check for an existing fil e and delete that file if it
exists

I/l and create a new file

AO private static void CreateNewFile (string myFil ename)
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{
Al if (File.Exists (myFilename))

File.Delete (myFilename);

}

File.Create (myFilename);
A2 }

In this example, we can achieve 100 percent blogkerage of th€reateNewFildunction with one
test. By passing the function a valid file naméhemyFilenameparameter (a file that already exists
on the system at the specified location), we catate all blocks in this function. However, as the
control flow diagram irFigure 6-7reveals, only the true outcome of the simple ciomul clause in

the function was evaluated. The false outcome@ttnditional clause at Al, indicated by the dotted
line in the CFD irFigure 6-7 is not traversed. Again, this is one weaknedsaifk coverage measures.

Figure 6-7: Control flow diagram fa&@reateNewFildunction.

Decision testing of th€reateNewFildunction requires a minimum of two tests of thusdtion. For
the first test, we pass a file name as an arguioehis function that exists on the system to fahee
conditional clause to evaluate to its true outcofngecond decision or branch test requires usde pa
valid file name that does not exist as an arguneetitis function to evaluate the false outcomehef t
conditional clause. Although this is a simple exmp demonstrates how decision testing provides
better sensitivity to control flow for simple cotidnal clauses as compared to block coverage.

Also note that we are not passing invalid file nastiengs to thenyFilenameparameter to check for
various error conditions. The purpose of structtesting is not to test all possible inputs or otgp
but simply to help us test control flow throughuadtion. In this example, we assume that the
myFilenamestring is validated somewhere else and a validgsts passed as an argument to the
myFilenameparameter.

However, testers should be cautious with loopingcstires because it is easy to design ineffecéstst
that evaluate both the true and false outcomeseotonditional clause without effectively testihg t
loop structure. For example, we could design osefte theGetCharacterCountunction and pass an
argument of A to thenyStringparameter and an argument of A to tipgCharactemparameter, which
would evaluate the conditional clause in theloop as true. The next iteration through the loop
evaluates the conditional clause as false becaesedex value is equal to the length of the
myStringArrayvariable.

GetCharacterCount.cs
Il This function counts the number of specified cha racters in a string




private static int GetCharaacterCount (string myStr ing, char myCharacter)

char[] myStringArray = myString.ToCharArray();
int result = 0;

for (inti = 0; i < myStringArray.Length; i++)
if (myStringArray[i] == myCharacter)
{

result++;

}
}

return result;

}

A more effective test strategy for decision tesiggp execute a minimum of three tests for more
comprehensive structural testing of this functibime basis path testing technique described latirisn
chapter provides a technigue that ensures thatra thorough set of structural tests for functiorighw
simple conditional clauses is used. Also note tinate are additional tests that we would want to
design to completely test the capabilities of fhrsction, but for decision testing of the functiove
require only two tests.

Summary of Decision Testing

In general, decision testing provides greater seitgito control flow as compared to block testing
Decision testing is effective for simple conditibnkuses in which one Boolean conditional clagse i
being evaluated such as if statements or loopimgtstres. But, similar to block testing, decisiests
do not adequately evaluate relational operatoesaonditional clause. The decision tests for the
conditional clause

if (x <= 5)

would include a test whepeis equal to 5, forcing the condition to evaluagdrae. A second test where
x is greater than 5 would force the conditional espron to evaluate as false. With two tests we are
able to evaluate both the true and false outcorhteaonditional clause, but these two tests do no
adequately test the relational operator. Testieg¢hational operator requires an additional tdstnex

is less than 5. Although this third test seemseealdent, incorrect usage of relational operatsrsne

of the leading causes of boundary class defects.

Decision tests also do not effectively evaluatetrmdrlow of a compound conditional clause. For
example, the looping structure in tBeémpleSearckunction contains two conditional clauses or
subexpressions. Decision tests are designed taaeatompound conditional clauses to their true and
false outcomes regardless of the number of comditiexpressions. So, if we pass a string of ABC as
themysStringparameter, and a character of B astiy€haracteparameter to th8impleSearch

function, we can evaluate both the true and faldeames of the looping structure. However, we didn’
adequately evaluate the false outcome of the donditsubexpression that evaluates the index aigains
the length of the string array. For adequate tgsdsfircompound conditional clauses with multiple
conditional subexpressions, we use a slightly bffié structural technique called condition testing.



Condition Testing

Sometimes control flow through a function dependshe outcome of multiple conditional clauses.

But rather than writing cascading conditional cksjgdevelopers can often simplify the function by
writing a single conditional clause composed oftipld Boolean subexpressions that are separated by
logical AND or logical OR operators. For examples isNumberBetweenMinAndMdunction checks

for a number between minimum and maximum valuess ifimplementation uses two simple

conditional clauses to return either a true orefalstput.

IsNumberBetweenMinAndMaxfunction
private static bool IsNumberBetweenMinAndMax (int n umber)

{
int minValue = 1;
int maxvalue = 10;

if I(number < minValue)

if I(number > maxValue)

{

return true;

}
}

return false;

}

But we can rewrite the two simple conditional clesisising a logical AND operator to separate the two
Boolean expressions in this function. The advargageefactoring the code as illustrated in the
following example include the reduction of linescolde, increased maintainability index, and reduced
number of blocks. In the preceding function, thenber of decision tests is three, and in the foliayvi
refactored code, the number of condition testssis three if we assume short-circuiting.

RefactoredIsNumberBetweenMinAndMaxction
private static bool IsNumberBetweenMinAndMax (int n umber)

{
int minValue = 1;
int maxvalue = 10;

if ({(number < minValue) && !(number > maxValue))

return true;

}

return false;

}

When a conditional clause contains two or more Bawolsubexpressions, we can use the structural
testing technique condition testing. Conditionitesis similar to decision testing, but tests for
condition testing are designed to evaluate thedngefalse outcomes for each subexpression in a
compound conditional clause. Condition testing utes better sensitivity to control flow as compared
to decision testing when testing compound condiiatauses.

For example, the Next Date program that we testéhapter Scontains the
IsinvalidGregorianCalendarDatéunction that checks to verify the input variabées not within the



date ranges identified by the i18 Invalid equivakeclass subset ifable 5-1 The
IsinvalidGregorianCalendarDatéunction uses a compound conditional clause terdahe whether
the three input variables that are passed to thehmday, and year parameters are valid (meanmg th
variables are not within the specified date ranges)valid (meaning the variables are within the
specified date ranges). Decision testing oflgthevalidGregorianCalendarDat&nction requires only
two tests to evaluate the conditional clause tb o true and false outcomes. But it should be
obvious that simple decision testing is inadeqgt@test the structure and control flow of this ftioc
effectively.

IsinvalidGregorianCalendarDatefunction

/I The following function checks for dates between 10/5/1582 and 10/15/1582
// which are dates excluded on the original Gregori an Calendar
private static bool IsIinvalidGregorianCalendarDate (int year, int month, int day)
{

if (year == 1582 && month == 10 && !(day < 5) && I(day > 14)

{

return true;

}

return false;
}

Condition testing of thésinvalidGregorianCalendarDatéunction requires five tests to effectively
evaluate the true and false outcome of each Boaehexpression in this single compound conditional
clause. The control flow diagram gure 6-8represents a model of the control flow at each
conditional clause in the function. The tests dreddutcome for each conditional clause are outlined
the truth table iMTable 6-1

Table 6-1: Truth Table fdsinvalidGregorianCalendarDat&unction
= Open table as spreadsheet

Tests Parameters Conditional clauses Expected resu
Month Day Year Year Month !(day <5) !(day > 14)

1 10 11 | 1582 True True True True True

2 10 21 1582 True True @ True False False

3 10 3 1582 True True  False False

4 5 7 1582 True False False

5 10 5 1994 False False




Figure 6-8: Control flow diagram fdsinvalidGregorianCalendarDaté&unction.

The variables passed as arguments taritweth day, andyear parameters are a representative sample
of the elements from the valid equivalence clagssts for each parameter, as illustratetaible 5-1
The Boolean outcomes for tests 3, 4, and 5 thatigtdighted in gray iTable 6-1are for illustration
purposes only and would not be evaluated duringnara execution if we assume short-circuiting.
When the first conditional clause resolves as falsatrol flow will jump to the return false proses
statement. Alsolable 6-1does not include all combinations of possible ontes for each conditional
clause. Again, this is because we are assuming-sinouiting of the control flow. If, short-circurg is
not a common practice or cannot be assumedsthealidGregorianCalendarDaté&unction would
require 16 tests to exercise all combinations oheatcome for each conditional clause.

Summary of Condition Testing

Condition testing provides better sensitivity tatrol flow through compound conditional clauseshwit
multiple Boolean subexpressions separated by lbgperators as compared to other types of strulctura
testing. So, condition testing subsumes both béoekdecision testing when dealing with functions
that include compound conditional clauses. Conditests are designed to evaluate the true and false
outcome of each subexpression in a compound condltclause. But condition testing does not
exercise all combinations of true and false outofecompound conditional clauses because short-
circuiting is typically enforced at Microsoft. Iregeral, there is never a good excuse for not short-
circuiting. However, testers should check with tligvelopers to determine whether short-circuiting

a standard practice.



Basis Path Testing

Path testing attempts to traverse every possititfetheough a program. Looping structures in a
function pose an especially challenging problerpdth testing because every time control flow iesat
through a loop it is considered a different paih,. t8sting every possible path in any nontrivial
function is simply impractical. Consider a functi@s shown irrigure 6-9 with four conditional
clauses inside a looping structure, and contreVglthrough the loop up to a maximum of 20 times. If

we regard each subsequent path through the loaglierent path, there aré%or approximately 100

trillion possible tests. Exhaustive testing of gvpossible path would take more than 3,000 years at
one test per millisecond!

Loop 20 tintes

IMAKIFuUm

Figure 6-9: Control flow diagram of a function wherontrol can loop up to 20 times.

Testing every possible path through a functionahamatically infeasible—and rarely practical for
that matter. Thomas McCabe suggested a possihlemoto this testing dilemma. McCabe
hypothesized a direct correlation between the eyalec complexity metric and the number of tests
required to perform adequate path testing of thattion. The exception to this heuristic occurs in
functions where the same conditional clause isuatall twice. When identical conditional clauses are
evaluated, the number of possible basis paths amdsponding basis path tests is less than the
cyclomatic complexity metric. An example of thisllastrated in thdsValidMod10Numbefunction
described later in this chapter.

What is Cyclomatic Complexity?

Cyclomatic complexity is one measure to help dgweds gauge the complexity of their functions. It is
a commonly used metric in the software developrfintycle to evaluate potential reliability,
testability, and maintainability of a module. Butan also be used by testers to determine a mmimu
number of tests for more rigorous testing of cdritoaw through a function as compared to block or
decision testing. Cyclomatic complexity measuresdécision logic used to control flow through a
module or a function. The formula to calculate oyehtic complexity is/(G) = Edges - Nodes + 2, but
if you must calculate cyclomatic complexity by haardeasier formula is to simply count the number
of conditional clauses and addG&) =p + 1).

A basis pathis defined as a linearly independent path thraufimction. A complete explanation of
linear independence is nontrivial and beyond tlops®f this book. However, for the sake of
simplicity linearly independent basis paths aregef set of unique paths through a function. For
example, in a function with one conditional clatisere are two linearly independent basis paths, as
illustrated in the control flow graphs kigure 6-10 Linear combinations of the set of linearly
independent basis paths represent all possible giatbugh a function such that any other path thinou
the function is a superset of the basis path $wt.structural testing technique of basis pathrigsti
provides an effective approach to the virtuallyuimsountable problem of exhaustive path testing.



True False

Figure 6-10: Linearly independent control flow gnap

McCabe and Watson also proposed the baseline gathigjue that testers can use to systematically
identify the set of linearly independent basis pdtitough a function. There are actually two défer
approaches the tester can use to identify thef$tsis paths. Theimplified baseline path technigige
perhaps the most commonly known and the most systeapproach used to identify the set of basis
paths in a function. The simplified baseline paithhique employs a methodical process in which the
tester completes the following steps:

1. Identifies the shortest baseline path (the patth thhe fewest number of conditional clauses)
through a function from the entry point to the gaint of the function being tested.

2. Return to the entry point of the function.

3. Trace control flow from the entry point to thesficonditional clause that has not been
evaluated to both its true and false outcomes.

4. Change the conditional clause to its alternateaoe.
5. Follow the shortest path from that conditionaluge to the exit point.

6. Repeat steps 2 through 6 until all basis pattpsaleto the cyclomatic complexity metric) are
defined.

Although the simplified baseline path techniqueffective in quickly identifying a set of basis bat
it can result in a set of basis paths that aregestrictive, or the set might include unlikely path
through the function. So, to provide the testehwinh alternative and more creative method of
identifying basis paths McCabe and Watson alsoqweg theractical baseline path technique
identify the set of basis paths in a function. Pphactical baseline path technique is also a sydtema
process, but instead of following the shortest p#tinough a function, the tester uses the following
procedure:

1. Identify a likely functional baseline path thrdéutipe function that is representative of highly
probable control flow through the function thatiest commonly encountered at run time, or
the most important or critical path through thedtion.

2. Return to the entry point of the function.

3. Trace control flow from the entry point to thesticonditional clause that has not been
evaluated to both its true and false outcomes.

4. Change the conditional clause to its alternateauoe.
5. Follow a path to the exit point that includes t@ximum number of conditional clauses



traversed by the baseline path.

6. Repeat steps 2 through 6 until every conditictalse has been evaluated to both its true and
false outcomes and all basis paths are defined.

The effectiveness of basis path testing is cleagaled in the prototypical example first publidlre
the National Institute of Standards and TechnolSggcial Publication 500-23E!

CountCFunction

/I This function counts the instances of the letter C
I/ in strings that begin with the letter A

AOQ private static int CountC (string myString)

{
intindex=0,i=0,j=0,k=
charA="'A,B="B, C="'C};
char(] strArray = myString.ToCharArray();

0,

Al  if (strArray[index] ==

{
A2 while (++index < strArray.Length)

{
A3 if (strArray[index] == B)

{
J:]+1,

}
A4 else if (strArray[index] == C)
{
=i+
k=k+1;

j=0;
}
I
=i+
Yoo
return I;
A5 }

The CountCfunction contains four conditional clauses. If @@y wanted to evaluate each conditional
clause to both its true and false outcomes at teast, we would need only two tesiable 6-2is the
truth table that would result from two tests in @hthe first test passes an argument of D and the
second test passes an argument of ABCD t&thentCfunction.

Table 6-2: Truth Table for Decision Testing@duntCFunction
= Open table as spreadsheet

Test Param Conditional clauses Result
Al A2 A3 A4 Expected Actual
1 D False 0 0

2 ABCD True True/False True/False True/False 1 1




The control flow diagram illustrated Figure 6-11reveals the true and false outcomes for each
conditional clause in th€ountCfunction for decision test 2 ifable 6-2 Decision test 2 traverses a
path of AOLI AL(T) 1 A2(T) 1 A3(T) [ A2(T) L A3(F) 1 A4(T) 1 A2(T) L A3(F) [ A4(F) L A2(F)

L1 A5,

+

False

Figure 6-11CountCcontrol flow diagram.

However, application of the simple baseline pathhoe to identify the set of basis paths and the
expected result predicted for each basis patlgteskly reveals two errors of commission. The
CountCfunction has four conditional clauses and a cyeticncomplexity of five. Therefore, there are
five basis paths for this functiomable 6-3lists the set of basis paths and the inputs reduo test
those paths and the expected result,Fagdre 6-12llustrates each linear independent basis path.



Figure 6-12: Linear independent pathLiountCfunction.

Table 6-3: Basis Path Table foountCFunction

= Open table as spreadsheet

A5

Basis path  Path Input Expected
1 AO [ A1(F) [ A5 D 0
2 AO [ AL(T) 1 A2(F) C A5 A 0
3 AO [ AL(T) [ A2(T) L A3(T) [ A2(F) L A5 AB 0
4 A0 [ AL(T) 0 A2(T) D A3(F) D A4(T) DA2(F)  AC 1
A5
5 A0 (1 AL(T) (1 A2(T) [ A3(F) 1 A4(F) TA2(F)1 AD 0

Table 6-4for theCountCfunction reveals that each independent true alsd fautcome for each
conditional clause is executed at least one tinuk aB we execute the basis path tests and
systematically traverse each linear independett \watsoon realize there are two separate errors in
this simple function. The first error is detecteithvbasis path test 3. The expected output is Oinbu
fact it will be 1. The second error is found witasis path test 4, for which the expected outpiif st

the return value is actually O.

Table 6-4: Truth Table foEountCFunction
= Open table as spreadsheet




Test Param Conditional clauses Expected Actua
Al A2 A3 A4

1 D False 0 0

2 A True False 0 0

3 AB True True/False True 0 1

4 AC True True/False False True 1 0

5 AD True True/False False False 0 0

This is just a simple example to explain the ppies of basis path testing and how to methodically
analyze a function. Some people will look at @@intCfunction and focus on the poor quality of the
code. For example, they ask why we are even chgd&inthe character B or realize the varidbldoes
absolutely nothing. Interestingly enough, we somes see things such as this in production code. The
conditional clause could be for future use or auieathat was removed. Thevariable is an example

of dead code. Sometimes people focus on the powoitien code, but a professional tester can take
even the most convoluted function and design sirattests for it.

Of course, both of these errors might have beendauring behavioral testing. But the dead code
could not be detected by behavioral or exploratesying from the user interface (and that is aarerr

of commission) and if the error of counting thedeB is found, the tester has no way of determining
which of the more than 100,000 other Unicode chiaraanight also be incrementing the return value.
So, which of the more than 100,000 Unicode characte you choose? Would you try them all? Or
perhaps would structural testing reduce the nurabtgsts, increase efficiency, improve test coverag
provide more qualified information, identify diffemt types of errors and help us understand why they
occur, and potentially help reduce overall risk?

ThelsValidMod10Numbefunction is another great example of how basik pedting provides greater
sensitivity to control flow as compared to blockdatecision testing in a real-world example.

IsValidMod10Number.cs

/l This function takes a string input, converts it to a number array, and applies a
/l mathematical formula to check the number's abili ty to meet the criteria for a

valid

// Mod 10 number and returns a Boolean result.

AO public static bool IsValidMod10Number (string n umber)

int[] numberArray = new intfnumber.Length];
bool checkBit = false;
int sumTotal = 0;
Al  for (inti=0;i<number.Length; i++)

numberArray][i] = int.Parse(number.Substring(i, 1));



A2  for (intindex = numberArray.Length - 1; in dex >= 0; index--)

{
A3 if (checkBit)
{
numberArray[index] *= 2;
A4 if (numberArray[index] > 9)

numberArray[index] = 9; // correct st atement is number -=9;
}

}

sumTotal += numberArray[index];
checkBit = IcheckBit;
}
return sumTotal % 10 == 0;
A5 }

What is a Mod 10 Number?

Hans P. Luhn patented a simple checksum algorithonvk as the "modulus 10" or "Luhn formula”
commonly used to validate certain identificatiomiers. Basically, the algorithm multiplies every
digit in the number by a 1 or a 2 starting from ¢émes column and progressing leftward. If the tesiul
a digit's computation is greater than 10, the tigitslin the result are simply added together Ker t
result is simply subtracted by 9). The sum of athputed digits is then divided by 10. If the quiotie
has no remainder (sum % 10 == 0), the number paiseeaod 10 algorithm. This algorithm is
commonly used to verify numbers such as credit nardbers and Canadian Social Insurance
Numbers.

With a single input we could achieve 100 perceatkland decision code coverage of the
IsValidMod10Numbefunction. A test input of 4291 would evaluate thee and false outcomes for
each conditional clause and return a Boolean vaflireie to the calling function, which is the exfest
result. A second test of 1 would return false ®dhlling function. Both tests passed and the code
coverage results reveal 100 percent decision aukldoverage, as illustratediable 6-5 but both
tests missed the critical errors in te®alidMod10Numbefunction.

Table 6-5: Truth Table for Decision Testingls¥alidMod10NumbeFunction
=» Open table as spreadsheet

Test Number Parameter number Conditional Clauses Rault

Al A2 A3 A4 Expected Actual
1 4291 True/False True/False False/True True/False True ue Tr
2 1 True/False True/False False False False

ThelsValidMod10Numbefunction has four conditional clauses. Using apdified formula of
counting the number of conditional clauses andragldi we calculate a cyclomatic complexity of 5.
There are logically five basis paths; howeverhis example we are able to traverse only four basis
paths. This is because it is impossible for dupdickecisions within a function to have conflicting



outcomes. If two conditional clauses evaluate #mesBoolean expression, the outcome for the same
conditional clauses must be identical. The cond#ialauses in A1 and A2 in the
IsValidMod10Numbefunction are identical because they are evaluahieghumber of characters in the
string against an incrementing index value anchtiraber of elements in the array after convertirgg th
string to an array against an incrementing inddxe/dn this case, the number of characters in the
string is equal to the number of elements in thayasso the conditional clauses are essentiallytica!
and we have only four basis paths, as illustratdéiqgure 6-13
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Flgure 6-13: Basis path set fisvalidMod10Numbefunction.

The four basis path tests indicated’able 6-6reveal three of the five critical errors. (The temors

not identified by basis path testing in this exapktlude an unhandled format exception when the
argument value is a negative number or containgteer characters, and when the argument value is
an integer larger than 2,147,483,647 and an unbadrallerflow exception error will occur.)

Table 6-6: Truth Table for Basis Path TestingsdalidMod10NumbeFunction
= Open table as spreadsheet

Test number Parameter number Conditional clauses Raeilt

Al A2 A3 A4 Expected Actual
1 empty False False False True
2 0 True/False True/False False False True
3 10 True/False True/False False/True False False False
4 59 True/False True/False False/True True True False

The first two critical errors identified by basiath testing also occur as a result of faulty input
validation. If the input parameter is an emptyrgjror the string 0, the return Boolean value irséhe
cases is true instead of false. The third critezadr found by basis path testing is test 4 udieg t



minimum valid number that will cause A4 to evaluasetrue and satisfy the mathematical formula for
the mod 10 algorithm.

Of course, we could miss the critical error in finection by passing a string of 50 to tember
parameter. This is the minimum input value that Midtaverse the same structural path as test 4 and
cause the conditional clause A4 to be true. In¢h&e, the expected output would be false and the
actual output is false. This example serves tdoete problems associated with the pesticide parado
and the importance of testers not relying on alsiagproach or technique for effective testing.

This example also illustrates how visibility inteetcode can reveal hidden boundary conditions or
other corner cases. For example, by applying timeipies of boundary value analysis to this funatio
we discover several subboundary conditions. Fomgka, assume that the developer validates the
argument value as an integer greater than O bpasging it to thésValidMod10Numbefunction. The
minimum boundary condition of the extreme rangg, ihich is an invalid number. But the minimum
valid number is 18, so that is a boundary conditttamtified by our equivalence class partition of
minimum valid numbers according to the mod 10 atgor. An input of 18 in the faulty function
would return an actual value of true, as expedteavever, the minimum valid number that will
traverse the true path of the conditional clauses®sB. So, 59 is a subboundary condition and quei
value within the valid class range of valid numhbaesause it is handled differently from how other
valid numbers preceding it are handled. In thiggXe, identifying boundary conditions and using
them as test inputs for structural tests can taEptify certain types of errors more efficiently.

Summary of Basis Path Testing

Basis path testing is different from block and demi testing in that each outcome for each conuhdio
clause must be tested independently. For exanpgepossible to evaluate the conditional clausa in
while or for loop to both its true and false outaswith one (poorly designed) test to satisfy denis
or block testing. However, basis path testing nexguone test that forces control flow to bypass the
loop and another test in which program control 8diwough the looping structure. So, similar to
condition coverage, basis path testing subsuméslbotk and decision testing.

Basis path testing provides better sensitivitydotool flow as compared to block or decision tegtin
when analyzing a function composed of simple coowi#l clauses, especially those employing looping
structures. But basis path testing appears to pedumilar results to condition testing when evahga

a compound conditional clause.

[4 Arthur H. Watson and Thomas J. McCaB&uctured Testing: A Testing Methodology Using the
Cyclomatic Complexity MetrjdNIST Special Publication 500-235 (Gaithersburd):NNational
Institute of Standards and Technology, 1996).

Summary

Structural testing techniques are systematic proesdthat help testers design effective tests more
efficiently when analyzing the program's sourceectmlimprove code coverage. But we would never
advocate structural testing as the initial or th@pproach to testing software. Structural testin
technigues are designed to support and enhancetestieg approaches and methods. Structural
testing can also provide more in-depth informatod reduce risk exposure by designing and
executing tests to evaluate paths through the tatavere not traversed by other testing approaches
This is important because logic errors are invgreahational to a path's probability of executitirwe
don't execute a path through code, we must assOthedrcent risk. If we execute that path, our igsk



reduced by some percentage, and the more we studbesgaverse a path through code, especially
with different data, the more we reduce our ovexgfiosure to risk.

Behavioral testing approaches, systematic functi@séing methods, and structural testing methods
are each intended to provide different types ajfrimiation and evaluate the software from different
perspectives. Complex problems require a plethbpeispectives to provide the qualified information
the decision makers require to better assessmiskramke informed business decisions. Structural
testing simply provides a different perspectiva twomplex problem. But structural testing is an
organizational investment. This level of testingtsamore in terms of time and skills needed byetsst
to design white box structural tests. However,ctmal testing can prove invaluable in reducingglon
term costs and minimizing risk for highly critica complex systems that require a high degree of
reliability.

Chapter 7: Analyzing Risk with Code
Complexity

Alan Page

Overview

My uncle Frank has fished the rivers of Montanadgmsre life. To this day, he is a great fishernide.
always knows which combinations of pole, line, &ait have the best chance of catching a fish, and
his friends consider him an expert in the field.gd®d as he is at fishing, he can't catch fishefe

aren't any in the area of the river where he Harfig. He knows that great equipment and bait aren't
enough, so he also knows how to read depth anddfdhe rivers and uses this information to predict
accurately where fish will be. The combination abwing what to do and developing a strategy based
on analysis of the fishing area is what makes larauccessful.

Technigues such d&®undary-value analysandpairwise testingare effective for reducing the number
of needed test cases while minimally affecting.rigke problem is that there is not an even distioiou

of bugs throughout the source code. In fact, iypécal software project, some components tend to
have many bugs while others have few or none. Myeunses a variety of techniques to predict where
the fish will be. Similarly, one of the necessit@@ssoftware testing is to anticipate where pockidts
bugs will be, and then target test cases towarskthoeas of the project.

Risky Business

Testing is often a process of managing riRisk-based testinig an approach to testing based on
mitigating potential risks in a product. This apgeb intends to focus available testing resourcaben
most appropriate areas. In a sense, all testingkidased,; it is not possible to test everythswas
testers, we make choices based on a variety efieribon where to concentrate our testing efforts.

Italian economist Vilfredo Pareto created a forntolaescribe the irregular distribution of wealth i
his country, observing that 80 percent of the weladtlonged to 20 percent of the people. Many people

believe that th&areto principle[l] (the 80:20 rule) applies as well to software prtgeApplied
generally, the Pareto principle states that in maegsurements, 80 percent of the results come from
20 percent of the causes. When applied to softvilaeeRareto principle can mean that 80 percerfieof t
users will use 20 percent of the functionalitytt®@ percent of the bugs will be in 20 percenthef t



product, or that 80 percent of the execution tiroeuos in 20 percent of the code. One aspect @ka ri
based approach attempts to classify which portfdheproduct contains these popular user scenarios
and drives the creation of more tests directetattgortion of the product. The other side of itk in

this approach is that this approach relies on atelyr determining where the majority of the testing
effort should be and misses the fact that therebsikcustomers who will use the features and code
paths that fall outside of the 20 percent range.

Another manner in which to apply risk-based testanp write more tests for the parts of the praduc

that have a higher potential of containing bugst & my uncle knows where to cast his line to have
the best chance of catching a fish, a risk-basgthgeapproach knows which tests to run to have the
best chance of finding critical bugs.

[L\wikipedia, "Pareto Principle fittp:/en.wikipedia.org/wiki/Pareto_principle

A Complex Problem

Complexity is everywhere. | remember making chaeotdnip cookies ever since | was old enough to
reach the knobs on the oven. | used my grandmettearipe, and it only included a few ingredients. |
rarely referred to the recipe, but the cookies vpendect every time. The measurements of the variou
ingredients were consistent (that is, two stickbutter, two cups of flour, one cup each of whitd a
brown sugar, and one bag of chocolate chips), madaoking time was a round number (10 minutes).
The key to my success was that the recipe was sirBglrring a catastrophe (such as rancid buttar or
broken oven), | could not find a way to make badatitate chip cookies.

As an adult, | still love to cook, but | have ruma various problems many times in the kitchen ahil
attempting to reproduce a favorite dish or re-@e@atecipe inspired by the pictures included insaim
my cookbooks. Recipes with dozens of ingredientsraaltiple cooking steps are primed for mistakes
to happen. Usually, | make it through unscathetipften enough, | end up with three pans cooking on
the stove before | realize that | missed an estep or misread the recipe and pteilalespoorof

cayenne pepper into the soup insteadteapoonThe complexity of the recipe and the interactibn
dealing with multiple recipes at once make it mideely that | will make a mistake. Similarly, congp
code and interactions of complex portions of cagegenerally more prone to mistakes.

One method sometimes used to predict where budgst inggis to seek out the areas where the code is
more complicated. Complex code has a tendencyve mere bugs, and simple code tends to have
fewer bugs. Complicated code also has the enorh@gback of being much more difficult to
maintain. Code complexity is an important meastdith® "difficulty” of the code. The greater the
complexity of the code, the more difficult the casléo test.

Gut feel or subjective measurement from cursoryeaediew is at times sufficient for gauging code
complexity.Code smelis a term used often in Agile programming cirdlest describes code that

might be too complex because of large functions large number of dependencies. Smells are
typically a subjective measurement that can depenithe programming language or environment, and
they are useful for identifying code that potemyiahould be refactored or rewritten.

Don't Touch That

When | worked on the Microsoft Windows 95 teangdted networking components. In one particular
component | tested, we would occasionally find aonbug, and on rare occasions, a beta user would
report an issue with this component. Luckily, dlttee bugs were minor because all of the bugsig th
component were resolved as "won't fix," meaning #fix was not planned for this release or for any
future release. The reason for these resolutiosssimaple: The code was "too scary to touch" and the



original developer had left the company years earlihe code was so complex and difficult to
comprehend that not a single developer was contiierfaxing bugs for fear that he or she would cause
a dozen other failures.

Fortunately, that component was completely rewrifte the following release of the Windows
operating system, but every once in a while, | Bgar stories about bugs that can't be fixed tseau
everyone is too scared to touch the code.

Any time simplicity isn't part of the initial desigand implementation of the software, there is podaé
for the code to grow into a nonmaintainable meabjettive methods such as intuition or gut feel can
be effective means to identify complex code, baté¢hare objective measures of code complexity that
can assist in determining where bugs can be hiding.

The simplest measure of code complexity might esliof code (LOC). An application with 1,000
lines of code typically is less complex than anliapgon with 10,000 lines of code is. Mathematics
alone can lead you to believe that the 10,0004mgect would have 10 times as many bugs as the
1,000-line project, but in practice, the 10,00@Iproject often has many, many more bugs. However,
because of discrepancies in how lines of code @uated (see the following section), as well as
numerous other external factors, lines of sourcke¢e generally discarded as an accurate complexity
metric. Many other complexity measurements candeel o predict where bugs can occur, and some
of those measurements are described in subsepaiUs.

Counting Lines of Code

How many lines of code are in a program? How cah susimple question be so difficult to answer?
Let's start with something simple:
if (x < 0)
i=1;
else
i=2;

The preceding excerpt contains four lines. How mdwogs it contain if formatted like this?

if (x<0)i=1;
elsei=2;

You would have a hard time counting the second @kauas four lines—it is two lines, or at leassit i
formattedas two lines. Personally, | don't like the fornmagtof either example. Given the same code,
I'd prefer to write it like this:

if (x < 0)
t
i=1;
}
else
{
i=2;
}

So, is this example two, four, or eight lines loA¢® answer depends on whom you ask. Some LOC
measurements count only statements (in C, for ebagrtips includes only lines ending in a

semicolon). Other measurements count all linesxdank lines and comments. Others still count the
number of assembly instructions generated (eatihegbreceding examples generates the exact same



assembly language or intermediate language whepitzdras managed code).

Although there are many methods for counting LACy@u have to do if you want to measure LOC is
pick a method that you like, and use it consisyeiMieasuring program length through lines of cale i
rarely an actionable metric but is simple to catelland has potential for such tasks as compdrang t
deltas between two versions of a product or twopmmments in a project.

Measuring Cyclomatic Complexity

Computer programs contain thousands of decisibtisis happens, do that...unless titber thing
happened, then do this firflrograms that contain numerous choices or desigiase more potential
to contain failures and are often more difficultést. One of the most common methods of
determining the number of decisions in a prograbyisising a measurement call®glomatic

complexity Cyclomatic complexity is a measurement develdpe@ihomas McCab# that identifies
the number of linearly independent paths (or dens)j in a function. A function that contains no
conditional operators (such as conditional statesmyémops, or ternary operators) has only one figea
independent path through the program. Conditioteéments add branches to the program flow and
create additional paths through the function.

Program maintenance becomes an issue when cyctoooatiplexity numbers rise. Psychologists have
demonstrated that the average person can holdigalyo nine pieces of information in short-term
memory at one time; thus, when the number of iatated choices grows beyond five to nine there is a
much higher potential for the programmer to makeistake when modifying the code. Exceptionally
high numbers of decisions can lead to code thdiffisult to maintain and even more difficult toste

The most common method of computing McCabe's caxitpleneasurement is by first creating a
control flow graph based on the source code, agal tlalculating a result based on the graph. For
example, consider the codelisting 7-1

Listing 7-1: Simple cyclomatic complexity
int CycloSampleOne(int input)

int result;
if (a < 10)
result = 1;
else
result = 2;

return result;

This code is represented by the control flow grsipbwn inFigure 7-1
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Figure 7-1: Control flow diagram for the examplesohple cyclomatic complexity ihisting 7-1

Based on the control flow graph, McCabe identiffessformula to calculate cyclomatic complexity for
a function agdges - nodes +.2n the graph irkigure 7-1 nodes appear as shapes, and the edges are
the lines connecting the nodes that show potepaitids through the program. The nodeBigure 7-1
labeled A through D show the statements in thetfancUsing the formula described earlier, thee ar
four nodes, and four edges, or paths between nAdesysis shows that the complexity of this funatio
is 2 (edges (4) - nodes (4) + 2 = 2). An accurhtetsut to calculate cyclomatic complexity is simpl

to count the number of conditional (predicate)estegnts and add 1. In the preceding example, teere i
one conditionif (a < 10)), and thus the cyclomatic complexity is 2.

The code sample inisting 7-2shows a slightly more complex (yet still relativsimple) example.
The control flow graph ifrigure 7-2represents this code.

F-llws.l:'--'—* valus == 1
|58 -”L"I :”IIII

vilug += ] valug =0

Figure 7-2: Control flow graph for the example llstly more complex cyclomatic complexity in
Listing 7-2



Listing 7-2: More complex cyclomatic complexity
void CycloSampleTwo(int value)

if (value !=0)

if (value < 0)
value +=1;
else

if (value == 999) //special value
value = 0;

else //process all other positive numbe rs
value -= 1;

The previous two examples are in all probabilitycmsimpler than most code you will find in
production, and creating a complete set of tes#hy these code examples would be relativelykguic
work. For simple functions, calculation of cyclomsatomplexity is straight- forward and easily
performed manually. For large functions with maegidion points, or for automatically calculating
cyclomatic complexity across a large code baseyrnt@ols are available (including tools from
McCabe such as McCabe 18, or free tools such as CCCC, NDepend, and Codeyaegl For
managed code development, several free tools atteeamarket that calculate the cyclomatic
complexity of a given piece of code, including Smmonitor, Reflector, and FxCop.

A primary use of cyclomatic complexity is as a mgament of the testability of a functiofable 7-1
contains McCabe's guidelines on using cyclomatiomexity.

Table 7-1: Cyclomatic Complexity Risk Analysis
= Open table as spreadsheet

Cyclomatic complexity Associated risk

1-10 Simple program with little risk
11-20 Moderate complexity and risk
21-50 High complexity and risk

50+ Very high risk/untestable

Consider these values as guidelines. | have sadnwibth low cyclomatic complexity filled with bugs
and code with cyclomatic complexity well over 5@ttlwvere well tested and contained few defects.

Halstead Metrics

Halstead metricare an entirely different complexity metric basedthe following four measurements
of syntax elements in a program:



* Number of unique operators (nl)
* Number of unique operands (n2)
» Total occurrences of operators (N1)
» Total occurrences of operands (N2)

These measurements are used to derive a set ofeatpmnetrics. For example, a measure of code
length is determined by adding N1 and N2. Halsteattics also can calculate a Difficulty metric with
the following formula: (n1/2) * (N2 / n2). In tHellowing code sample, there are six unique opesat
and four unique operands, used a total of 6 artthigs each, respectiveliable 7-2shows how |
calculated these counts.

Table 7-2: Halstead Metrics Example
=» Open table as spreadsheet

Operators Operator Count Operands Operand Count
1 I= 1 value 6
2 < 1 999 1
3 += 1 0 3
4 == 1 1 2
S = 1
6 -= 1
Total 6 (nl) 6 (N1) 4 (n2) 12 (N2)

void HalsteadSample(int value)

if (value !=0)
{
if (value < 0)
value +=1;
else

if (value == 999) //special value
value = 0;

else //process all other positive numbe rs
value -=1;



e Nl=6

* n2=4
* N1=8
e N2=12

Using Halstead metrics, thengthof this function is 18 (N1 + N2), and tiefficulty ((n1/2) * (N2 /
n2))is 9 ((6/2) * (12 / 4)).

Like cyclomatic complexity, Halstead metrics aréuadle for determining the maintainability of a
program, but there are varying views on this vaarging from "unreliable! to "among the

strongest measures of maintainabili@"A\s with cyclomatic complexity (and nearly everyet
metric | can think of), use this measurement prilyas an indicator of which codueightneed
additional rework or analysis.

Object-Oriented Metrics

Object-oriented metricare metrics related to classes and class struictlaaguages such as C++,
Java, and C#. The most popular of these are tleeBbjiented metrics created by Chidamber and

Kemerer8 known as CK metrics. CK metrics include the foliog:
* Weighted methods per class (WMCNumber of methods in a class
» Depth of inheritance tree (DIT) Number of classes a class inherits from

» Coupling between object classes (CBYumber of times a class uses methods or instance
variables from another class

Advocates of object-oriented metrics suggest tlzsses with a large number of methods, deep
inheritance trees, or excessive coupling are midiieudt to test and maintain, and are more prome t
contain defects.

In object-oriented programmintgn-in andfan-outmetrics are a measurement of how many classes
call into a specific class and how many classes are ciatleda specific class. For example, if a class
contains methods called by 5 other classes andrncalls methods in 10 other classes, its fan-in
measurement is 5, and its fan-out measurement iEHE3e measurements are frequently quite
effective as maintainability metrics, but they alsdicate where additional testing might be needed.
For example, if a class is called by dozens ofrattesses (high fan-in measurement), there isfa hig
potential for any code changes in that class teeaunew failure to occur in one of the callingsés.

Fan-in and fan-out measurements are also quit@bklun non-object-oriented programming when
used at either the function or module level. Flungicalled by a high number of other functionsloan
some of the most difficult functions to maintairdaest, and often simply cannot be changed. The
biggest example of this | have seen in my caregtlean with Windows application programming
interface (API) functions. Many of the core Windofusctions are called by thousands of applications.
Even the most trivial change to any of these fumgihas the potential to cause one of the calling
functions to suddenly fail. Great care must benatkearing maintenance of any function or module with
a high fan-in measurement. From the testing petsygecthis is a great place to be proactive.
Determine as early as possible which functions, utes]j or classes of your application will have the
highest fan-in measurement, and concentrate testiogs in that area.

Conversely, fan-out measurements tell you how nispendencies you have. If you have a function or



class that calls 10 or 20 methods, this means tirer&0 or 20 different methods where changes might
affect you. This problem is often magnified whehestdevelopers or other teams entirely are
responsible for the maintenance of these calledtimms.

Complexity Usage on the Windows Sustained Engineeg Team

The Windows Sustained Engineering (SE) Team isoresiple for all of the ongoing maintenance of
the released versions of Windows. This include$ixest, security patches, updates (critical and
noncritical), security rollups, feature packs, aedvice packs.

Whenever a hotfix is released, the SE team mustieldow many of the 4,000+ binaries that make up
Windows they should test. With a hotfix, they haveery short amount of time to ensure that a change
in one binary doesn't affect some other binarythey don't have time to test each and every bimary
Windows for every hotfix. They use a combinatiorcomplexity metrics to do a risk ranking of each
binary based on the changes being made for a plarticotfix as well as the overall historical faiu
likelihood of a binary.

Once ranked, they take a very conservative appraadteliminate the bottom 30 percent of the least
risky binaries from the regression test pass. fifeans they don't have to spend time running tests f
more than 1,000 binaries and can concentratetdsting on the remaining higher-risk binaries. As
they hone their process, they will be able to elee even more binaries, increasing the test effay
while remaining confident that the changes beinderdon't cause an undetected regression.

—Koushik Rajaram

High Cyclomatic Complexity Doesn't Necessarily MeariBuggy"

Being able to quantify how complex a given piecaatware is doesn't necessarily dictate an action
item for the test team. It is possible for eaclthef preceding metrics to indicate a high level of
complexity in code that contains very few bugsftéio refer to metrics such as thisssmsoke alarm
metrics When a smoke alarm starts screeching, it dogsatantee that there is a fire, but it does
indicate that you should look for a fire and regpappropriately. Similarly, when complexity metrics
are high, it doesn't necessarily mean that the mt®iggy" or unmaintainable; but it does meart tha
you should take a closer look.

For example, consider cyclomatic complexity andecosing a long switch statement, such as the
message loop used often in Windows programmingh Ease statement in the loop creates a separate
path and increases the cyclomatic complexity (amdber of test cases needed) by one but doesn't
necessarily make the application difficult to t€abnsider Microsoft Paint. Paint is quite simple
compared to other graphic manipulation applicatitms it has nearly 40 menu choices, another 16
choices for drawing tools, and another 28 choicesdlor selection. | didn't look at the source €od

for Paint, but | wouldn't be surprised if the caddnandle all of these choices is contained imglsi

case statement! Add to this the drawing-and silsga@ messages that applications have to handie, an
you have a function that some complexity metrids teil you is so untestable that you should run
screaming (but you probably shouldn't).

The following code represents part of a typical tidiws message loop. Message loops, by design, have
dozens or more case statements resulting in anhegsurement of cyclomatic complexity. Bugs in
message loops definitely do occur, but not nearthé amount that complexity metrics could lead you
to believe.

int HandleMessage(message)



switch (message)

case Move :
// code omitted...
break;

case Size :
/I code omitted...
break;

}).dozens more deleted

}
}

In many other situations, however, you will likdlgd that areas of the source code with high
complexity are also the areas that contain mores.dNgmerous studies have shown a high correlation
between complexity metrics and bugs. Often, conipléx also associated with tmeaintainability of
source code. Overly complex code is extremelydliffifor maintenance programmers to work with.
Getting familiar with the code requires extra tirmad bug fixes or additional features can be
challenging to implement without adding even maymplexity to the code.

[2Thomas McCabe, "A Complexity Measuré&EEE Transactions on Software Engineer®ig-2, no. 4
(December 1996): 308-320.

[SIMcCabe 1Q, home pagbttp://www.mccabe.com/ig.htm

[‘—‘]Capers Jones, "Software Metrics: Good, Bad, anginis' Computer27, no. 9 (September 1994):
98-100.

[51p, OmanHP-MAS: A Tool for Software Maintainability, Soft@d=ngineering#91-08-TR)
(Moscow, ID: Test Laboratory, University of Idat991).

[6]S. R. Chidamber and C. F. Kemerer, "A Metrics StateObject Oriented DesignlEEE
Transactions in Software Engineeri@@, no. 6 (1994): 476-493.

What to Do with Complexity Metrics

There are several other methods of measuring coa@lexity. Just about any reasonably well known
complexity measurement likely has some merit arsdd@mnonstrated some success in identifying areas
of code that might contain more bugs or be morfecdif to maintain. Complexity measurements are
all also quite capable of reportif@se positives-that is, code that shows high complexity through
analysis, but that contains few or no bugs andngle to maintain. One method for moderating the
false positives is to look at several different pderity metrics and combine, merge, or weigh thiada
to weed out some of the false positives. If sevéifédrent complexity metrics all classify a furanti,
module, or file as being highly complex, chancesthat it actually might be more prone to contagnin
bugs and could be difficult to maintain. On theesthand, if one measurement shows high complexity
for a section of code, but other complexity measiangts disagree, there is a realistic chance tleat th
code is not too complex, too difficult to maintaam,prone to containing bugs.

What do you do with complex code? If it's new cdugh complexity indicates code that can need
refactoring. Some teams at Microsoft have expertetewith setting limits on the level of cyclomatic
complexity for new functionality. (Most teams tlngtve tried this have discovered that, by itself,



cyclomatic complexity isn't always an accurate ¢atlor of code that is in need of refactoring.) @the
teams, including the Windows team, look at a coratbxim of several different complexity metrics and
use the combined data to help determine the riskahging a component late in the product cycle.

Consider, for example, the functions listedlable 7-3TheOpenAccountunction has high cyclomatic
complexity but has few calling functions (fan imdea low number of lines of code. This function
might need additional rework to reduce the cyclom@admplexity, or review might show that the code
IS maintainable and that tests for all branche®asy to creat€loseAccounhas a high number of
calling functions but few branches. Additional iaspon of this function might be warranted to regluc
the number of calling functions, but this functipmobably does not have a significant amount of. risk
Of the three functiond)pdatePasswordnight have the most risk. Cyclomatic complexityriederate,
there are nearly 20 calling functions, and the tlerng the function is nearly three times the lengfth

the other functions. Of course, you want to testmvbhanges are made to any of the functions, leut th
metrics forUpdatePassworghould make you wary of any changes made at #tlaiofunction.

Table 7-3: Complexity Examples
= Open table as spreadsheet

Function name  Cyclomatic complexity Number of callng functions Lines of code
OpenAccount 21 3 42
CloseAccount 9 24 35
UpdatePassword17 18 113

The latest version of the Microsoft Visual Studdolset contains measurements for complexity
metrics, including cyclomatic complexity; Halsteaetrics, shown ifrigure 7-3asmaintainability
index and lines of code.
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Flgure 7- 3 CompIeX|ty metrics in Vlsual Studlo 8)0

Summary

Code complexity is an essential metric for idemtifywhere bugs might exist in your application &nd
equally valuable in identifying code that can caosentenance issues. If you are not measuring
complexity in any part of your code, start by mesmgyit in your most critical functionality or feates.
Over time, you can expand the scope of your contglexeasurements and begin to compare
complexity between components or feature areas.

Complexity is also an easy metric to misuse, sdtitical that you use the metrics wisely and ram
the value to ensure that these metrics are disitgyethat you expect them to discover. Remember that



high complexity tells you only that the codeghtbe prone to having more bugs. You might need
additional investigation to know for sure.

Chapter 8: Model-Based Testing

Alan Page

Overview

When Boeing designs a new jet such as the 787 Direamthey model the airplane in software, where
they run millions of simulations to understand hine shape of the fuse-lage, weight of the
components, position of the cockpit, and numerdhsrovariables affect lift and fuel efficiency.

When | first learned how to drive a car with alsthift, | was horrible. For some reason, | justldo't
get the timing right between releasing the clutieti pressing the gas. Finally, someone drew a diagra
for me, showing me what happened when | pressedilheh in, and how giving the car gas interacted
with the process. Amazingly, once | visualized slgstem, | didn't have a problem with the manual
transmission anymore. | never even had a problaim'wding the clutch"—the entire system made
sense to me.

Models help us understand how complex things wlorkchool, | learned basic math through models.
Rather than starting directly with "9 - 4 = 5,"emther uses a model to explain the concept, assimow

Figure 8-1

Figure 8-1: Math model.

If you start with 9 objects, and then remove 4,nyane left with 5 objects. The model explains this
simply and efficiently. It is a perfect way to egps a complex (to a 6-year-old) problem. Throughout
our lives, models help explain what we do not fuihderstand. They give meaning to the abstract and
answer what-if questions and help drive design.ddteof modeling forces the modeler to break down
complex issues into understandable and well-defimets, and in the end allows for better
understanding of the entire problem space.

Model-based testing (MBT) is one (very natural) i@approach this perennial problem. This chapter
outlines the basic workflow testers at Microsoteaftake to render a model in their mind to some
actionable form. The form might be a drawing onhat@board or a sketch on the back of an envelope.
Modelers that are more ambitious use a visualingtol such as Microsoft Visio or custom modeling
tools to create their models. Of course, a modrials not sufficient for testers; they need teses.
Testers' favorite modeling technology is one tlzat generate test cases from their models.



Modeling Basics

Figure 8-2is a model of how testers at Microsoft approachiefing. It is a model of a model! Testers
often write models on napkins during lunch convéosa, write them on a whiteboard, or sketch them
on the backside of a specification. They might es&ate them directly in Visio or use internal ol
that assist testers in creating model-based tests.
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Figure 8-2: A model of modeling.

A model can be any description of a system. A gfdiehavioral model containsstartingstate one or
moretransitions and arendingstate. In the math model lgure 8-1 the starting state is 9, the action
is "remove 4," and the ending state is 5.

A finite state maching-SM) is the term used to describe a collectiostafes and associated
transitions. FSMs are a natural way to expresdamstionality that is represented by states and
transitions Figure 8-3represents the FSM for the mathematical expressioe minus four."
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Figure 8-3: Finite state machine representing 9-4.

Testing with Models

Testing can be (and often is) done through modiédsy testers have used models without even
knowing it. I've seen many testers sketch the fanatity of the feature they were testing in a déag

on their whiteboard, and then trace the programv fmunderstand how the feature works. My hunch is
that these testers could be even more effectiee tifey learn how to take explicit advantage of atod
based testing.

Designing a Model

Creating models isn't terribly difficult. It is @i more difficult to knowvhen to stogreating models.
My first car was a 1962 AMC Rambler. It was furdiive, yet quite simple. It had push button gears—
one each for Drive, Low 1, Low 2, and Reverse. Neeatral button doubled as the starter. When | got



in the car to go somewhere, it was always in timeesstate—parked and off. After | got in the car, |
would take an action (pressing the green starbhyto take the car to a new state—running! From
here, | usually put the car into drive (yet anotétate) and went to school. Sometimes | forgot
something and had to return the car to the prewstate (off) while | ran inside to grab my homework
books, or whatever else | missed the first timanl out the door. | could also go from gear to gear
whenever necessary. Technically, the car couldubénpo reverse at any time (I never tested thmat),
for simplicity, let's pretend that | had to put e into neutral first, as shownkiigure 8-4
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Figure 8-4: Modeling my Rambler.

This model (like my Rambler) is rather simple. Theoblem™ is that there are many more actions |
could take with my car. The modelkingure 8-4doesn't take the actions of the brake or gas petial
account and those could be modeled as well. Thdamis could be in varying states of openness, and
the headlights could be in any of three differeates (off, on, bright). The heating system, the
windshield wipers, and the radio all had entireéffedent models, some, unbelievably, that interdcte
with each other. Models can grow quite quickly.rAsie grow, | always recall a bit of advice | heard
years ago: "Too small' is just about the righediar a good model.” By starting with small models,
you can fully comprehend a sub-area of a systerédiguring out how different systems interact.
When | first learned to drive, | learned the basiteach part of the car (how to make it go, how to
turn, and how to stop). As | gained experiencelaathed more about each subsystem of the car, | got
better at driving. | nevaitrew models of my Rambler, but I'm certain that in s@aese, thoughtof

the different pieces of the system as models.

Modeling Software

A great deal of software is state based and caefibérom a state-based testing approd&gure 8-5
shows a simple application with three buttons. fiits¢ button prints "Hello" to a text box, the secb
prints "World" to a text box, and the third buttclears the fields. When the application startsh lext
boxes are clear regardless of their state wheagpbcation terminated.
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ifigure 8-5: Sirﬁble application for modeling.



As far as applications go, this one is as uncoraf@it and minimal as you will ever find. The first
thing a tester on this application might do is gateesimple, serial test cases, as showkignre 8-6
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Figure 8-6: Simple application model.

At first glance, you might think that there areytiiree actions that need to be tested, one fdr eac
button. Experienced testers might wonder, "Whapkap if | click ‘Say Hello' twice in a row—or 50
times in a row?" (Good testers seem to understaatcho matter how absurd clicking a button 50 times
in a row might sound, somewhere, a customer wikxactly that.) Scripted tests for this application
could look like the four tests listed Table 8-1

Table 8-1: Sample Tests
= Open table as spreadsheet

Testl Test2 @ Test3 Test4

1. Start|| 1. Start| 1. Start 1. Start

2. Hello|2. Hello| 2. Clear 2. World

3. Clear 3. World 3. World 3. Stop

4. Hello 4. Hello | 4. Cleatr

5. Hello|5. World| 5. World

6. Stop 6. Clear 6. World

7. Stop | 7. Hello

8. Stop

For this application, these test cases may be énfaugadequate testing. There are, however,
drawbacks to tests like this. First, these testcasquire manual maintenance. If a tester fotgeasd
a new test case (for example, the tester lateizesalhat he needs to create a test where he diesed
application without clicking any button), the testeuld need to make updates to the scripts. More
important, because these tests are static, théglwihys test the same thing. Although this is ofie
good (and expected) attribute (any regressiongnntionality will be found quickly), many scripted
test cases never find bugs after they are creatg@weecuted once. In a sense, the tests train the
software to succeed against the test cdsgare 8-7shows a state model for this application, along
with bold lines to show which transitions and statethe model the tests Tiable 8-1"visit."



Figure 8-7: Exercising a model with static tests.

A state model can clarify understanding of howapplication works and what the different test
permutations might bé&igure 8-8contains a state model for this application. Tde boxes represent
the four possible states of the application, ardities represent the actions that can be takem fro
each state. The states are as follows:

1. Both text boxes are clear (S1).
2. The first text box contains "Hello" and the setoext box is clear (S2).
3. The first text box is clear and the second text ¢ontains "World" (S3).

4. The first text box contains "Hello", and the set@ontains "World" (S4).
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Figure 8-8: State-based model (FSM).

The connecting lines represent actions that caassitions from state to state. For example, froen t
start state (both text boxes clear), there areethossible actions. Clicking the clear button meguhe
application to the same state (or does nothingraipg on your point of view). Clicking either "Say
Hello" or "Say World" changes the application toeav state.

A random walk through the transitions and expestates might look like what is shownTiable 8-2

Table 8-2: Random Walk of State-Based Model
= Open table as spreadsheet

Test step  Action Text box 1 Text box 2

0 HStartAppIicatiorH Empty H Empty




Test step | Action Text box 1 Text box 2
1 Say World Empty World
2 Clear Empty Empty
3 Say Hello Hello Empty
4 Say Hello Hello Empty
5 Clear Empty Empty
6 Say World Empty World
7 Say Hello Hello World
8 Say World Hello World
9 Clear Empty Empty
10 Stop Application Empty Empty

Building a Finite State Model

Building a model can be a little challenging asffibut with practice becomes an almost unconscious
act for most testers. As | explore applicationsmecifications and draw models, | find myself thimgk
of the following same three questions repeatedlygenerate the model:

* Where am i?| need to know what state the application is iwand | need to be able to
describe (or know how to verify) the current state.

* What actions can i do?From my current state, what are the differentghihcan do?
* What happens when i do them?f | take an action, what state does it bring ofe t

As my model grows, | find it useful to continuettonk of scenarios and expectations as | work.
Because the model lets me see early how all ofttites interact, | frequently find bugs beforeedrev
actually run any of the tests.

Automating Models

The automation approach for state-based modelgiglg different from traditional approaches.
Rather than automate an end-to-end scenario,utshation for models focuses on automating the



transitions and verifying the states.

The application modeled irigure 8-8contains four possible states and three possitiens: "Say
Hello," "Say World," and "Clear Text." Each of thetions is valid in all four states.

To create model-based automation for this appboati would implement just a few functions, one
each for the three buttons (the actions), and dthers to verify each of the states.

At this point, | can execute any of the availalitgéans and have oracles in place to ensure that the
application is in the expected state. Tools anché&works for MBT (discussed later in this chapter)

take this testing to a new level by running throtrgimsitions and states using a myriad of different
paths.

Graph Theory and MBT

In 1737, Leonhard Euler solved the problem of thee® Bridges of Kdnigsberg. The city of
Kdnigsberg is set on a river and connected achesaainland and two islands by seven bridges.
Apparently, the popular pastime of the day wasetenine whether it was possible to walk a path tha
crossed each bridge once (and only once).

Euler determined that the task was impossibleoingiso, he defined relationships between nodegs (dr
land in this case) and edges (the bridges), aratertdheorems that demonstrated conditions (using a
different number of bridges or connections) wheeetask could be completed. Euler's solution is
considered to be the first theorem of graph theory.

In mathematics, a graph is a collection of edgeéirfks) and nodes. In MBT, edges and nodes
represent transitions and states, respectiveiyris out that the math behind graph traversatig v
interesting for testing state models. Much of tbevgr in MBT is in the traversal algorithms. Testatt
run randomly through every state are interestiratten find bugs, but applying graph theory
concepts to the traversal is powerful and effective

A random walkiraversal chooses an available transition at namdiohas no guidance or plan; it just
strolls through the states for as long as you.l&andom walks often find bugs (some considerethes
to be a "smart monkey test"), but can take an mehglong time to traverse through large models.

A weighted traversalk a slightly better solution. A weighted traversasomewhat of a guided random
walk. The choices of which transition to choosesdilerandom, but the most likely choices are
weighted so that they occur more often.

Theshortest pathraversal walks the path between two nodes usiadeiast number of transitions.

There are many other ways to traverse a state nugded graph theory algorithms. Al transitions
path, as its name implies, ensures that all tr@nsithave been exercised. Note that an all transiti
path includes all nodes as well. Talestatestraversal, on the other hand, does not guarah&eal
transitions have been exercised. Revisiting theahiwdm Figure 8-8 Figure 8-9shows an example of
a traversal that exercises all states, igdire 8-10shows an example traversal that reaches all
transitions.
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Figure 8-10: All transitions traversal.

Models for API Testing

At a lower level, testing of many operating systanplatform functions is also amenable to a state-
based approach. Common file reading and writingtionality is one such example. Common file

APIs can change the state of the file system batitrg files, opening files, modifying files, andsing
files.

The model shown ifrigure 8-11is simple and provides a starting point for aesoitfile function tests.
As the model grows, | might differentiate betwe@eming a file, creating a new file, or attempting t
open a file that is already open. Over time, | &wdd the actions of reading from a file, writingtiple
times to the same file, and closing a file previputosed. Other related file functionality, such a
functions that set the location of the reader withie file, could also be included in this modebdéls
can grow quickly, so it is important to start snaaild grow as you understand more about the
functionality you are modeling.
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Figure 8-11: Partial model of file API.

Random Models

Another simple form of model-based testingnisnkey testingh monkey testl! generates random (or
pseudo-random) input with the hope of finding a.ddgnkey tests are common in stress testing and
are typically not difficult to create. | wrote arteemely simple one several years ago that looked
something like the pseudo-codeliisting 8-1

Listing 8-1: Sample Monkey Test
Launch Text Editor

Il "simulate" typing
Repeat 1000 times //slightly less than infinite, bu t suitable for this example!

Repeat 500
{

Press Random Key

}

Select some portion of text
Select Random Font, Font Size, and Font Color
Press one of ToolBar Buttons [Cut | Copy | Paste ]

Close Text Editor

This test was fun to watch, but the only bug itrdeeind was a slight memory leak (which is a catic
bug on embedded systems). The drawback of monkeyitethat they are generally difficult to debug.
Finding the exact combination of commands thatdeithe memory leak required that | write some
additional tests. In this case, it was a leak en@tipboard functionality, so a targeted test ot copy,
and paste would have found the bug sooner.

Grammar Models

Another common form of MBT is testing withgpgammar modelA grammar model describes the
characteristics and structure of data such asraailaddress, name, or text.

Regular expressions are an example of an implerti@mtaf a grammar model. A common use of



regular expressions is to search text. If | wamtefthd all occurrences of my name (Alan) across a
large set of documents, | could use a search éadimhd instances ohlan in the text. However, if | want
to search for alternate spellings such as AllenAdlzoh at the same time, | could build a model gsin
regular expressions to search for all three asémee time. For example, a searchAtam|Allan]Allen
(the model) would find all instances of all thrgekings of my first name. The model language of
regular expressions also allows me to simplifyh@ligh some would argue) the mode{ApAD)l(ale)n.

[2l A model for the former pattern is insting 8-2

Listing 8-2: Regular Expression Model
<Name> = Alan | Allan | Allen

Grammar models are great for creating test datss Eay that you are testing Microsoft Windows Live
Hotmail and want to send 10,000 e-mail messagesricmya variety of different inputs (assume that
you have ample test accounts and sufficient auiom&h accomplish this). The first thing you might
do is create a model of the data you care abodh®omessage. The model can look likging 8-3

and generate the dataliable 8-3

Listing 8-3: Grammar Model for E-Mail Fields

<To> :=<Valid Address | Invalid Address>
<Cc> :=<Valid Address | Invalid Address>
<Bcc> :=<Valid Address | Invalid Address>

<Subject> ::= <Empty | Not Empty>
<Body> :=<Empty | Not Empty>

Table 8-3: Partial Data for Grammar Model
= Open table as spreadsheet

Valid address Invalid address Empty Not empty

testaccl@hotmail.com <blank> Length == 0 Length >0

testacc2@hotmail.com nobodytherel@hotmail.com

testacc3@hotmail.com nobodythere2@hotmail.com

A test generator could use the model along withatalthse containing valid and invalid e-mail
addresses, random subject lines, and message bodjeserate 10,000 unique e-mail messages. Note
that yet another tester could easily create anafteanmar model to create random strings for the
subject and message body.

A Modeling Success

Our test team used model-based testing on sevenafgatures from the Windows Vista operating
system time frame and found that very extensiveramye could be achieved with a small amount of
work. One of the hardest problems was creating defribat accurately depicts the system in question.



Once this was achieved by properly defining allsfgle inputs, transitions, and outputs, we found it
very easy to accurately define an expected resartt finy possible set of parameters. The model in
essence becomes the ideal representation of ttesrsysu are testing and any deviation should be

readily apparently.

We found model-based testing very robust becauseowiel apply it to test areas ranging from APIs to
Uls. This allowed us to do away with manual testtogipletely when the models were implemented.
In particular with our Ul, this saved us countléssirs of manually verifying its functionality fol a
possible actions (button clicks, text inputs, andasth). When properly scaled, our model-basetstes
could provide coverage ranging from quick verifioattests to full-scale functional tests. This was
done by paring down our list of inputs, transiticasd outputs to the subset that we were interésted
It would have been very difficult to achieve suclide range of coverage if we relied on developing
specific test cases one by one.

One of our successful implementations of modelm@lved testing a new API that shipped out to
developers in Windows Vista. Rather than write sggilications that used the API or script a sesfes
possible scenarios, we used modeling to generstege@machine for all possible function calls that
developer could make. This means for a given fonatall with given parameters, we could determine
how all other subsequent function calls would reW& realized the true value of our framework in
testing whether the API reacted correctly to ddfdroptions/parameters/completion schemes without
writing one-off applications for each interestiragsario. Our test footprint was much smaller wité t
model while achieving more coverage compared withabder approaches.

—Jim Liu, SDET, Windows Networking

The termmonkey testomes from the infinite monkey theorem, whichestahat a thousand
monkeys at a thousand typewriters will eventualpetthe complete works of William Shakespeare.

[2Note that this regular expression also would fimstances oflen This is simple to fix, but outside
the scope of this book.

Modeling Without Testing

As exciting as modeling sounds, model-based tesingt the same thing as modeling. Many testers,
however, fail to make this distinction. A model dana very powerful tool for the design/development
team, even if it never generates a test caseidrsdiction, we examine two examples of modeling
power that do not directly affect test cases. Owargple demonstrates how to model uncertainty or
risk, and the other provides a method for testetsse to ensure that their models behave as they
should.

Bayesian Graphical Modeling

Bayesian Graphical Modeling (BGI\@] is notably different from the other modeling apgurbes used

at Microsoft. The goal of BGM analysis is tneasure and reduce thicertainty of testingt is a
method of modeling for risk analysis. Every test@mes to an application to test with some meadure o
confidence in the code she tests. Many factorsnmfihis confidence (reputation of the developer,
complexity of the code, number of dependenciestbardinaries taken, time and cost of testing, and
other factors). If every tester and every applaastarts out with the same presumption, we have a
good starting point for measuring and reducing ctad#y.



If a tester presumes the quality of the code teistgdod (especially if there are strong internal
development controls in place), a proper startioigtfor all testers is to answer this questionwHo
confident am | that there are no defects in thae@oln a BGM, the tester specifies his confidence f

all the components he will test and fully describessreasoning in a model. The BGM takes into
account that uncertainty and risk affect dependentponents as well. Testers then run tests, and as
they find bugs, they update the BGM. The modeltasts form a feedback loop of updates throughout
the product cycle. An example of a BGM is showifriqure 8-12

Bugs Found
during Design
Riengiow

Cormrectness of
|Imglementation

Developer
Reputaton

Experiencs

Figure 8-12: Product Quality Assessment Using aeBayn Graphical Model.

We testers will never enjoy complete certainty um jwb, but we can measure and take steps to reduce
the uncertainty of our task. At some point, we hvehip, and it's nice to know when the odds of
success are in our favor.

Petri Nets

A Petri net is a modeling tool that consistplafces transitions andarcsthat connect places to
transitions. Places can contain tokens; the nummiiekens in each place gives the current statbeof
modeled system. Transitions model activities tlaait @accur (that is, the transition fires), thus chag
the state of the system. Transitions are allowdaeaamnly if they are enabled, which means thhatts
preconditions must be fulfilled. When a transitfors, it removes tokens from its input places and
adds some at all of its output places. Using Pets is kind of like playing a board game with the
computer. The player/tester moves the tokens asdrebs the state of the system to get a better
understanding of the system.

Petri nets provide a visual (and with Petri netdpmteractive) method of interacting with softear
behaviors. Petri nets are useful for a varietywsppses but are particularly useful for modeling
systems with concurrency and resource sharing.

Modeling Victories

In many cases, the simple act of creating the mioaeimpact. Once, when | was teaching a testing
class at Microsoft, we were discussing models,thacdstudents were drawing models of the systems
they were working on. About 15 minutes into thereise, one of the students stood up and said aloud
to everyone, "l just sketched a model for the pobdve're about to ship and realized that thereavas
scenario that we probably haven't thought of befojest tested it and found a bug!” I've used niede

in the past as a way to ensure that | understapeeification. A picture really is worth a thousand
words sometimes.

[3lAlso known as a Bayesian Belief Network (BBN).



[49Heckerman, DavidA Tutorial on Learning with Bayesian NetworKechnical Report MSR-TR-95-
06 (Redmond, WA: Microsoft Corporation, March 1995)

Model-Based Testing Tools at Microsoft

Perhaps the biggest mistake I've seen testerscab84ift make in regards to model-based testing is t
dive into model-based testing tools before theyewstdind the basics of modeling. Modeling tools
often behave much the same as programming langwaties/hich testers are familiar, but for many
testers thinking of tests as models is still somavah a mind shift that can be difficult to take on
simultaneously with learning any new toolset. Imynaases, and numerous times in my own career, |
have had great successes merely creating the nimoithe! first place. Drawing a picture of how the
software under test works is a powerful tool arel\thlue of this tool cannot be underrated.

For many modelers, at some point the complexityhefmodels, the variations in the traversals, aed t
scope of what they are modeling require some Aéls. help typically comes in the form of tools to
assist in model-based testing.

The first model-based tools at Microsoft appeadetime around 2001. Product teams and Microsoft
Research both have been involved in creating foolshodel-based testing, with a few tools gaining
widespread use. The variety of tools provides gmigtto different types of testers and testing
problems. By approaching the modeling challengmfdifferent ends of the technology spectrum,
more teams can use modeling successfully.

Spec Explorer

One powerful tool used for model-based testing mrd4oft is Spec Explorer, created by Microsoft
Research in 2002, and used in Microsoft produagssince 2003. The Hypervisor team created a full
model of their product using Spec Explorer and tpexr around 10,000 lines of model code, which
they successfully used to test their core technol@eeChapter 15"Solving Tomorrow's Problems
Today," for more on Hypervisor.) More than 20 diéfet product groups at Microsoft used Spec
Explorer over the years.

The third-generation of the tool family, Spec Explofor Visual Studio 2008, has been transferred
from Microsoft Research to the Server Tools andiiiss division in Microsoft. Here it is used among
other areas for the testing of a large number atiogols for Microsoft's in-teroperability initiagv

Some of the characteristics of Spec Explorer fausl Studio are that it runs as an add-in to the
Microsoft development environment and allows craatnodels in C#, using a rich model state. The
tool supports both scenario-oriented and statextmtemodeling, and it supports event-based testing
and nondeterminism (the implementation has multGpleices to react).

Perhaps the best thing about Spec Explorer igtthait soon be available to everyone as a powef to
for Visual Studio and should be available befoie Hook hits the streets. Before we look insidgpacS
Explorer model, let's look at its overall designh&Vis the intent of Spec Explorer? What problems
does it solve, and how?

Modeling with Spec Explorer

Spec Explorer can do impressive analysis and tamsition of the model program that generates the
FSMs. The problem with a finite state machine & thcan quickly explode in complexity. Spec
Explorer manages this complexity by emitting otlgge states that make a difference.



The model program is the most crucial part of amlmaded model-based testing application. This is the
place where special modeling attributes informrtirgime of which methods drive the model logi It'
in the model program that the tester specifiectmract, and the rules of engagement that make a
model program a model, such as preconditions, podittons, and invariants.

When the model program is finished, we might haverg complex state space on our hands. To step
down the amperage of this model we need a seffdeatkat can extract only specific scenarios,
specific actions, or even sequences of actionsattiedictually drive our tests. Indeed, one testhad
model's effectiveness is to check for the presefiseme known scenario. If we are generating
conformance tests for some implementation, we ra¢sal to bind our model and its test cases to some
binary we want to test.

Spec Explorer for Visual Studio
Figure 8-13shows Spec Explorer in action running under Miofogisual Studio 2008.

L @ W
Civte Space
.!Mujl- Coufe
Pp— 0w
-

Figure 8-13: Spec Explorer in action.

The upper left pane contains the model program,agigden in regular C# with custom attributes. The
lower left part is the control center of Spec Explpwhere you can configure various parameters and
select exploration goals. The upper right paneiawtomatic visualization of an exploration restle
lower right part represents test cases generatedtiie model and then managed and executed under
Visual Studio Test Tools.

To get a better idea of how to use Spec Explonremimdel-based testing, consider a simple stopwatch
application with the following attributes:

» The stopwatch has two display modes:
* Current time
» Stopper
* The watch has three buttons:
* Switch Mode (always available)
* Reset stopper (only available in stopper mode amelhwvstopper is running)

» Start/Stop stopper (only available in stopper mode)



Each button on the stopwatch represents an aetiwhye can query the application to know whether
the stopper is running. A tester modeling the staiptv application could create the actions and aode
Listing 8-5to describe the stopwatch model.

Listing 8-5: Stopwatch Model
using System; using Microsoft.Modeling;

namespace Model

{

static class Stopwatch
{
static bool modeTime = true;
static bool stopperRunning = false;

[Action]
static void ModeButton()
{

modeTime = ImodeTime;

}

[Action]

static void StartStopButton()

{
Contracts.Requires(!modeTime);
stopperRunning = IstopperRunning;

[Action]

static void ResetButton()

{
Contracts.Requires(!modeTime);
Contracts.Requires(stopperRunning);
stopperRunning = false;

[Action]
static bool IsStopping()
{
return stopperRunning;
}
}
}

Two items inListing 8-5will probably be unfamiliar to most readers. TAetion] attribute comes

from the Spec Explorer library and differentiatestnods between model actions and regular C#
methods, and th€ontractsclass (specifically th€ontracts.Requiremethod) is used to enforce
preconditions. Put differently, when you generatimiée state machine from this model, Spec Explore
will scan the model's state and execute/&ctyon method if it is enabled in that state.

The configuration file is the core of modeling wiipec Explorer. The configuration represents afset
switches and parameters to control exploratione geaph display, and testirfeigure 8-14shows the
configuration file in design view.
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Figure 8-14: Spec Explorer configuration.

From here, a tester can create a model visualizai® shown ifrigure 8-15 or generate test code to
traverse the model.

IsStopping(l/True

ModeBuiiond) ModeButton)

EsStopping()/False

Figure 8-15: Stopwatch model generated by Specdeepl

Testers can also explore and test the model direcdate scenarios to extract "slices” from the fu
model, or continue to change dozens of other pextiomis of the model. By using the model, testers
can develop testing strategies and model key sisn@specially when they become more apparent
upon viewing the graphical representation of theleho

In the model configuration file, testers can speaifstrategy for the test suite. One example gfecS
Explorer strategy is ihisting 8-6

Listing 8-6: Short Tests Strategy for Stopwatch
machine TestSuite() : Config

{

construct test cases where strategy = "shortte sts"
for Model

}

A tester can then generate (and run!) tests framtbdel, or can continue to add constraints aneroth
configuration details to the model. Model-basedingsand Spec Explorer are certainly a differenywa
to approach testing than many testers are usdaitohe results so far at Microsoft have been



remarkableFigure 8-16contains examples of tests generated from thevstigh model using Spec
Explorer.
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Figure 8-16: Generated tests for the stopwatch mode

®
®

A Language and Engine

Another successful MBT implementation in use atfgoft also simply uses the Common Language
Runtime (CLR) for language and angineto exercise the entire model graph at run time Th
difference with Spec Explorer is that the enginghis case, uses the CLR for execution, too.

With this simple, yet powerful solution, testers caeate models quickly. As in Spec Explorer, eénegat
the models is similar to object-oriented prograngnaith which most testers are familiar with using.
Testers can work with multiple models, models cdnerit from other models, models can nest, and
models can call other models. Writing models féikesworking with a programming language and
feels natural for those who use it. There are paisge compilers or tools needed. Testers jusewrit
code using custom C# attributes to define the mbeavior and run an execution engine to interpret
those annotations. Because the models are basathotations only, it is seamless to integrate
modeled and nonmodeled tests.

The teams using this particular modeling tool dole & model quickly on a small scale, and themgro
the scope of their modeling while integrating watther, sequenced tests as needed.

Listing 8-7shows a model written in C# using attributes tecti®e the model, aridsting 8-8shows
code for a test that runs this model.

Listing 8-7: Modeling with C# Attributes

[Model]
public class AppModel : Model

[ModelVariable]
public bool _running = false;



public bool _hello = false;
public bool _world = false;

[ModelAction]
[ModelRequirement(Variable ="_running”, value = false)]
public void StartApp()

[[start application
_running = true;

}

[ModelAction]
[ModelRequirement(_running = true)]
public void SayHello()

buttonHello.Press();
_hello = true;

}

[ModelAction]
[ModelRequirement(_running = true)]
public void SayWorld()
{

buttonWorld.Press();

_world = true;

}

[ModelAction]
[ModelRequirement(_running = true)]
public void Clear()

{
buttonClear.Press();
_hello = false;
_world = false;

}

}

Listing 8-8: Running the Model

class ApplicationTest

class ApplicationTest

{

static void Main()

ApplicationTest test = new ApplicationT est();
test.MainTest();

}

public void MainTest()

{
ApplicationModel app = new ApplicationM odel();
ModelEngine engine = new ModelEngine(ap P);

engine.Run();



Spec Explorer and Windows 7

In the upcoming release of the Windows operatirgjesy, known as Windows 7, the problem of
providing a new managed service account classeidttive Directory directory service for automatic
password management and simplified Service Prihdlpene (SPN) management was addressed by a
new feature: service accounts.

The feature implements a rich set of APIs for managnt of this new type of account. Additionally, it
supports security-related system functions sucrcasunt logons. The resulting test matrix of APIs,
order of calls, and parameter permutations is gergplex, so it is easy to miss test cases in toadit
automation. Model-based testing was a good solltemause account state and API calls could be
easily represented by a finite state machine.

There is a large selection of tools available f@™We chose Spec Explorer because of features such
as C#-driven model development, integration withdl Studio, and support for model slicing (using
scenarios). A first model was created by usingetteample model shipped with Spec Explorer. Later
the model was expanded by adding new states amslttoans as well as additional parameter
permutations. With Spec Explorer, you can add etedxtel code as implementation of state transitions.
Our model generated an XML file of test cases toald later be consumed by a traditional test
execution engine.

Applying MBT for service accounts was very succelssfests generated using MBT gave us greater
coverage with less testing effort. Also, the moaedse easily expandable. It also helped us find
interesting design issues very early in the devalam cycle.

One important lesson we learned is that, as a goamtkling practice, we should start by modeling the
most basic functionality and incrementally expandtpthis makes correction of modeling errors much
easier. Following are some of the perspectivesaugeg by applying MBT versus traditional test
design:

* MBT gives a different point of view on design ofeature.
» Tests are generated automatically with assurantidl @overage of the model in least steps.
+ Extending the model is easy and takes advantageewiously generated tests.

To me, using MBT was fun and a great learning @epee. It was easy to understand the model and
gave me confidence about the extent of my testregee Interesting bugs were also found including
design bugs, input validation bugs, and scenargsblil definitely use MBT for my next feature.

—Sasha Hanganu, SDET, Windows Security

Modeling Tips

| have observed many test teams add model-basewhtées their arsenal of test techniques. | hawanse
teams succeed, and | have seen teams fail to adugel-based testing successfully. Some of the most
common errors | have observed when teams adoptlrhaded testing are the following:

* Too much modelingTeams that try to model everything end up testioiping. The most
important item to keep in mind when beginning todelds to start with small models of simple
features. Remember that not everything is a catalida modeling, and large models are
difficult to maintain.



* Modeling doesn't replace other testingBT is one tool of many that you will use to test.
Teams that look to MBT as a silver bullet soon fihdt it isn't. Develop a test strategy that uses
all of the tools in the test toolbox effectively.

* Only model what you can verifyRandom monkey tests can be interesting, but tigs they
find are extremely difficult to debug and diagnoSeod models include verification at every
step that confirms that the current state confdothe expected state.

» Design carefullyWhen a tester makes a mistake or two writing &@f@utomated test, it just
causes a test or two to report false results. Véhtester makes a mistake creating a model, an
entire suite of tests can break. The design ofrtbdel is critical and is worthy of extra caution
and review—especially as the team is learning mogel

Summary

Any sort of modeling is good, but accompanying niedeath tests generated from models is powerful.
Models help testers understand (and explain) coagystems, they help manage risk, and they help
find bugs.

Generated test cases from models can do somesititgy¢éhings, things human testers might not think
of or have the patience to do. This unexpected\behs the model generates unexpected behavior in
the application (and this is good for testers). &ample, a test of 100 randomly generated stegtmi

or might not (but usually does) find a bug thaésply buried in the tested application. If you wase
thorough as the random walk that generated the@stéps, you, too, might find the bug, but why
trouble yourself when, with the proper instructiptie computer can randomly walk the tested app day
and night until it finds a crash?

Model-based tests, of course, do much more thatorarwalks through an application. Microsoft
teams have used model-based tests in conjunctibrtraditional test automation to test many feagure
and applications effectively. Teams that are swgfaksasing modeling also understand that modekng i
just one tool of many test tools in a tester'skior!

Recommended Reading and Tools

* Model-Based Software Testing and Analysis wittbZ#onathan Jacky, Margus Veanes, Colin
Campbell, and Wolfram Schulte

» Practical Model-Based Testing: A Tools ApprodghMark Utting and Bruno Legeard
» Testing Object Oriented SystebysRobert Binder

» Spec Exploretttp://research.microsoft.com/projects/specexplorer

* NModel Modeling toolhttp://www.codeplex.com/NModel
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Chapter 9: Managing Bugs and Test Cases

Alan Page

Overview

Before | came to Microsoft, | was employee numbéafla small software company just down the

road from the Microsoft corporate campus. It waséhthat | first learned about the challenges of
software testing, and it was there where | firalired how much those challenges fit my passiods an
strengths. It was also my first exposure to a bagking system. Our system solved some problems for
our team but had a few issues of its own. | wastlibor of this system, and as I've discovered over
the years, there was a lot | didn't know about rgangabugs in 1994.

Up until this point, as far as | can remember, ad tracked our bugs by using a combination of notes
on whiteboards, color-coded sticky notes, and var®-mail messages. Of course, in this situation,
organizing the data in one place would have obvimreefits, but we needed our system to do a few
more things. We needed to assign bugs to spe@bplp. We needed a way to provide additional
information about the bug—things like the stepsdeekto reproduce the bug, or the version of the
software where the bug occurred. We needed to kmoen and how bugs were fixed so that the test
team (me) could verify that the fix worked. In attleh, we needed reporting so that we could monitor
the number and types of bugs reported and fixedbiMytracking system supported all of this—but,
unfortunately, not much more. In the end, it preddjood information and helped the engineering
team, but it was inflexible and slow. | hear it waplaced less than a year after | left to join Mdsoft.

Microsoft, of course, hadraal bug tracking system. The system was built by &rial team and was
named after a popular brand of insect spray. id @s®licrosoft SQL Server database for storing bug
information, and the front-end user interface co@d fields | had never thought of when designing
my system. | entered my first bug at Microsofthistsystem (as well, I'm sure, as my tenth and my
hundredth). This system, too, had its deficien@esl by the time | had hit my five-year anniversafry
working at Microsoft, most of the company had mot@get another bug tracking system. This
system, also developed internally, was nafextiuct StudioProduct Studio has far fewer limitations
than its predecessor had and is highly customizalslef this writing, it is still widely used acres
Microsoft, although many teams have begun movieg thug tracking systems to the tools in
Microsoft Visual Studio Team System (which, incita#ly, is based largely on Product Studio).

This chapter contains information, discussions, eamples of bug tracking and test case
management tools generally in use at Microsofip@lith some lessons learned and practical tips
based on years of use by thousands of test teainesters.

The Bug Workflow

Bugs and test cases comprise two of the largessitgpies of artifacts created by almost any tesir.
In the simplest terms, test cases describe thatintdhe test process, and bugs describe mudieof t



result of those test cases. Of course, many o#weorls make up the full definition of these twatsr
and in this chapter, | hope to expand on thesegtisu

Thebug workflowdescribes the process, participants, and pattbafaeport as it proceeds from
creation to closurdzigure 9-1shows the many paths and decisions included ififdtene of a bug.
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Figure 9-1: Bug workflow.

Bug Tracking

One of the biggest artifacts created by testebsigs. More accurately put, programmers create the
bugs, but it is the testers who examine the codeapplication to discover the exact sequence or
combination of steps that turns up an error. Onercourse of testing a product, test teams caowvisc
thousands of bugs. Some of these bugs relate toather, and some might even be the same issue
reported by different people. The steps to detegminesolution to a bug can go through many changes
and have a number of owners. A vital practice #mgt test team must use is a bug tracking system,
along with a pragmatic and common set of guidelinesising the system.

A Bug's Life

A software bug begins its "life" as code or desigisome other artifact of the development process.
Similar to the riddle "If a tree falls in the fotegith no one around, does it make a sound?" no one
might know the bug exists until the code or dessgexercised by someone, usually a customer,
developer, or tester.

A bug can be found or recorded in a variety of waya if a tester runs a test case that finds a theg
tester usually enters a bug report directly inettiacking system. Theiage teamregularly reviews all
bugs, prioritizes them, and assigns them to theogpiate person to investigate or fix the issugeAf
the bug is fixed or the design is modified, thage team might review the change before it is dedep
and either allow the change or reject it for addisil rework. On occasion, some changes might be
determined to be too risky and are postponed &tea telease. It is not uncommon for a fix thansee
like it "should be trivial” to end up as a huge wdem that can destabilize the entire feature.area

Having a central group of people who review bothdand the fixes for those bugs ensures that bug
fixes are implemented with the appropriate prio@gme bugs can be resolved as "won't fix"—
meaning that the bug is acknowledged but will reofiked—or postponed—meaning that the bug will



be fixed in a future release. Sustained engineeantyproduct support teams review bugs resolved in
this manner. Many "won't fix" and postponed bugd ep as subjects in Microsoft Knowledge Base
articles. Product support teams also have accdsggtdata for the products they support and often
refer to this information.

After a bug fix is approved, the developer makesappropriate changes and integrates them into the
application. At this point, the original bug is odged in the bug database, and it is the testr'sg

verify that the change fixes the original probldhthe bug still occurs (that is, the fix didn't vky, the
bug is reactivated and assigned back to the deselGpherwise, the tester closes the bug—nbut the
bug's life does not end at this point. Fixed bugsragularly analyzed for root cause or other
relationships. Bug data remains relevant and usefylears beyond the day the bug is found.

Although from one angle bugs can be viewed as "samgthat went wrong," the bug life cycle
regularly functions as the pulse of the engineepiragess. Bug reports provide information on the
remaining work, risk, and the overall status of ph@ect. In fact, many companies (and groups in
Microsoft, for that matter) use the bug trackingtsyn as a project management system, including
work items right alongside the defects. The adwgat using a bug tracking system in this way & th
it is simple to see all work (both feature develeptnand bug fixing) needed in a specific area ce®
all work assigned to a specific developer or grotigevelopersTable 9-1landTable 9-2show

examples of the different ways a team can view bligsvith any system containing large amounts of
data, the ability to view the data in different way advantageous to good product and workflow
planning. Seeing, for example, the number of begtaed to each developer on the team along with
the bugs in each feature area can aid managingibtlgs development team.

Table 9-1: Bugs by Assignment
= Open table as spreadsheet

Assigned to Number of active. Number of resolved
Adam Carter 7 2

Michael Pfeiffer 5 0

Kim Akers 11 0

Chris Preston 4 3

Nader Issa 0 7

Hao Chen 0 4

Minesh Lad 0 2

Ben Smith 0 9

Table 9-2: Bugs by Area
= Open table as spreadsheet




Area Number of active Number of resolved

Core engine | 10 7
User interface 6 3
Web controls | 16 16

Note More than 15 million bug and project manageneeitries were created in Microsoft systems in
2007.

Attributes of a Bug Tracking System

A bug tracking system is most often the first tadbpted or implemented on a new test team. Odds are
that if you are reading this book, you are actiueding a bug tracking system. Successful systenks te
to include a few important attributes. These atiels are what separates sticky notes and worksheets
from mature systems that are effectively and effidy used by all members of the engineering team.

Ease of usés one of the most important elements in a bugkirg system. Individual testers use the
system to enter bugs. Test management performsugagueries against the bug data, and engineering
management often runs another set of completeflgrdiit queries against the bug data. Entering and
viewing data in the system must be simple andieffic

Configurability is also an important attribute of any bug traclsggtem. Different teams often have
different needs and expectations when tracking .bligs ability to add fields to contain additional
information as well as the ability to choose whiiglids are required or optional in the system are
essential. Some product teams at Microsoft, formgta, require only that the Title, Description,
Severity, and Revision Number fields are compléteshve the bug report. Other teams choose to
require a little (or a lot) of additional informati when bugs are entered in the system.

Reliability is another crucial attribute of a bug trackingtegs As one of the most used pieces of
software on an engineering team, these systemsbuauwstailable without interruption, 24 hours a day,
7 days a week. At Microsoft, the internal IT depsht maintains the hardware and SQL systems that
support all of the bug databases for Microsoftwafe. Dedicated hardware with backup power, data
backups, and quick support turnaround has ledtte owntime in the ability to report and act Iret

bug workflow.

Other attributes to consider include the following:

* Bug notification The system should have the ability to notify eegis when bugs are assigned
to them or if the bug changes. At Microsoft, auttedae-mail systems that pull data directly
from the database are the most used type of ratiific system, but stand-alone applications
that talk directly to the SQL back end and commat@achanges in real time are used as well.

* Interoperability The ability to easily pull bug data from the systand display it in a
worksheet, Web application, or custom control ghhy beneficial.

» External user acces€ustomers or partner companies sometimes needsattceiew or edit
bugs and the ability to share bugs through a proxy.



Why Write a Bug Report?

Bug reportsare accurate, long-living records of softwareuigs and their resolutions. On many teams,
it might seem much easier to take care of bugsnrag or hallway conversations, but there are
significant advantages to recording all bugs iug tsacking system. At Microsoft, root cause analys
of bugs is common. Other groups of bugs might tayaed by looking at the engineering process
where the bugs were introduced and the engineerimgess where they were detected to determine
how effectively bugs are found during different eregring processes. This type of analysis is uguall
referred to aslefect removagfficiency(DRE). Both root cause analysis and DRE are muatem
effective when all bugs are recorded.

Bug reports often become historical references bgetie teams who develop future versions of the
product, sustained engineering teams, and prodpgiost. These teams rely on the information
contained in the bug reports to understand theyatotb influence their decisions, or to help
customers.

On rare occasion, bug reports can become a legedske | know of one case in which a noncritical,
yet serious bug was found late in the product cydleetings involving several executives and legal
counsel were held, but in the end the bug was pastpand was scheduled to be fixed shortly after
release. As feared, a customer found the bug &didilawsuit. Fortunately for Microsoft, the
documentation contained in the bug report was@afit to prove there was no malicious intent and to
have the case dismissed.

Anatomy of a Bug Report

No matter how much data you track, or how manylfslour bug tracking system requires, a few key
items differentiate a highly actionable bug regotn data that might lead you in the wrong directio
or data that might be erroneously ignoréable 9-3lists key features of a good bug report.

Table 9-3: Features of a Good Bug Report
=» Open table as spreadsheet

Feature Description

Title At Microsoft, the bug title is perhaps the mamsportant (or most used) bit of
information in the bug report. Casual users ofdygem scan titles to get an idea of the
types of bugs in the product or in a particulamaréhe title is also the most searche
field in the bug database and is a quick way td §imilar bugs or bugs in a particul
area that cannot be tracked by using any othetsfi&ossibly the most important us
the title is review by the feature or product teagam. A title, in the space of 80 or s
characters, needs to provide an accurate summaing @iverall bug report. It needs
be descriptive, yet not overly descriptive—somaghimat when viewed quickly gives
just the right amount of information to the audien&t Microsoft, many testers quick
fill out all fields of the bug report but take extiime to carefully word a title for their
bug.
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Some example bug titles and evaluations are asfsl|

* Program crash-teo short




Feature

Description

in one of the dialogs+eth wordy and vague

* Program crash in Settings dialog box under low-nmgngonditions—specific,
accurate, and tells enough of the story to undedtie bug from the report

Description

The description answers all of the goastnot obvious from the title. It includes a

results. Noting actual and expected results cérifinderstanding of the proper
behavior of the system among all interested parties

Status

to be done with the bug. The status for new budegiive. Bugs remain Active until a
resolution is found—at which time the resolutiomd®mes Resolved. After a bug is
resolved, testers verify the fix and either rebetdtatus to Active (if the fix didn't
work) or set the status to Closed (if the origisalie is, in fact, fixed).

Version
number

All bugs should include the version of the softwateere the bug was found. At
Microsoft, most products are rebuilt every day—ame cases even more often.
Knowing the exact version where a bug was fouradhsige help in reproducing bugs
or verifying fixes.

Feature area

Most teams at Microsoft require thgs lclude the area or subarea of the produc
where the bug is. For example, the Microsoft Winddwig database might have an

to the file system. Accurate information on thetéiea areas and subareas is benefic
when examining bugs across the product to determimeh areas might have risk or
might need additional time to understand and figda numbers of bugs.

Reproduction
steps

Reproduction steps are often included in the dgson, but some systems separate
vital component of the bug report. Repro stepshag are often referred to at
Microsoft, are the steps that can be repeated pgremwho is involved in the bug
workflow. One of the most frustrating and time-viagtexperiences for a tester is a |
where the developer says, "It doesn't reproduaaypoomputer.” A good set of repra
steps doesn't guarantee that this situation wilen@appen, but it does make the
possibility much less likely.

Repro steps also must be as concise as possibieugh a bug may have been foun
in 10 steps, it is important to take the time te geany of the steps are irrelevant, an
the bug will reproduce in fewer steps. Reducingribmber of steps improves the
chance of quickly isolating the root cause of tbg bnd increases the chance of
making the proper fix the first time.

* When running many instances of the program atdhgestime, a crash occurs

summary of the bug, customer impact informatiomn expected results versus actug

Bug status is either "Active,” "Resolved,"©@losed" and reflects the work that needs

area for file system bugs and subareas that in®\id€S, FAT, or other areas relevant

1544

~—~+

ial

this

oug

d
d if




Feature

Description

Assignment

from team to team. Many teams assign the bug td¢keloper who owns the area
where the bug was found (if known). Other teaméepridat the bug is assigned to
"Active" (Active is the default Assigned To nameRroduct Studio) and rely on the
triage team to assign the bug to the appropriateope

Each bug is assigned to exactly one person ate tins the responsibility of the bug
owner to address any issues (that is, fix the bug) reassign the bug.

Severity

Severity describes the impact of the buthercustomer, the development process

on the entire bug workflow. Severity factors in mep, frequency, and reproducibility

of the bug and is usually a value from 1 to 4, whkis the highest severity. Most bu

databases at Microsoft use the following severgfyation:
1. Bug causes system crash or data loss.

2. Bug causes major functionality or other seveobl@ms; product crashes in
obscure cases.

3. Bug causes minor functionality problems, maydffeé and finish.

4. Bug contains typos, unclear wording, or error sagses in low-visibility fields.

Customer
impact

It is valuable to include a customer impact desiampin the bug report. Customer
impact descriptions include how the bug affectsuber and how the problem will

impact description include the following:
* Determine the customer scenarios and requiremieattsite bug affects.
» Determine the frequency or likelihood of the custorancountering the issue.

* Adjust the Severity field to match the customer acip

Environment

necessary to reproduce that environment as pé#nedfug report. You might even ne
to describe what conditions did not exist or weseattempted. This makes it easier
the others to find and reproduce the bug. Envirortrdetails can include the
following:

» Hardware specifications and configuration

+ System, component, and application versions

affect customer scenarios and requirements. Iternserisider when writing a customer

It is important to clearly describe tomditions of the test environment and the steps

The Assigned To field is required inbaly systems at Microsoft, but the usage varies

and
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Feature

Description

Tools and processes employed
Related connectivity and data configurations
Roles, permissions, and other applicable settings

Description of environmental factors that have beleninated

Resolution

This field is filled in when the bug esplved. Nearly all Microsoft products use the
following choices for the Resolution field.

Fixed The underlying error was fixed.

Not repro The error could not be reproduced. This typichppens when the
reproduction steps were incomplete or the environtrisedifferent between the
tester's and developer's computers.

v

Duplicate When two separate bugs describe the same issei@f dtine bugs
(usually the one opened later) is resolved as datgli See the sidebar titled "A
Note on Duplicate Bugs" later in this chapter fareinformation on duplicate
bugs.

v

=

By DesignSometimes, what appears to be a bug actuallyasnig. Instead, the
behavior is the intent of the design. For examplegn | run Windows
Calculator and press 2 / 0, the output window dt@ator reads "Cannot
divide by zero" (this is expected). Then, nonehef tumber keys work until |
press the C button to clear the data. Some peaplat wonsider this to be a
bug, but it's "By Design." This resolution has léadhe famous tester catch

phrase "It's not a bug, it's a feature."”

PostponedThis resolution is given to bugs that will be fikiem a future release
of the product.

Additional fields in common use in a bug databastuide the following:

« How Found What testing activity found the bug?

» Issue Typels the bug a coding bug, a design issue, a doctati@missue, and so forth?

* Bug Type Bug types might be security, performance, fun&iibyy stress, and so forth.

» SourceWho found the bug? That is, did test, developmaminternal user, a beta user, or
someone else find the bug?

Figure 9-2shows an example of a bug tracking system in ViStadio Team System.



Figure 9-2: Bug tracking in Visual Studio Team ®yst

Avoid adding too many fields to your bug databdisis. tempting to add extra fields every monthor s
to track the "cool new metric of the month." Kegpthe system simple makes it much easier for
everyone on the team, as well as other teamsgtthessystem consistently. Specialized fields & th
system can be useful, but too many fields can canistision or cause mistakes to occur when
working with bugs. If there are too many requiresdids, engineers might be tempted to fix bugs
outside of the system, in which case none of tlgedaia will be captured for future analysis.

Bug Triage

Triageis a term taken from the medical industry andsisduby every single product team at Microsoft.
In emergency rooms, the triage process is usedtardine where to focus medical resources first. In
other words, it's the method used to determinetbigahead injury needs to be handled before the
broken finger, and the broken finger needs to ladt dath before the person with the rash from poiso

ivy.

It's Not a Bug, It's a Feature!

At some point, just about everyone who has worked software project has heard the expression "It's
not a bug, it's a feature." This is said mostly whemething that appears to be a bug is actualy th
intended behavior of the software. Sometimes thigiduveported because the tester doesn't understand
the design. Other times, the tester argues thatakign is in fact wrong. In most cases, howewer, t
phrase is used with sarcasm to describe somethaigeéems like a bug to everyone except, perhaps,
the person who created the design in the firsteplac

One particular day, | spent several hours arguiitiy a/developer about a "by design" bug. | thought
his resolution was more a result of laziness ardhgpthan a sincere design decision. Eventually, |
think we both gave up and decided to go home femight. | was walking through the parking lot
trying to remember where | parked (a frequent aange after long days at work) and couldn't help
but laugh when | saw an old Volkswagen Beetle Bug") parked in one of the stalls. The car was
mostly navy blue but had a yellow cover on the eagvith a vanity plate centered on it. The vanity
plate read "FEATURE."

At Microsoft, the triage concept is applied to indag bugs instead of incoming patients. Triage
happens at all levels of the product. The primasponsibility of the triage team is to be decision



makers and to ensure that the bug workflow is prdcg) as expected. The triage team consists of a
cross-discipline representation (usually developiest, and program management) of decision
makers from the team that owns a given productatufe area. As the decision makers for the initial
path of the bug workflow for any given bug, they @ssign the bug to a developer for a fix, asdign t
bug for more investigation, or resolve the bug bacthe originator as duplicate, postponed, externa
by design, or some other resolution. The triageteaght also review incoming bugs for duplicate
bugs or group together bugs that seem relatedmEie thing they accomplish is the prioritization of
bugs. Some bugs need to be fixed right away, vdtiler bugs can be fixed later in the product cycle
even in a later release. Another class of bugstvberfixed at all. These are all decisions thatttizge
team makes.

It is essential that the quality of the bug re@tsuch that the triage team can make the correct
decisions and ensure proper routing and prioribmadf the bug reports. On some teams, the person
entering the bug into the system records bug pyiand then the triage team later adjusts theipyio
Some teams choose to leave the priority field blamlentry and rely on the triage team to assigraini
priorities for all bugs. Bug priority is typicallset using the following values:

1. Must fix Fix this bug as soon as possible. Bug is blockimther progress in this area.

2. Should fix This bug should be fixed soon, before productasde before the end of the
milestone, or before the next iteration beging@wropriate.

3. Fix if time This is a somewhat trivial bug and can be postga®pending on the stage of
product development.

It can be difficult to prioritize all bugs on a #&-point scale. Some teams use additional levels of
priority or use additional fields in the bug dataddo represent a more granular viewpoint of gsiori
Any priority system can be effective as long aslibgs are consistently evaluated for priority and
acted upon appropriately.

As products get closer to shipping, most of thegtei happens at higher levels of project management.
Group or division level managers review the incagrimigs and make decisions on whether to fix each
active bug. The closer to release date the teas) tipet higher the criteria biar is for approving bugs

to be fixed. There is always some amount of risdoemted with making a code change, so triage teams
become hesitant to make all but the most critis&lsf as the release date approaches.

The goal of the triage team late in the productecigto help the team successfully reach zero.bDgs
course, anyone who has ever worked on a softwaupt knows that all software ships with a few
bugs. Microsoft products aren't any different. BMaroduct we have worked on has shipped with
known bugs. The zero bugs concept really meangtibet areero bugs that we know about that will
stop us from shipping this produthicoming bugs are triaged, and then are assignadieveloper to
fix, are postponed, or are resolved as won't (eiserfEventually, as the bar for fixing gets higtaerd
higher, the active bug count hits zero. Sometirties,is calledzero bug bouncéf there is still a bit of
work to do, or if recent changes cause other bargi$ new bugs are discovered, the bug cdaminces
from zero to a positive number. Eventually, therdaeaches zero, and the product ships. At thgesta
the product still has bugs, but there are zero bhafsthe triage team has recognized that showdd ke
the product from shipping.

Common Mistakes in Bug Reports

A bug tracking system can lose much of its valuenviased incorrectly or inappropriately. Although
the benefits of having a system far outweigh tlt&alts, it is important to keep those hazards inani
when preparing guidelines for the team or educahegn on the proper use of the system. Many



mistakes are simply failures to follow the featunéga good bug report listed rable 9-3 Some other
interesting mistakes that happen often in bug te@e e-mail discussions,ug morphingand
multiple bugs in the same reparable 9-4lists examples of these types of mistakes.

Table 9-4: Common Mistakes in Bug reports
= Open table as spreadsheet

Mistake Examples
E-mail 10/28/2007 5:38 PM Opened by Jim Hance
discussions

Application crashes when opening multiple instanBesesn't block testing, but shou
be fixed.

8/28/2007 5:53 PM Assigned by David Pelton to Jinm¢¢a

I'll fix this soon. Does the error happen on theose instance, or after more? Do you

think this is related to the new manager?

8/28/2007 6:15 PM Assigned by Jim Hance to Daviddpel

Ha ha. The bug happens on the second instancecOuod have tried it first). Nothing
to do with the manager, but it could be relatetheoffice move.

8/28/2007 6:34 PM Assigned by David Pelton to Jinm¢¢a

Now *that's* funny. By the way—if you're headingrhe soon, can | get a lift?

8/28/2007 6:41 PM Assigned by Jim Hance to Daviddpel

Sure thing—I'll be by in about 15 minutes. Donligket to assign this back to me.

E-mail and the bug system are the two most usdd byomost engineers at Microsoft, and it is not
surprising that the two tools sometimes converge.

A much larger audience than just the tester anéldper working on the bug use the bug reports.
information not directly related to the bug repsitbuld not be included in the report.

Bug morphing 9/17/2007 9:34 AM Opened by Don Hall

listed below.

| am unable to print from our Application. Enviroent conditions and repro are

d

Any




Mistake Examples

9/17/2007 9:49 AM Assigned by Ann Beebe to Don Hall

| looked at the environment information, and yossed configuring the

%PRINT _INFO% variable. This should clear it up. Hawer, while looking at
your notes, | found a different issue that | wantrack. There are some layout
problems with the Print dialog box that need tabdressed.

9/17/2007 10:37 AM Assigned by Don Hall to Ann Beebe

| have updated the setup scripts we use to sevénaible, and | have changed
the title of this bug report to reflect the lay@sgues. Thanks.

Bug morphings the phenomenon that occurs when a bug chang®soine issue to a completely
is drawn out over days or months. Regardless o$itbation, bug morphing is never a good idea.
Bugs that have morphed are difficult to analyzerémt cause. They also can cause confusion with

an issue a customer is seeing is caused by a kdefent. If a bug begins to change in a bug rejgor
is crucial to stop and open a new bug for the reswe.

Multiple bugs 8/28/2007 6:13 PM  Opened by Jeff Ressle

While running build verification tests on the lay@&ngine, |
discovered the following errors:

1. Manually resizing the application window to aesless
than 200x180 results in overlapped controls.

2. Maximizing the window draws two of the controf$ af
the screen boundaries.

3. The Configuration dialog box text is misspelled+eads
"configruation.”

extra effort involved in avoiding this problem, riple bugs in one report is never a good idea. As
with the problems listed previously, using one beyprt for multiple bugs causes problems with ot
customers of the bug report.

—

separate issue within the same bug report. Somgiinhappens quickly, and sometimes the morphing

product support or sustained engineering when déineyeviewing product issues or searching to see if

If testers are in a hurry or busy, they might greompewnhat-related bugs in one bug report. Dedpite t

her



Mistake Examples

A few of the problems with this practice are asdwk:
» The priority of the individual bugs cannot be ssparately.

* The resolution of the individual bugs cannot be Behe triage determines that one of the bugs
should be deferred to a different release, thene iway to notate this.

« Although the bugs seem to be in similar areas, thigyht need to be assigned to different
developers.

» At some point, someone might analyze product bagsoiot cause. There is likely a separate
root cause for each of the bugs in a multiple-l=pprt.

A Note on Duplicate Bugs

When | talk about bug data—or potential uses fay thata—one thing I typically mention is my
opinion on duplicate bugs. With nearly every tesint | have worked on, entering a duplicate bug is
considered a "bad thing" for a tester to do. Saaeis even use fancy algorithms that calculatesratio
between found bugs, fixed bugs, and resolution tgpmme up with a magic tester efficiency number.

| suppose duplicate bugs seem bad because theptamially a waste of someone's time.

The nerve of Bobby Tester entering a bug that éauered so clearly just a few days
before—now someone has to take the time to re@véug as duplicate. So what if they
test different areas of the product and didn't imathat the bug was actually in a shared
component. Bad Bobby, Bad Bobby!

| don't think entering duplicate bugs is bad at-af fact, | think worrying about them is bad. Leem
tell you why.

If there is any notion of a negative consequencea tester entering a duplicate bug, that testiewi

on the side of not entering a bug at all if he @aned about entering a duplicate bug. Think alibist
Say | find a high-impact bug. | take some timeaokl and see whether the bug is known, and | firel on
thatmight besimilar. If there is a negative consequence foeramg the bug, | am more inclined to not
enter the bug. Ideally, I'll make a note of the lang verify that it fixes the problem I just fourad,I'll
e-mail the owner and get her opinion, but in maages, a tester simply thinks, "This is probably a
duplicate,” and moves on to something else evegméans missing a potentially important issue.

The idea that entering duplicate bugs wastes sody&btime is a myth. Most testers know their own
areas pretty well but might not know as much alloatrest of the system. After | find a bug, it ntigh
take me 20 minutes to dig around and see whethyeofahe other bugs in the area are similar or
possibly the same as the one | just found. If lesterjust enter the bug and let the triage team (or
whoever examines the incoming bugs) look at ithclea are that they would know if it was a duplicate
in far less than 20 minutes. The only time wasted my own.

Who cares if a tester enters a duplicate bug? fifleennation in one bug report often doesn't provide
enough information to diagnose the problem. Anotkport on the same issue might lead the
developer to the root cause or to a more effidi@nMost bug database systems have a way to mark
bugs as "related” (or "duplicate") and retain & lretween the bugs. In my opinion, more bug data is



always better, and duplicate bugs are a necesggoyoduct of supplying that data.

Using the Data

One of the things that management seems to lovetis¢ about a database full of bugs is the reports
they can generate to represent the variety of imédion available in the system. No magic formula or
guery tells whether your project is ready to shiff @ is in trouble, but there are countless nueth of
examining the data. Teams at Microsoft examinedatg in hundreds of different permutations. Some
examples of potential bug metrics to examine aloitlg potential uses are listed Tiable 9-5

Table 9-5: Metrics and Purpose
= Open table as spreadsheet

Metric

Metric use

/ total bugs fixe

Total fixed foundThe ratio of bugs that are fixed versus other tdgwis. Early in the product cycle

;

expect to find more bugs than the number thateselved; later in the ship cycle
expect bugs to be resolved faster than they aredfolhis metric can also tell you
how to build a prediction model of when you wilt kero bugs.

Total bugs per
language

View of cost involved in testing a localized versid his metric can provide clues
a more effective localization effort.

Bug find rate
over time

Too high or too low can be concerning; spikes sthtnal explained.

Bug fix rate ove
time

rPercentage of bugs found that are being fixed.dPage should go down toward

ship as the triage bar rises.

Bugs by code
area

Sorted list of functions with the most reported $gn influence where additiona
testing might be needed.

1

Bugs found by
functional area

Percentage of bugs found by test team, by interses, by development, by
product support, and by external beta testers efmihfluence test strategy.

Bugs by severity

o

Expect to see severity 1 and sgvetbug find rates drop as the project progres
while percentage of severity 3 and lower bugs mses. That is, expect to find th
serious bugs earlier in the product cycle.

Q

Where found This measure can vary depending orygeedf product being tested. Understan
where in the product the bugs have been foundearat risky areas of the produ
How found Knowing how the bug was found can aidootrcause analysis and implementat

of defect prevention techniques.
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Metric

Metric use

When introducec

] Knowing at what stage of productettgyment the problem was introduced (for
example, specification, design, coding, bug fixingh influence where defect
prevention techniques need to be implemented.

Bug reactivation
rate

Can be a good indicator of the quality of fixesttbav provides; this often increas

toward the end of the project when the bug fix ratat its highest.

Bugs opened by
testing activity

Understand which types of testing are finding béggivities might include

exploratory testing, structured testing, prereldaseng, test case development,
configuration testing, printer testing, automatesting, general product use, beta
tests, each test pass, acceptance testing, aodliso f

Average time to
resolve

Track development team's level of responsivenepsdted bugs.

Average time to
close

Track general responsiveness to bugs, or the titakas a bug to progress throug

the bug workflow. Ideally, bugs are quickly fixeg development, and the bug fix
verified by test promptly.

Certainly, as with most metrics, representing batg s a graph can be advantagebuggire 9-3and

Figure 9-4are examples of bug trend information represemeadsimple graph format. At Microsoft,

these sorts of charts are sent within product teame regular basis as a method of quickly
communicating relevant information related to bugs.
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Figure 9-4: Bug find, resolve, and close rate bgkve

How Not to Use the Data: Bugs as Performance Metrsc

It is tempting to use bug data to measure testéonpeance. Testers are expected to find bugs, 80 yo
might expect good testers to find higher volumebugfs. Many managers collect and track bug data
for performance management. However, alone thesgrosber of bugs reported metric provides very
little valuable information with regard to individuperformance. There are simply too many variables
in bug counts, especially when comparing betweenspsuch as the following:

* Feature complexity

* Developer ability

» Specification completeness

* Bug prevention versus bug finding
* Timeliness of reporting

Additionally, if anyone intends to use specific rgunts as a performance metric, that person must
qualify the parameters of the measurement anddygaped to address questions, such as follows:

» Does the number of bugs reported have to be oftecplar severity/priority? If yes, what is the
breakdown?

» Do functional bugs count equally as superficialrustrface type bugs do?

» Will spending time (one or more days) tracking daweritical issue (such as data loss, memory
leak) that gets resolved result in not meeting etgi®ns or indicate poor performance? If yes,
what is the team policy for collaborating with dieyeers to assist in troubleshooting these
issues?

* Is bug quality a factor? If yes, how are the spedéictors for bug quality determined in the
group, and what are the team averages? Are thaga®the target goal? What specific quality
factors would exceed expectations for the goal?

* What is the minimum number of bugs per measuredtita? What is the number of bugs a
tester needs to produce to exceed expectations?

Finding a high number of bugs can indicate thatéiséer is doing a good job, or it might mean that
developer is doing a poor job of writing code. Cersely, if a tester is finding a low number of bugs
could be a sign that he is not performing wellit onight mean that he is testing high-quality cotolast



has a lower bug density. It is crucial to use tletrios at the individual level only to show where
additional investigation might be needed. For eXamipa tester is not reporting very many bugs, it
would make sense to look at the feature area atedrdime the cause of the low bug count. If other
users (customers, developers, beta users) findibuge area, the tester's low bug count might be a
concern. If there were a low number of tests ruagsured by test cases or code coverage information)
the low number of bugs might also be something kvim¢estigating. However, if upon further
investigation you determine that the area is vesltdd and just doesn't have very many bugs, it
certainly isn't a situation where you would wanpemalize the tester.

A Story of Bug Metrics

When | first started at Microsoft, | had a bug gudily manager told me that every tester on the team
was expected to find 10 bugs per week. That sedikeed reasonable request, so I diligently went to
work and started finding bugs. Like most Microsafiployees, | always wanted to do a little more than
was expected of me, so | regularly reported at [B2®r 13 bugs per week.

Fortunately, the area | was testing was undergailog of change, and | never had a problem reaching
the quota. In fact, some weeks | would find 20 arenbugs! When this happened, however, | worried
that | had somehow found too many bugs and thatuldn't be able to reach my quota the next week.
So, | reported 13 or so, and "saved" the remaibungs for the following week just in case my well of
bugs dried up.

This demonstrates another classic case of gettiteg you measure. My manager wanted 10 bugs per
week, so that's what | gave him—regardless of wardtfound more bugs. | repeatedly see attempts at
using bug metrics to measure individual performabogthese metrics are rarely, if ever, effective.

Bug Bars

One process gaining popularity at Microsoft is ¢bacept obug bars In simplest terms, a bug bar is a
limit on the number of bugs that a developer carelassigned to her at any particular time. If the
number of bugs assigned to the developer goestlbganagic number, the developer is expected to
stop feature work and fix bugs. Depending on theesig rules, developers might need to get theg bu
count to zero or get the number of bugs assignéeto to a specific number somewhere below the
limit.

Used correctly, bug bars can be an effective erging tool, but as with any metric targeted at the
individual level, they can be misused. Unscrupuldergelopers might ask testers to "keep this bugg in
mail for now" or might bribe fellow developers ttmKe a few bugs off of my plate” to keep their bug
counts low. When measuring people, you will ofteh\what you measure regardless of whether the
change supports your goals or not.

A Tale of Two Developers

Rob and Kirk are two developers on the same pragach. Their team uses a bug bar—a rule that
states that if developers on their team have ni@e 10 product bugs assigned to them, they need to
stop their feature work and fix all of the bugsdrefcontinuing to develop features.

Rob was worried that the bug bar would slow dovwand@velopment work. He preferred to finish all of
his feature work, and then work on all of his bagsnce, but he agreed that the bug bar would help
keep the overall bug count low. As development msged, Rob quickly started writing his features. A
few bugs were reported against his code, but heowasgood pace with his development work and
had only 6 bugs assigned to him, so he continuebt& on feature development. A week later, just as



Rob was nearing completion on his latest featusebbss stopped by his office to tell him that logvn

had 12 bugs assigned to him, and that he need#dgand fix them. Rob was frustrated that he bad t
stop his development work, but he was even moreaagted when he realized that the code containing
most of the bugs was written nearly a month prestigiand he now had to take time to relearn how the
code worked before making the fixes.

Kirk was also worried that the bug bar would sloowad his development work, but he was willing to
give it a chance. Kirk started writing code, andrsafter his first code check-in, two bugs werenfibu
in his code. Rather than wait for his bug countetach or surpass the 10-bug limit, Kirk decidedttp
and see if he could fix them immediately. Kirk hadtten the code with the bugs just a few days
earlier and was surprised how easy it was to fxkthigs while the code was still fresh in his mirdd.
continued to write code and continued to addregs lagsigned to him as soon as possible. He
discovered that fixing bugs close to the point wtiery were created was always much easier than
waiting until later was. He also discovered thainiy bugs early helped him write better code later—
although he made mistakes in his code, he raretlerttee same mistakes twice. Because of his new
approach to development and addressing bugs, I€éckre one of the most productive and respected
developers on the team.

Some teams see the intent of the bug bar as agsrtitat can limit the total number of bugs open at
any particular time. For example, if there are 0alopers on the team and the bug bar is 10 bugs pe
developer, math says (theoretically) there willerdye more than 200 bugs open at any time. In
practice, this theory might or might not be truet teducing the overall bug count is not the inteird
bug bar. The intent of capping bugs per develop&r force developers to fix bugs as close toithe t

of bug creation as possible. In the earlier exarnifilk figured out this concept, and Rob did noheD
(ill-conceived) solution is to lower the bug capmher. If, for example, the bug count was set &dh
would have been forced to fix his bugs sooner! &liggh that solution might work (or might not), the
real solution is to communicate to the entire tedmat the goals and intent of implementing a bug cap
are.

Of course, if the goal of implementing a bug caifix bugs as close as possible to the point when
they were created, the bugs need tédoedas close to the point of creation as possibletter
words, a system such as this requires that thégast be involved from the very start of feature
development. If no one is finding the bugs eartyone will be able to fix them early.

Classic Bugs at Microsoft

Millions of individual issues are created in theglitacking systems at Microsoft every year. Many of
the issues are product bugs, but work items, bupgBaated in different databases, and bugs in test
tools and code also contribute to the overall nunobéssues. However, a few issues every year fall
into a completely different category. A few of thesxamples are as follows.

Bug #65889: The new 2% milk cartons are clearly fiysctional. They don't operproperly.
Opened by...

The new 2% milk cartons are clearly dysfunctioitélley don't open properly. This seems to be a
regression from the older design. Building 35 igihg@ the same issue.

Clearly, this is a Pril, Sevl bug because I'm eni&wing it 2 to 3 times a day.
Response from Microsoft Dining

Thank you for contacting us about the new milk.fdend out the reason that the milk is hard to open
is because our milk provider has just bought adiaew machine for the pint-size milk cartons and



they are adjusting the machine now so as not te Bagh a tight seal. Thank you for your question,
and should you require additional information, pkeéeel free to contact me.

Suggested workarounds:
1. Drink water instead.
Bring your own cow.
Use elevator doors to clip off the seal.
Freeze the milk carton, let the frozen milk crétwd carton, and then thaw.

a bk~ DN

Tell your manager that you can't work withoutkh@hd let him solve the problem.

This bug is causing a lot of churn—it might sour atiempts at the RI this week. | hope we can moo-
ve on this issue quickly.

The exact same problem has been reported out Bahmmamish campus. We've discovered a local
workaround that might be helpful. There is an akge dairy located approximate 1.35 miles south of
our location that bottles 2% in quart-sized cordgesrthat are sufficiently easy to open. The dowansd
that it is typically substantially more milk tharsimgle person can comfortably consume in onengitti
An additional step to the workaround is finding ®tBer people who also want to consume the milk at
the same time. I'm not sure that this warrants dpaaing of the bug's severity because of the caveat
associated with this workaround: (1) the geografduation of the alternate source being much less
convenient than the kitchen fridge, and (2) thatieht consumption requires pooling of resources.

The latest information | have from our dairy praaids that they will not be able to release the fix
ASAP because the new fix will be required to gmtigh extensive testing. The testers have refused to
sign off on the fix. They said that they have mgtebkted the private for the bug fix but haven't ru

their full regression pass. Currently, only threstérs are handling this component and they cak dri
only 8 cartons a day. The team could conduct mar®ge-opening tests, but carton-tasting, milk flow
testing, and carton pressure tests are still rengaitn addition, since the seal has been maddilgiss
they have been observing breaks in their stress tes

Test needs 3-4 more weeks.

Bug 68648: The Love Bug
Anne,

Over a year ago, you identified a problem with Wiwd 95 and worked with my manager and the
product group to get me up here to see if | coelg lyet those problems addressed with Windows 98.
You provided me with suggestions and call dataetctlge appropriate visibility. Little did | know at

that time that you would provide me with much mofeu've given my life meaning, made me laugh,
made me cry, and made me pick weeds. You knowé Fellen madly in love with you. | love
everything about you. | can't live my life withoydu.

I know this is not the most romantic way to do thist | would be forever happy if you would be my
wife and share your life with me forever.

Will you marry me?
Steps to reproduce:
1. Get married.
2. Reproduce.
Sorry, | couldn't resist.



Yes!
| can't believe you did this!

Bugs are typically a painful reminder of somethihgt went wrong. The levity used on occasion when
writing bugs is often an entertaining reminder thatre is more to life, and more to software
development, than noting work items and failures.

Test Case Management

Bugs are discovered by a wide variety of actividesing product development, but targeted testing
based on documented test cases finds the majdiiygs in a software product. At Microsoft, eveg th
smallest projects have thousands of test casisscdimmon for larger products to have hundreds of
thousands or more test cases. A test case manapggystsm is necessary to store and organize this
vast number of test cases.

A test case managéi CM) is a system in which test cases can be ddfimersioned, stored, and
executed. The TCM shares many of the same attalag@ bug management system. These shared
attributes, along with the relationship between ¢ases and bugs, are one of the reasons | have
included both of these topics in this chapter. Aeotreason of interest is that the most widely useyl
tracking systems at Microsoft, Product Studio ams® Studio Team System, manage both bugs and
test cases in the same system. This has the adeanita@roviding the ability to link test cases, bug

and feature areas. TCM usage across the entireise@mtinuous and extensive, so attributes such as
ease of use, configurability, and reliability agpially as essential in a TCM as they are in a bug
tracking system.

What Is a Test Case?

A test casealescribes specific actions to take against aquéati software component and the expected
outcomes. The component can be as small as arcaii@h programming interface (API), a control in
a user interface (Ul), or a port handler of a dewdaver. It can be as large as a software systi#im w
multiple computers and applications working togethe

Test cases can be a set of written steps and expesdults, such as a manual test case, or a set of
software instructions, such as automated test cAsésmated test cases should be self-verifyingt(th
is, able to determine whether they passed or fail@dure 9-5shows a simple example of a test case
management form.



Test Case Mumber: (000

Area: Concise Title of Test Case

Area Subarea

Priority Type Frequency Test Time (Min)
1 Functionality Every buikd 2

Description

Purpose of test:

Initial conditions and background

Steps

£ Ll RO e

Expected results:

MNotes:

Figure 9-5: Example test case form template

Most TCM systems are Web based, stand-alone apiphsaor both. Visual Studio Team System Test
Edition includes a TCM that you can use to creasé ¢ases and reportirigigure 9-6shows an open
test case.
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Figure 9-6: Test case management in Visual StudamTSystem.

The Value of a Test Case

Atest case is a formal document or record thatriess how a specific testing activity is performed
Some test references state that the purpose sf eage is to expose bugs, but test cases ard fasefu
beyond revealing bugs. Test cases can verify bigaptogram functions correctly or validate thabesr
are handled correctly. Other test cases can attemptrease code coverage or specifically cover
seldom-used paths.

The value of a documented test case is often delbaitd in Microsoft and among industry software
testers. Several factors contribute to the cordeghoosing whether to document test cases. Some of
the benefits of documenting test cases includéall@ving:

» Historical reference Test cases last far beyond product release. 8astangineering, as well
as owners of future product versions often neeéfer to test cases to understand what was
tested and how it was tested. Documented test,cas@gell as an organized system for storing
them, is essential if long-term support or revisiane part of the product strategy.



» Tracking test progressBy documenting test cases, you can track sevddifianal attributes,
such as the number of test cases run, the numlbestsfthat have passed or failed, and total
number of test cases per feature area.

* Repeatability A well-documented test case can be run by anybasyatime. This is equally
applicable to both automated and manual-baseddsss. The ability to repeat the same test
accurately is essential to generate reproductepssbr to detect regression.

There are drawbacks to creating test cases asSuglie of these include the following:

* Documentation timelf the time to document the test case takes lotiger running the test
does, it might not make sense to document thessst This is frequently true in situations
where the test case needs to execute only a fess tima single environment.

» Test cases get out of date as features chanfee time needed to document a test case can
quickly grow out of control if the underlying fea&uchanges often. It does not always make
sense to document test cases for feature areashidnage often. This scenario is frequently true
when attempting to write test cases to verify usirface components.

« Difficult to assume knowledge of readePeople who are extremely familiar with the feature
under test often are those who are writing thedasés. A mistake commonly made by these
people is the use of jargon or acronyms in thedasé that might not be understandable to those
who run the test case in the future. When this & dbe test case is no longer accurately
repeatable, and the test case loses one of thatkdyutes of a good test case.

Test cases are typically documented using a testm@anagement tool (TCM), and most teams at
Microsoft record the majority of their test case®iTCM. It is important to keep in mind that test
cases do not defiral testing activities. Activities such asig bashesvhen a team dedicates hours or
days when the entire team can focus on using Htear or application with the intent of finding lsug
that might be missed by test cases, are commowreany team at Microsoft. Many teams also have time
in the product cycle dedicated to customer usageas®s. For example, some parts of the Visual
Studio team dedicate regular time when the ergaentdoes nothing but create and build various
applications using the tools in the Visual Studewelopment environment.

Anatomy of a Test Case

Several factors contribute to the difference betwaegreat test case and a poor test case. Soinesef t
factors include the following:

» Purposeldentify why this test case is important and wihdbes. The purpose could be to
verify specific functionality, verify error handby verify a specific situation, or some other
specific purpose.

» Conditions Identify which aspects of the environment are ingoat or unimportant. State
whether the test needs to run on specific hardeagespecific operating system, if other
software is required, or if additional precondiscare necessary.

» Specific inputs and stepd.ist all steps required to accurately and repdgtenh the test case.

* Predicted resultsProvide information that allows whoever runs thgt to determine correctly
whether the test has passed or failed.

Other attributes of a test case specify where amehva test case is run. These attributes inclugle th
following:



Test frequencyThis is often referred to as a test type, such lasild verification test (BVT), a
nightly (a test that is run every night during theernight test pass), or a milestone test that is
intended to run at least once during every inteiteghtion. Some test case management
systems list these types of tests by name, whilerstmight assign a priority to indicate how
often the test should run.

Configurations This indicates the configurations of the targétveare where the test case will
run. For example, the attributes of one test cagatrstate that the test run only on the PC
version of an application, while another test gagght run across additional supported
operating systems.

Automation The automation attribute refers to the degreaitdraation a test has. In other
words, whether the test is fully automated, pdytialitomated, or an entirely manual test case.
Automation settings are generally as follows:

* Manual Manual tests require a tester to execute all siefige test case and record the
result in the TCM.

* SemiautomatedSemiautomated tests are carried out manuallydaputire some amount
of action from a tester. For example, a networkngght require that a certain network
topology is set up manually, but the actual tesesaan be fully automated.

* Automated Automated tests (sometimes called fully autométsts) require no user
intervention. Test setup, execution, and the rappuf results back to the TCM are
entirely automated.

Test Case Mistakes

Creating good test cases is a difficult procesiMpa single mistake can destroy the intent oftése
case. Some of the areas that cause the most pohlenthe following:

Missing stepsHastily created test cases or test cases thanassome steps will be performed
whether they are included or not are some of thet m@mmon types of test cases that are not
accurately repeatable.

Too verboseAlthough it is important to be specific and to yide enough information,
unnecessary words or lengthy explanations can iiekiest case hard to follow. Include just
enough information to precisely run the test case.

Too much jargon Don't assume that everyone who ever runs theasst (including product
support and sustained engineering) knows all oatlienyms, code names, and abbreviations
that you do. Spell out everything necessary foryest case to be valuable for the entire
lifetime of the product.

Unclear pass/fail criteria The test case is useless if, after running theitas unclear whether
the test passed or failed.

Test Case Examples

Poor Test Case Example

Title: Check encrypted message

Steps
1.

Get a v3 certificate



2. Send an encrypted message
3. Create a message with 0 RSA/DH lockboxes, send it
4. Create a message with 1 RSA/DH lockbox, send it
5. Create a message with an RSA/DSA signature, isend
Verify :
* Everything works for all messages
» Certificate server produced a good certificate
» Clear text and blobs come through properly
Good Test Case Example
Title: Clear text with v3 certificate
Purpose
Verify that an encrypted clear text message usivig eertificate can be opened and read by a retipie
Conditions/Prerequisites:
Crypto Overview and v3 certificate (Diffie-Hellmasgtup
Userl and User2 are Microsoft Exchange Server magizcounts
Steps:
1. Userl starts Microsoft Office Outlook.
2. On the Tools menu, click Options, and then diek Security tab.

3. Ensure that the Send clear text signed message sdnding signed messages option is
selected.

Ensure that v3 certificates are properly set up.

Click OK.

Open a new message, give it a subject "foo" aaky of "bar."
Address and send message to User2.

© N o 0 bk

On another computer, start Outlook with Userdaat.
Verify :
* The encrypted message has been received in the &mabcan be opened by User2

* The subject and body text of the message are ‘dod™bar", respectively

Note Each step is numbered. This is a best
practice.

Managing Test Cases

The number of test cases needed for a softwaregrogrows rapidly as the product grows in size and
complexity. Over time, as additional features areafioped or support for additional software or



hardware platforms is added, the number of tegscdsat need to be run and tracked grows
exponentially. At some point, the only way to trdkls vast number of test cases is through a tales
test case management system.

TCM systems look and feel much like bug trackingtegns. The primary bug tracking systems at
Microsoft (Product Studio and Visual Studio Teanst8yn) include both bug tracking and test case
management tools, and they share much of the nigeface and program structure between the two
functionalities. An integrated system enables adppealing features. For example, test casesman li
directly to the bugs they find, and reproducticgpstcan link directly from the test cases or can be
imported easily. To go even further, with Visualldb Team System you can link test cases direatly t
functional requirements as well. This three-waxilig between functional requirements, test cases,
and bugs allows for several unique views, suchnasving how many test cases exist for each
requirement, knowing which requirements do not hage cases, and viewing the mapping between
bugs and requirements.

Cases and Points: Counting Test Cases

Atest case is a list of specific actions thatfiesifunctionality or that an error is handled eatty or
some other quality attribute (performance, relighibnd so forth). A simple test case for playarg
audio file might beDpen tada.wav, click Play, and verify that it plagsrectly This is one test case,
but it might need to run on 32-bit and 64-bit sgsdelt might also be a requirement to run thedast
assorted families of audio chipsets. Dependincherihplementation, the test case might also run on
various localized versions of the system.

At this point, many testers might be confused ashether to count all of these variations as ose te
case or as multiple test cases. Testers insidewsdle of Microsoft often struggle with this sitioa.
At Microsoft, some terminology that is gaining use¢he concept of gestpoint A test case is the
single instance of a set of steps to carry oustnig activity, whereas the test point is an insséion

of that test case in a particular environment. pegtt results can be compared meaningfully to one
another across the testing matrix or over histi@st passes, while the test case might not havegella
at all. For example, when | was on the Windows &dfrt, we ran many of our tests on different
hardware platforms and on different configuratiohthe operating system. We had a few hundred
thousand test cases, but more than a million tastg By differentiating the tests in this way, were
able to determine quickly whether a test case aifiagd in all environments or only on a particular
configuration or platform. Here is a list of tegfiterms that are handy to know:

* Test caséA plan for exercising a test.
» Test point A combination of a test case and an executionrenment.

» Test suiteA collection of related test cases or test poi@ften, a test suite is a unit of tested
functionality, limited to a component or feature.

e Test run A collection of test suites invoked as a unit.edfta test run is a collection of all the
tests invoked on a single hardware or softwareesant

» Test passA collection of test runs. Often, a test pass ssmveral hardware and software
configurations and is confined by a specific ch@ikpor release plans.

Test Case Management Solutions at Microsoft

My first test case manager at Microsoft was Micfo&dfice Excel. In fact, on my first day as an
employee, my manager handed me a fresh printautydest cases. Over time, we expanded and



modified our spreadsheet-based system, and fanemds, it worked fine. In hindsight, | realize that
our solution was inefficient and inadequate. | darbyone has ever been able to run our test cases (
find them for that matter). When we added configarachanges to our test matrix, we typically
copied the relevant test cases to a new worksheet.

Thankfully, the TCM landscape at Microsoft todaynach better. Or, more accurately, Microsoft has a
different problem to face with TCM systems. Thelpeon Microsoft faces today is an explosion in the
number of TCM systems. A search for "TCM" on thelgde for a company-wide tool repository
shows 22 results. | remember at one point there aeleast a half dozen TCM systems in Windows.
Most test teams have begun to migrate toward thHd Taols in Visual Studio Team System, but major
divisions such as Windows, Office, and Develop&heaurrently have their own TCM system. Tool
proliferation is inevitable in a company of 8,0@8ters, but having multiple test management systems
causes other problems, for example, if the Windtmasn wants to run application compatibility tests
on Office applications on a new version of the afiag system. Having nonstandard TCM systems
makes the process of copying or executing tesis roe TCM on another TCM difficult at best.

The situation is improving rapidly. (Almost) thetiea Windows team uses a single TCM. Rather than
create new TCM systems, most new teams are chotwsinge either one of the major existing internal
systems or Visual Studio Team System for trackes tases and results.

Tracking and Interpreting the Test Results

One of the primary features of a TCM system isabity to track relevant metrics such as number of
test cases run and the percentage of the testgabstor fail. A TCM can organize tests inti@st pass,

a suite of tests that execute daily, weekly, oiresjaa specific version or build of the applicatid¢ithe
TCM is integrated with the bug tracking system, Ti&M can report the number of bugs found in a test
pass or whether bugs marked as "fixed" in the laiglthse are indeed fixed.

Many testers and test managers have gone downrtmgwath of examining metrics first, and then
trying to determine what the metrics mean. As wieaimining bug metrics, it is critical to determine
which questions you are trying to answer beforareérang test case metrics. Common metrics, along
with common usage, are listedliable 9-6

Table 9-6: Common Test Case Metrics
= Open table as spreadsheet

Metric Usage

Pass rate This is probably the most often usedésst metric. This metric shows the rat
of number of passing tests to the number of faitegis. This ratio is typically
calculated using test points rather than test cases

0]

Number of passes /On systems with a large number of test casesptbisac can be more revealing.
failures For example, a 99 percent pass rate is usuallxegpéonal pass rate. System
with a million or more test points (test casesé ttumber of configurations they
run on) are common for Microsoft products. On aesyswith a million test
points, a 99 percent pass rate inclut@®00 failures

Ul

Total number of te#t If test cases are plannedam find implemented throughout the product cy#le,




Metric Usage

cases / total numbethis metric provides a progress metric for managgme
of planned test cases

Automation ratio It can be interesting to know tleeqentage of automated tests versus tests that
are manual. Some teams might have goals to inctkaseimber of automated
tests for a particular area or across the entwdymt team. This metric is easily
abused. Not all manual tests can or should be atemmMore discussion on the
types of tests that benefit from automation i€mapter 11"Other Testing:
Nonfunctional Testing."

Number of tests by A test manager might want to know which tests av heany tests run for a
type particular type of test pass. For example, buildfication tests (BVTs) need to
run quickly and cover the product in breadth. Viegithe number of BVTs along
with the area they are testing provides quick imfation in this area.

Number or This metric is occasionally useful in measuring &fgectiveness. It can show
percentage of testswhether a variety of test cases is finding bugaluether only selected test cases
finding bugs or types of test cases are finding the most bugs.

Summary

In simplest terms, bugs and test cases are theroafim tester's world. Whether you are testingdar
complex systems or a Web site to sell travel acresssfor pets, a system that allows you to tréek t
artifacts of test creation and test execution tsegwely beneficial. Good systems are highly
configurable, yet exceptionally simple; they arghty usable by the most technical engineer as agell
the most bumbling marketer or executive; and, ramgtificant, they are the cornerstone of the tgstin
effort.

Chapter 10: Test Automation

Alan Page

Overview

| have been writing automation for nearly 20 ye@rscourse, | haven't been writing automated tests
nearly that long; rather, | have used repeatablpts®r code either to make a redundant task more
efficient or to reduce the chance of error whemga@ome computer operation. In my early days of
using a computer, | used batch files (a script@iomg sequences of commands for the command
interpreter) to back up my files to floppy diskstoreconfigure my environment for a particular
application. | have continued to use batch filescfanfiguring command-line environments for
different build systems, but | automate in otheysvas well. | write and use automated scripts $taih
applications, set reminders, sync files betweenmders, and to tune my computer. | don't consider



any of these activities to be an automated testhay are automation. The automation I'm refertong
removes the need for me to perform a repetitivie aasl allows me to execute tasks identically every
time.

There is certainly a lot more to a good automagstithan accurately executing a repetitive tasks Th
chapter discusses the elements, attributes, amctgte of high-quality automated tests and autodhate
testing architecture and infrastructure.

An important point to keep in mind as you read thapter (as well as any chapter in this boolas t
test automation strategies, tools, and technigagswidely across Microsoft. The goal of this clept

is to discuss many of the popular approaches t@tgsemation across the company. Although many of
the automation methods discussed are common pacthere is constant innovation in this area and
continuous growth and expansion of automation tants approaches.

The Value of Automation

Nothing seems both to unite and divide softwartetesacross the industry more than a discussion on
test automation. To some, automated tests are essdind emotionless substitutes for the type of
testing that the human brain is capable of achgeWor others, anything less than complete testing
using automation is a disappointment. In practicayever, context determines the value of
automation. Sometimes it makes sense to automatg swgle test. On other occasions, it might make
sense to automate nothing. Some types of bugsecéubhd only while someone is carefully watching
the screen and running the application. Bugs thaé lan explanation starting with "Weird—when |
dismiss this dialog box, the entire screen flasloesThe mouse pointer flickers when | move it &sro
the controls" are types of bugs that humans ariMastter at detecting than computers are. Foryman
other types of bugs, however, automated tests are efficient and effective.

To Automate or Not to Automate, That Is the Questia

Why should you write automated tests? Why or wheukl you choose manual testing over
automated testing? Choosing whether to write autiomand determining the extent of test
automation are issues that nearly every tester omndend with at some point. If you are going to au
test only once, it doesn't make sense to autorndt@wever, just because you are going to runitedw
doesn't mean you should automate it either. Masig t@ight need to run hundreds, thousands, or
millions of times before product release or dutimg maintenance cycle of the program. Several
factors contribute to accurately assessing thefligré automation for any particular context. Some
factors to consider include the following:

« Effort Determining the effort or cost is the first stepdetermining the return on investment
(ROI) of creating automated tests. Some typesadywrts or features are simple to automate,
whereas other areas are inherently problematicekample, application programming interface
(API) testing, as well as any other functionalikpesed to the user in the form of a
programming object, is more often than not strdggiatard to automate. User interface (Ul)
testing, on the other hand, can be problematiduiently requires more effort.

» Test lifetime How many times will an automated test run befoleecomes useless? Part of the
process of determining whether to automate a dpestiénario or test case includes estimating
the long-term value of the test. Consider thedgan of the product under test and the length of
the product cycle. Different automation choices nogsmade for a product with no planned
future versions on a short ship cycle than forapct on a two-year ship cycle with multiple



follow-up releases planned.

* Value Consider the value of an automated test oveifésnhe. Some testers say that the value
of a test case is in finding bugs, but many bugsfioby automated tests are only found the first
time the test is run. Once the bug is fixed, thiests become regression tests—tests that show
that recent changes do not cause previously worfkingtionality to stop working. Many
automation techniques can vary data used by thertetmange the paths tested on each run of
the test to continue to find bugs throughout tfetitne of the test. For products with a long
lifetime, a growing suite of regression tests iadmantage—with so much complexity in the
underlying software, a large number of tests thati$ primarily on making sure functionality
that worked before keeps on working is exceptignadlvantageous.

» Point of involvementMost successful automation projects | have witeedsgve occurred on
teams where the test team was involved from thenbagy of the project. Attempts at adding
automated tests to a project in situations whezxddht team begins involvement close to or
after code complete usually fail.

» Accuracy Good automation reports accurate results every iimuns. One of the biggest
complaints from management regarding automates ie#te number of false positives
automation often generates. (See the followingbsidétled 'Positively False? False positives
are tests that report a failure, but the failureassed by a bug somewhere in the test rather than
a product bug. Some areas of a project (such asnisgace components that are in flux) can
be difficult to analyze by automated testing anad lsea more prone to reporting false positives.

Positively False?

When a test fails, even though the targeted funatity is working correctly, it is commonly refede

to as a false positive report. The test reportsrear (the positive), but no error actually exigtais

false). Conversely, a situation where a test pasgas though the underlying functionality is broken
often called a false negative (or false pass).xangle of a false positive outside of the software-
testing world is a judicial court finding someonglty for a crime the person did not actually corymi
whereas a false negative would be a court findomgeone innocent when that person actually is guilty
These terms come from the world of statistics, wHhalse positives and false negatives are most ofte
known as Type | and Type Il errors, respectively.

» Supported platforms Automation is one approach for addressing thenedtix explosion that
occurs in many large projects. Writing a test ottiag will run on multiple platforms or systems
provides a huge time-saving advantage. On a swiek sthis can mean that a single automated
test can run on both Microsoft Windows Server dre@Windows Vista operating system, but
the big successes happen when a single automatead &ble to run on 8 different embedded
platforms or in 10 different Web browsers.

» Complexity How complex is a test to automate versus manwedwgion or verification? Some
tests are simply too difficult to automate usingserg frameworks or available technologies.
For example, graphics programs can use pixel casgraalgorithms to compare two images.
Image comparison is notorious for causing falsetipes. Fuzzy matching sometimes provides
better results, but the implementation is often glexand can require constant changes in the
automation to produce the desired result.

* Other factors You also must consider the amount of time you liavautomate as well as the
skills of the testers who will be writing the autation. Automation is an investment. It is never
something that can be fit in last minute, and reith it something that an unskilled tester is



able to do simply because he had programming eeqpegiin school. Remember that your goal
is to do the best job testing possible, given ifme and resources you have to complete the job.
Keep in mind that testability factors and automasapport not considered early in the design
of the product can make writing automation for pineduct difficult. A final factor to consider is
the automation philosophy of management. Automasarot a silver bullet, but it cannot be
completely ignored either. Some teams might hagplkilasophy where they want to automate
everything, whereas other teams might choose tinaate very little. There is no right amount
of automation, and it is imperative that all of ffreceding factors are considered when
determining how much and what to automate rathar thaking that choice purely from a
management perspective.

We don't have time to automate this

| learned to write Ul automation using a progrartecBMicrosoft Test. MS Test, as it was often adlle
(which was later named MS Visual Test, and therssgbently sold to Rational Software), was a tool
for writing Ul automation. | started using a betasion a year or so before joining Microsoft, agd b
the time | started at Microsoft, | knew the progriamly well and was quite comfortable writing Ul
automation.

My first job at Microsoft was on the team that éskhetworking functionality on Japanese, Chinese,
and Korean Windows 95. A big part of my job wasfyerg that the characters of these languages
worked correctly in the Ul elements of networkingerties, as well as network interoperability ite f
names containing these characters in a varietgwiark topologies and operating systems. At that
time, | had only a bit of experience testing norgl&h versions of the Windows operating system, and
even less experience with Windows 95. | knew thatirvg automation for this area would be an
interesting challenge for me, but | was excitedit@ it a shot.

| spent my first day or so getting used to my @fitinding the test lab, meeting new teammatetinget
up computers, and finding necessary tools on tteenal network. My manager had asked me to stop
by to talk about my testing responsibilities avdgls excited to get started. We talked briefly alibat
areas | was responsible for to make sure | undmdtoe scope of my testing area, and then he handed
me a list of test cases printed out from a Micrb&dfice Excel worksheet. | spent a few minutes
scanning the list to make sure | understood evamgtlEverything made sense, and | was confident |
could automate the test cases in short order.

Just to be sure, | asked if there was a deadlirenwkhould complete automation. | remember the
exact words of the reply.

"Oh, no, we don't have time to automate these, tgstsjust need to run them on every
build."

"Wow," | thought, "These tests must be much moficdit to automate than | thought they were." |
went back to my office and started running throtegt cases. | did this for a few days, found some
bugs, and learned a lot more about the area. Sbthe test cases were for command-line network
options. | was starting to get a little bored runtnihese tests, and as a result, | found | was ttoe®
forgetting steps. | thought, "Surely, a little datde would help me run these tests more condlistén
Fifteen minutes later, | had proved myself correbiad also found a way to test additional
configuration operations automatically.

A few days later, | was making some of the saméakés in the Ul testing, so | thought | would take
few minutes to see just how difficult it really wisautomate. | was prepared to spend some of my
own time on the weekend to experiment with writihgautomation on Windows 95, but | quickly
found that for the tests | needed to run, Visuat Veorked pretty well. A few hours later, most loé t



scenarios from the worksheet my boss gave me vwveantomated tests.

| ran those tests every day for months, and thegdsene days or weeks of time—time that | used to
expand what | was testing and to look at areasémeould have looked at otherwise. | probably
found at least a hundred bugs that | might not liauwed if | had focused on that same script ofstest
every day. In hindsight, | was still a novice teséand those tests probably weren't very goodnbut
matter how I look at it, automation was still thght answer in that context.

User Interface Automation

Public-facing functions such as the Windows AP&ny other public-facing functionality exposed
through a programming interface are good candidategst automation. You can test the
programming interface without writing automatiomrfexample, | could test a large part of the core
Windows API purely by running the Microsoft Offisaite, but with automation targeted at the
individual API functions | could use test applicets to test multiple parameter combinations
efficiently.

Many facets of non-functional testing such as pernce tests, load tests, stress tests, and Istak te
are highly suitable for automation. (S8kapter 11"Non-Functional Testing.") In fact, automated
testing is the only way to execute many of the ages related to these types of testing situations.
Simulating thousands of simultaneous connectiosgervice and timing an operation are tasks where
automation is the only practical solution.

When software testers think about test automati@amy of them first think of user interface (Ul)
testing. The software test marketplace offers ntaols that assist test writers in manipulatinguker
interface in their automated tests. A number o$é¢h®@ols also offer record and playback functidpali
so that the test author can simply record the maeag and then play it back as an automated test.
Record and playback tools often receive criticignduse the tests they generate are not resistant to
subtle changes in the user interface. User interf@sting, in general, has this same problem, tacahi
be difficult to automate many Ul elements.

In practice at Microsoft, the primary methods ukedautomating Ul bypass the presentation layer and
use the underlying object model directly, or useilsir methods to manipulate the core logic of teeru
interface. In a few cases, Ul automation direattgtiacts with the Ul by simulating mouse clicks and
keystrokes.

/I C# code to start Microsoft Office Word, type tex t, select the text, and make the

font bold
Il error checking removed for brevity

Process wordApp = Process.Start("Winword.exe");
if (wordApp.WaitForinputldle(1000))

SendKeys.SendWait("This is input to WinWord");
SendKeys.SendWait(""a"); // send ctrl+a (select all text)
SendKeys.SendWait(""b"); // send ctrl + b (make text bold)

}

Code using keystrokes or mouse clicks is the ctdeem of automation to reproducing the way users
interact with the software but is also one of thestrfragile forms of Ul automation. Controls move,
underlying identifications change, and text is updaand localized. It is possible to write robust
automation using only methods that simulate keyhpaesses or mouse clicks, but it is difficult and
far from failure proof.



Another form of automation is to automate the angithat occur when the user interacts with the Ul.
For example, instead of simulating a button clible automation directly calls the underlying cololat t
the button triggers.

Figure 10-1is a simple variation on what the object-oriertechmunity calls an object model. An

object model is a collection of objects (functiatalthat allow manipulation of specific parts biet
application. For example, the HTML Document Objgcidel (DOM) provides access to HTML

controls (buttons, check boxes, and so forth), efded links, and browsing history. Languages such as
JavaScript can access those controls directly girdloe DOM.

Application Under Test

Graphical User
Interface

Test Application \ Actions

Call Actions OnButtenClick ()
directly

Figure 10-1: Calling Ul functions without the UlI.

Many Windows-based applications enable accesstéetitures in the application through an object
model. By using object models, combined with us&grface code that separates program logic from
the user interface logic, testers can automate teshanipulate any portion of the Ul without ditgc
interacting with any of the Ul controls.

This code uses the Word object model to perfornmséme automation as the previous example.

Object template = Type.Missing;
Object newTemplate = Type.Missing;
Object docType = Type.Missing;
Object visible = Type.Missing;

Word.Application wordApp = new Word.Application();
Word.Document wordDoc = new Word.Document();
wordApp.Visible = true;

I the following line is equivalent to selecting Fi le, and then New

/ to create a new document based on Normal.dot.

wordDoc = wordApp.Documents.Add(ref template, ref n ewTemplate, ref docType, ref
visible);

wordDoc.Selection. TypeText("This is input to WinWor d";

wordDoc.Selection.WholeStory();
wordDoc.Selection.Font.Bold = 1

Instead of mouse clicks, this code manipulates Wismg its object model. This code is slightly more
verbose than the C# example using SendKeys() mobie likely to be extensible, and maintainable.

Another similar method of automating the Ul is g Microsoft Active Accessibility (MSAA).
MSAA improves the way accessibility tools such agen readers work with Windows, but it also
provides a simple method for writing automationeeart of MSAA is the IAccessible interface. The



IAccessible interface supports properties thatalyou to get information about the corresponding Ul
element. Windows common controls such as buttexs bioxes, list boxes, and scroll bars all
implement an IAccessible interface. Many Windowsedzhapplications that contain custom controls
also support this interface.

Applications (or tests) use accessibility functidtmysobtaining a pointer to the 1Accessible inteefac
using functions such as AccessibleObjectFromWindmaegessibleObjectFromPoint, or
AccessibleObjectFromEvent. By using the interfagmfer, test applications can use methods to get
information about the controls, such as text otdsustate, or to manipulate the control (such as
simulating clicking a button).

With the release of version 3.0 of the MicrosofEINFramework, Microsoft Ul Automation is the new
accessibility framework for Windows and is avaitabh all operating systems that support Windows
Presentation Foundation (WPF). Like MSAA, Ul Autdioa is an accessibility feature but is written
in managed code and is most easily used from 4BdXet applications. Ul Automation exposes
every component of the Ul as an AutomationElemEn¢se elements expose common properties of
the Ul elements they represent, such as appeaaadcstate. A control, such as a button click, @an b
performed with code such as the following.

// obtain an InvokePattern object, and use it to cl ick a button
/I NOTE: error checking removed for brevity

private void InvokeControl(AutomationElement target Control)

{

InvokePattern invokePattern =
targetControl.GetCurrentPattern(InvokePattern .Pattern) as InvokePattern

}

invokePattern.Invoke();

Most groups at Microsoft that write automated Wtseuse the preceding methods or hybrids of these
methods. Many frameworks for Ul automation wrap onenore of the solutions mentioned. An
application, for example, can have an incomplefjeatbmodel, and tests might use the object model
for most testing but use MSAA for the remaindetbtesting.

Brute Force Ul Automation

In most cases, Ul automation that accesses comitiralggh a model or similar methods tests just as
well as automation that accesses the Ul througioibaticks and key presses. Occasionally, however,
automating purely through the model can miss aiifouigs.

Several years ago, a spinoff of the Windows CE tea® working on a project called the Windows
Powered Smart Display. This device was a flat scraenitor that also functioned as a thin client for
terminal services. When the monitor was undockenhfthe workstation, it would connect back to the
workstation using a terminal server client.

The software on the device was primarily compodembree Windows CE components but also
contained a simple user interface that showedtarlisf connected servers, battery life, connection
speed, and any local applications, as shown ifall@ving graphic. The CE components were all well
tested, and the small test team assigned to theed®sted several user scenarios in additionngeso
manual functionality testing. Toward the end of pineduct cycle, | spent some time working with the
team, helping them develop some additional tests.

One of the first things | wanted to do was creaf@nasimple tests that | could run overnight tadfin
any issues with the software that might not shofonglays or weeks for a typical user. There was no
object model for the application, and no otheratetity features, but given the simplicity of the



application and the amount of time | had, | dovéoimvhat | call brute force Ul automation. | quigkl
wrote some code that could find each of the indigldvindows on the single screen that made up the
application. | remember that | was going to looktlu specific Windows message that this program
used, but I'd hit a roadblock waiting for accesthtsource code. I've never been a fan of waiting
around, so | decided to write code that would aethie mouse over a specific window on the screen
and send a mouse click to that point on the scisféer. a few more minutes of debugging and testing,
| had a simple application that would randomly ceetrto any available server, verify that the
connection was successfully established, and greniriate the terminal server session.

| set up the application to run infinitely, stariédand then let it run while | took care of adlrfew
projects before heading home for the day. | glarmet my shoulder once in a while, happy to see the
application connecting and disconnecting every$ewaonds. However, just as | stood up to leave, |
turned around to take one final look at my testiappon and | saw that it had crashed. | happéned

be running under the debugger and noticed thatrdsh was caused by a memory leak, and the
application was out of a particular Windows reseut first, | thought it was a problem in my
application, so | spent some time scanning thecgocwde looking for any place where items had been
using that type of resource or perhaps misusingraldWws API. | couldn't find anything wrong but ktil
thought the problem must be mine, and that | mingive caused the problem during one of my earlier
debugging sessions. | rebooted the device, sdtaufests to run again, and walked out the door.

When | got to work the next morning, the first ihnoticed was that the application had crashed
again in the same place. By this time, | had actese source code for the application, and after
spending about an hour debugging the problem. Tolglgm turned out not to be in the connection
code. Every time one of the computer names wastseélethe application initiated code that did

custom drawing. It was just a small blue flashhsd the user would know that the application had
recognized the mouse click, much like the way #lautton in a Windows-based application appears to
sink when pressed. The problem in this applicatvas that every time the test and drawing code ran,
there was a resource leak. After a few hundred ectioms, the resource leak was big enough that the
application would crash when the custom drawingea@ah.

| don't think | ever would have found this bug Hdd been writing Ul automation that executed
functionality without going through the Ul directlythink that in most cases, the best solution for
robust Ul automation is a method that accessesatentithout interacting with the Ul, but now, |
always keep my eye on any code in the user inteitfaat does more than the functionality that the Ul
represents.

What's in a Test?

When considering test cases for automation, ttsemeuich more to think about than the execution steps
of the test. Before running any steps, the apptinanust be in a state where test execution isilpless
After the test is run, it is critical to know wheththe test passed or failed, and test results beust

saved somewhere for review or further analysisait also be necessary to clean up any artifacts
created by the test (files, registry settings, smdorth). Finally, the test must be maintainahbld a
comprehensible so that anyone can run or modifyesieat any time when it becomes necessary.

An automated test is much more than the automagicugion of steps from a manual test case. Good
automation takes advantage of the power of the ctenpo perform testing that a human cannot
perform as effectively. Test automation is not@Eaeement for human testers. Several manual tedts a
testing activities are far more powerful when perfed by a thinking human being rather than by a
machine, but when used effectively, automated t&Bste enormous amounts of time and money.



Keith Stobie and Mark Bergman describe componeintissb automation in their 1992 paper "How to

Automate Testing: The Big Picture" in terms of daegonym SEARCH SEARCH stands for setup,
execution, analysis, reporting, cleanup, and help.

» Setup Setup is the effort it takes to bring the softwiara point where the actual test operation
is ready for execution.

» Execution This is the core of the test—the specific stepeagary to verify functionality,
sufficient error handling, or some other relevaskt

* AnalysisAnalysis is the process of determining whetherntésé passes or fails. This is the most
important step—and often the most complicated steptest.

* Reporting Reporting includes display and dissemination efdhalysis, for example, log files,
database, or other generated files.

» Cleanup The cleanup phase returns the software to a krsb&ta so that the next test can
proceed.

* Help A help system enables maintenance and robusthéss test case throughout its life.
Consider a simple test case:

Title:

Verify values larger than 32-bit integer can digglacalculator program

Steps:

1. In decimal mode, enter maximum 32-bit unsigneelgear value (4294967295) using the
keyboard or calc controls.

2. Add any positive whole number value to the ogjvalue.

Verify:
Verify proper addition. For example, 42949672950+=% 4294967305

This test case describes simple actions to determimether a calculator program can handle values
larger than 2% (maximum value of a 32-bit intege@.

On the surface, this test appears to be quite sinplt many more steps are required to automage thi
test than the preceding two steps dictate. Befaredst steps can be carried out, the calculatmram
needs to be started and in a state where it capargput. Even on the fastest computers, some
applications take several seconds to start, steitenight need to account for this. Alternatively,
perhaps the test assumes that the program is glreading. No matter what the assumption is, certai
conditions need to be satisfied before executieditist step of this test case.

After the preceding steps execute, it is necedsavglidate the output to determine whether the tes
passes or not. In this case, the automated tesit negd the value from the output field in the

calculator application, or it might evaluate théueaby probing internal variables in the applicat{or
both). After determining whether the test passdaits, the test must log the results so that ey
reviewable by anyone who needs to evaluate tdsisstifh subsequent test cases assume that thetoutpu
field is clear, or set to zero, or that the caltmig@rogram is not running, it is essential to clids data

or close the application before ending the autohtest.



Finally, additional information about the test imd&d in the test case or embedded as comments in th
code is necessary to enable long-term maintendrtbe test and enable other (or future) team
members to easily modify or add to the existingstes

It is important to consider the entire scope oftdst from setup to maintenance when developirg tes
automation. Extensive automation can automate estep/of SEARCH, but it is occasionally useful to
automate only a few parts of the approach. In ssitnations, for example, it can be beneficial to
automate installing and configuring an applicatiothe point where critical manual or exploratory
steps can be performed—or, you might have a systieene you record test results in a test case
manager and results are analyzed automaticallsefmrting. In most cases, however, a successful
approach automates most steps of the testing .effort

Many automation efforts fail because they attera@itomate only the test execution phase. A holisti
automation approach requires automating much nimane éxecution alone. Automation strategies that
do not include a plan for getting the applicatioratstage where execution can take place and where
reporting and analysis are automatic are rarelgtanl. When considering test automation, many
people think primarily of automating test execugibat automation is also helpful in other testing
phases. Computer-assisted testing might be a lbetterto describe the concept of automating each
stage of testing. Thorough automation includes nmole than executing a test. Computer-based tools
and software are a good solution for automatingsr@us tasks that support test execution.

Test Tools and Utilities

In several situations, automated tests are nolié testing solution. One of the areas | tested on
Windows 98 was font rendering. Some aspects oftesting benefited immensely from automation.
Performance testing is a good example. We sigmifigahanged the way the core graphics engine
displayed non-Western characters, and | needezbtahe length of time it took different fonts t@aa
random strings of varying lengths. There weredarmany combinations for me to test manually, but |
was able to write a suite of tests that could sately track the impact of the performance gains.

Other areas of font testing were just not condutovautomation, but | needed quick and accurate
methods for determining the effect of the multitwddont settings. For a lot of this testing, | dse
tool that displayed the fonts in a large grid thikawed me to view each pixel of the font and rapid
adjust each of the different parameters affectnegdisplay of the font. If, for example, a customer
reported that certain characters in a specific fmaked funny,” | could quickly examine the reneer
font and determine the cause of the issue.

| also needed to verify that all characters inra fauld draw without causing a problem. In thoagsd
in a few obscure cases an application would criaslattempted to draw a particular character, or
ranges of characters would have printing probléirasting printing of every character in every font
certainly isn't good for saving time (or trees)t ibuvas important to be able to spot-check newifon
and to investigate bugs reported by customerselpyself out in this scenario, | wrote a tool
capable of displaying or printing all charactersifont with any selection of sizes and attribtesd,
italic, and so forth), as shown kigure 10-2
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Figure 10-2: Font display tool.

The tool took only a few hours to write, but thestfitime | used it, | found a crash when "scrolling
through the characters in a third-party font. Tteeoteam members and | used this tool often
throughout the development cycle for quick verifica, smoke testing, and other investigations. We
found only a few other bugs using the tool, butas extremely beneficial in helping us verify aiggr
of font rendering issues. It wasn't an automatst] bait it saved dozens of hours of time amongraéve
engineers.

[LKeith Stobie and Mark Bergman, "How to Automatetifes The Big Picture,"” March 1992,
http://keithstobie.net/Documents/TestAuto_The RigPDFE

(2 Programs that do not expect values larger tFamal "roll over" (or overflow) to the minimum

value of the data type. In this case, it meansttieehumber after 4294967295 is zero. The valuz?of
is 4294967296. Because counting on computers stzeso, the range of an unsigned 32-bit integer i
from O to 4294967295.

SEARCH at Microsoft

A wide variety of approaches and solutions for &gbmation is used at Microsoft. Not all teams
approach automation or test case generation irsteffSEARCH, but an approach that considers
automating each stage of the testing effort is qdest on most teams.

Setup

The scope of testing and the size of the test matriteams at Microsoft emphasize the need for
automating the setup portion of testing. The sisigierm of automating this phase is by using goscri
or command-line option that enables an unattenasdllation of an application. Test computers often
install the latest version of an application autboadly in the middle of the night so that testeas

start working with a clean installation of the apation when they arrive in the morning. This
approach saves time but can be dangerous if pradstetlation is rarely tested in the way that
customers will install the application. If all iadfations run automatically, the test team will
undoubtedly miss important bugs in the setup apptio. A common practice at Microsoft is to use
automated application setup for the majority oftést team, but have a dedicated setup testeegbr t
team) to verify the entire setup test matrix.



The scope of preparing a system for test executiafyding operating system installation (if
necessary) and configuring the application undgr tan grow quickly when you consider operating
system version and application version constra®ssider the test matrix shownTiable 10-1

Table 10-1: Installation Test Matrix
= Open table as spreadsheet

Base operating system Test needed

Windows XP Full install

Windows XP Upgrade from version 1 to version 2

Windows Vista Full install

Windows Vista Upgrade from version 1 to version 2

Windows XP Install application, and then upgradéiadows Vista

Installation and upgrade scenarios are extremehptex. When the base test configuration includes
installing an operating system, or a previous ersif the application, setup testing quickly becerae
huge time burden. In these situations, it is impegao be able to get to the base setup quicklyarh
take hours to install an operating system and secgapplications manually, so many teams at
Microsoft use a system that quickly configures seliae setup using imaging technology. Imaging
technology takes a snapshot of a baseline systdrwates it to a computer hard drive directly. If a
tester needs a copy of Windows XP with Office Psefenal Edition 2003 installed, she simply selects
that image, runs a script or application from tbemputer she wants to configure, and several minutes
later, a computer with the required applicationseedy to test. Imaging is typically a two-stagegass
that creates both the necessary software basabneell as installs drivers specific to the imaged
computer and sets up necessary user accounts.

Teams that use this approach keep hundreds of syaagkand and use these images for configuring a
variety of manual and automated tests. Anotherrdge of an image library such as this is that
application or operating system patches are appdi@dages in a central location, removing another
time-consuming portion of the process of settin@nmpplication.

Windows CE uses a similar approach. Windows Ceigesigned to be installed like an application
or operating system. Instead, operating systemeshage flashed onto a device such as a mobile
phone, network router, or a development boardgbpports Windows CE. The Windows CE
automation system selects the appropriate operayisigm image for a given test and hardware
configuration, flashes the operating system ongodikvice, and then uses special hardware to
automatically reset (restart) the device beforecetirg the tests.

| Didn't Know You Could Automate That

Sometimes, parts of your testing effort can sedfitdlt or nearly impossible to automate. Whenever
something seems impossible to automate, | thisknitbortant to brainstorm a bit more and see if
there's a way to make even the smallest portidheotesting more efficient.

The Windows and Windows CE teams use a varietystomn-built hardware to assist in their



automation efforts. Testing with PCMCIA cards, éample, can be a time-consuming task. The
operating systems need to support inserting andvig cards at any time. Some classes of tests such
as network tests might need to be run with sewbffgirent PCMCIA network cards. On the Windows
CE team, we used a "PCMCIA Jukebox" to assistigtdsting. The device contained six PCMCIA
slots and a serial connection we could use to sitaydhysically inserting and removing cards from an
of the six positions. We didn't have jukeboxesdeery piece of peripheral hardware, but where we
didn't we did have several "switcher" devices #itwed us to simulate plugging and unplugging

other removable devices such as USB and 1394/Feeadeivices using a serial connection.

The Windows team makes heavy use of a device siionltamework to emulate hardware. The
framework enables tests that otherwise might beaatigal, such as plugging in hundreds of devices
or plugging and unplugging a device thousandsno¢si.

Execution

Running the steps of the test case is the heatoinated testing, and a variety of execution nmasho
is possible. One simple form of execution is tot&end run a script or application. A simple testec
written in Microsoft Visual Basic Scripting EditiqivBScript) to open and print a specified document
in Microsoft Word can be implemented as follows:

Set objWord = CreateObject("Word.Application™)
Set objDoc = objWord.Documents.Open("c:\tests\print test.doc")

objDoc.PrintOut()
objWord.Quit

Test execution is also common in stand-alone agijpdics. | once wrote an application containing a
large suite of network tests for Windows 98. Ali&rting the application and configuring a few
options, a button click kicked off an extensive &feetwork file sharing and copy functions. This
wasn't an optimal solution. Although the tests thelves ran automatically, user intervention wdk sti
required to select and execute the tests.

A much better solution, and one used by nearlyyetgam at Microsoft today, is to use a test hartess
run automated tests. A test harness is the framemeded to run tests. Good harnesses are
configurable, extendable, and make automated testisier. An example of a simple test harness
architecture is shown iRigure 10-3
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Figure 10-3: Test harness design.
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Logging

In this example, the test harness is an applicatiabruns tests contained in another binary—for
example, Windows dynamic-link library (DLL). Thernass workflow runs something like this:

1. The test harness starts and examines any additiondhata passed to itThis can include



environment variables, specific tests to run, liocet of files, network addresses, or anything
else needed by the test. This information alwaghides the name of the file containing the test
cases. An example command line that would runciests 1 to 100 in TestCase.dll, repeat those
100 tests 10 times, and log information to a féened test.log might look like this:

* harness.exe TestCase.dll -Tests 1-100 -Repeauttdest.log

. The harness executes the test cas&epending on the harness or optional data, o of
the automated test cases might run sequentiafigioraly, or in a specific order. For native C
and C++ code, a common implementation of a testdsaris to create a dynamic-link library
(DLL) containing functions for each test. Typicalllge DLL uses a table to track detailed test
information as well as unique identification forchdest. A simple example is as follows:

struct functionTable[] =

{"API 1 "Positive Functional Test", 1, Functio nalTest },
{"API 1 "Boundary Test", 2, BoundaryTest },
...

I3

The table in this example contains three entriesl lny the harness; a plain text description of
the test (for example, "Positive Functional Test"unique identifier, and the address of the
function that executes the test. This makes itiptessor example, to tell the harness to run test
2 without the need to know (or remember) that 2asta boundary test for a specific API.

A harness with this architecture works by callirmptLibrary on the DLL, and then passing the
address of the function from the function tabl&ttProcAddress to call the routine contained
in the DLL directly.

The test code used in this harness architectukes like a typical function in an application.

int FunctionalTest(int parameters)

{

int testResult = 0;
/ltest code here

if(testWasSuccessful)
testResult = 1;
return testPass;

}

This variety of test harness is common in automsgsting efforts at Microsoft and is effective
and extensible.

More and more automation at Microsoft is being teritusing C# (pronounced "cee sharp").
Development in C# is generally faster than writihg equivalent native C or C++ code. Tests
(or applications) written in managed code typicalbe less code than the native equivalent
does, enabling easier reading, review, and maintenaf the code. Managed code also removes
the causes of many of the bugs that are easy &becire native code; variable initialization and
memory management, for example, are automatic.

When authoring test cases in C#, the test detalsegist as attributes to a function. Attributes
are more flexible than creating a table of functioma header file is, and by grouping the test
information next to the test in the source codkeathan in a separate file, the test information
is more likely to be up-to-date.



[TestCaseAttribute( "Build Verification Test: Math Tests", Type =
TestType.BVT,

ID=42)]

public TestResult BuildVerificationTest_Math1()

{
TestResult. AddComment("executing BuildVerificat ionTest_Math1");

/lcode removed ...
return TestResult.Pass;

}

This example uses a custom attribute to descrivéetit and the test type and assigns a unique
ID to the test. The harness uses reflection to éxaithe details of the attributes and execute the
test methods contained in the managed code. Comimendsage of a managed test harness
can look like this:

* managed-harness.exe managed-test.dll TestType=BVT

The harness using this command line might examiaeaged-test.dll using reflection and run
all test methods with the TestType.BVT attribute.

The unit-testing framework included in Microsoftsval Studio Team System contains built-in
attributes that are as applicable to functionaingsas they are to unit testing. Managed code
test harnesses often implement additional attrbtdeenable more complete descriptions and
classifications of test casd@ble 10-2contains a list of common managed code test ata

/I These test methods always run in the following o rder

[TestCaseAttribute("Example Ordered Tests", Step=1, SupportFile=" one.txt")]
public TestResult TestOne()

{

/l do something with "one.txt"

-

[TestCaseAttribute("Example Ordered Tests", Step=2, SupportFile=" two.txt")]
public TestResult TestTwo()

{

/l do something with "two.txt"

-

In this example, the Step attribute indicates &hhrness that TestOne always executes before
executing TestTwo. Additionally, TestOne and TesiTequire the presence of additional
support files ("one.txt" and "two.txt," respectiygl

. Test cases can log data (including test status) &dfile, to the debug stream, or tsome

other persistent location The test harness examines logs or other infoamati determine
whether the tests have passed or failed. Logs eamiiple text files, XML-based files, HTML
files, combinations of the three, or completelyatiént outputs such as Windows system events
or entries in a database. Log files are essemtialdicking test results as well as for debugging
test failuresTable 10-3ists several elements that should be in everyileggenerated by test
automation.

Regardless of the logging format and medium, candite following several excellent
practices when logging data from an automated test:



* Passing tests should generate as few log reconissagle.

» Failing tests should provide enough informationédug the failure without the need to
rerun the test or connect a debugger. The logfild include the binary and function
under test, as well as the functionality under aest expected and actual results.

* Error codes should be clear and written in undrdstble text.

* Logging should be configurable without the needrémompilation. Tests should be able
to run with multiple logging levels, including "dogging,” "normal logging," and
"verbose logging."

The following is an example of a simple log filenta@ning information about the test, the test
result, and additional status on the executiomeftést.

<TESTCASE ID=1024>
*** TEST STARTING
*** Test Name:  Attempt to delete read-only fil e
*** YYVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVY VVVVVVVVVVVVVVVVVVV
BEGIN TEST: "Attempt to delete read-only file"
Creating read-only file c:\\temp\test.tmp
Verifying read-only attributes...
File is read-only
Calling DeleteFile
DeleteFile returned ERROR_SUCCESS. Expected: E RROR_ACCESS_ DENIED
END TEST: "Attempt to delete read-only file", FA ILED, Time=0.644

*kk ANNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN NNNNNNNNNNNNNNNNNNN

*** TEST COMPLETED

*kk

*** Test Name:  Attempt to delete read-only fil e
** Test ID: 1024*

** Library Path: \fsystst.dll

*** Command Line: -p -Flash

*** Result: Failed

*** Random Seed: 30221

*** Execution Time: 0:00:00.644

</TESTCASE RESULT="FAILED">

Another simple log file, this one in XML format, lfows.
<harness harness_client=" testclient1">

<harness_client_machine>testclientl</harness_client _machine>
<harness_client_ip>157.59.28.234</harness_client_ip >
<result_information>
<parameter name=" computer_name" value=" LAB-09 563"/>
<parameter name="result_filename" value="1234. LOG"/>
<parameter name="result_testid" value="1234"/>
<parameter name="result_comments" value=" Pass ed"/>
</result_information>
</message>
</harness>

Table 10-2: Common Managed Code Test Attributes
= Open table as spreadsheet




Attribute

Description

ClassSetup

Methods with this attribute contain actions thatwr before any tests execute.
Methods with this attribute can start the applmatiset values in a database, or
configure settings needed by all tests.

ClassTeardowr

1Teardown actions occur after all tests have rod,they return the environment to |

original state. A method with this attribute tydlgaemoves all artifacts of the test,
such as files, database entries, or registry entrie

TestInitializ

Methods with this attribute run before the exemutf each test and include anyth

point.

TestCleanup

Methods with this attribute run after the execntod each test. Methods with this

restore other system configurations.

needed to prepare the environment for a test, asidopying or creating files needed
for the test. This reduces the amount of potegtdliplicated code at the beginning of
each test method, but assumes that every test suite needs to start from the same

ng

attribute might delete files created by the tesdttare a database to known settings, or

TestMethod  Methods with this attribute represent the testgaioed in the file.

Step This attribute is used to denote methods that meir in a specific sequence. A
typical managed test harness can execute testsarbérary order. If specific tests
need to be run sequentially, tBeepattribute is used to denote this.

SupportFile  This attribute indicates that a specific file ecassary for a test to run.

Table 10-3: Suggested required elements for Tegst lo
= Open table as spreadsheet

Element Notes

Test ID Every test for a system needs a unique Ihagoresults can be aggregated at the

highest level of reporting without conflicting ID&lobally unique identifiers
(GUIDSs) are often used for test IDs.
Test Name This is an easily understood name ofetbte t

Environment
Information

Include operating system version, SKU (for exampledows Vista Ultimate),
operating system language, architecture (x86, 8®&8ibit, and so forth), total
RAM, free disk space, and computer name. Envirortinméormation is often

beneficial in tracking down bugs that occur onlyaosubset of all test compute




Element Notes

Application Under Include the application or component version otdravision. If applicable,

Test (AUT) include the localized language of the applicatind gersion information for all
Information application dependencies.
Test Result Test results are typically pass or @tiher options are possible and are discussed

later in this chapter.

Analysis

Execution of the steps in the test are only therimaigg of an automated test. After execution, some
level of investigation must occur to determine rigsult of the test. Occasionally, analysis is sanplt
the criteria for determining whether a test hasedr not can be complex. A test oracle is a sooifrc
expected test results for a test case. The Créatelfiction in the Windows API creates a new fite 0
opens an existing file. If it succeeds, the funttieturns a handle (a unique integer value) tdikbe
and if the function fails, it returns an error codeu could test this function in a trivial manrmsr
checking the return value to determine the testista

TEST_RESULT TestCreateFile(void)

HANDLE hFile = CreateFile(...)
if (hFile == INVALID_HANDLE_VALUE)

return TEST_FAIL;
}

else

return TEST_PASS;

}
}

This "test" really only determines whether the @&de function returns a value. A significant ambu
of additional testing is necessary to determinetidrethe function actually worked to determine an
accurate test result. A tester can create an ofackeerification function) to aid in determininige test
status.

TEST_RESULT TestCreateFile(void)
{
TEST_RESULT tr = TEST_FAIL;
HANDLE hFile = CreateFile(...)
if (IsValidFile(hFile, ...) == TRUE)

tr = TEST_PASS;
}

return tr;
}
BOOL IsValidFile(hFile, ...)

/* ORACLE:
check handle value for INVALID_HANDLE_VALUE,
determine if the file exists on disk,
confirm that the attributes assigned to the file are correct,



if file is writable, confirm that it can be written to,
and do any other applicable verification.
return true if the file appears valid
otherwise, return false
*/
}

The difficulty with oracles is accurately predigithe result of the operations they are verifying.
Accurate oracles require extensive knowledge ofuhetionality under test and clear documentation
of the intent of the functionality. At a minimuningy must verify success, but they also must verify
variety of environment and program changes thatioiccparallel or as side effects of testing
functionality.

The Challenge of Oracles

One of my responsibilities on the Windows 98 teaas testing the graphic functions of the Windows
operating system, such as the drawing of text aages on the screen. On Windows, the SetPixel
function changes the pixel at given coordinates $pecified color. The related GetPixel function
retrieves the color of a pixel at a given coordinat

| remember an interesting late-night conversatibad related to oracles and the functions that
manipulated pixels on the screen. The discussioived around whether we could safely use
GetPixel as the oracle to test SetPixel. In othendw, if | set the color of a specific pixel using
SetPixel, could I trust GetPixel to retrieve théadaather than just directly return the valueddis
the SetPixel call?

| started to design and prototype some code toygherdisplay driver data structures and attempt to
determine the color of the pixel without callingtBixel, but someone obviously smarter than me
pointed out that was exactly what GetPixel did aayw

The answer was yes, | could safely use GetPix&sbSetPixel, but it's still something | hear
questioned from time to time, and something thabgs reminds me of the philosophy of oracles.

When running manual tests, it is usually straightBrd to determine whether the test passes or tails
whether certain tests should not be run becausar@fus circumstances in the testing environment.
Automated tests, however, must try to determingwhihout human intervention. As discussed
previously, determining pass and fail can havelehgks. The gray area between pass and fail often
causes confusion, but it is essential to understasults beyond pass and fail to accurately repert
complete status of automated tests. Several tyjpgstential test results are listedTiable 10-4

Table 10-4: Test Result Types
= Open table as spreadsheet

Result Description

Pass @ The test passed.

Fail The test failed.

Skip | Skipped tests typically occur when tests amalable for optional functionality. For example, a




Result Description

test suite for video cards might include tests thatonly if certain features are enabled in
hardware.

Abort | The most common example of an aborted resultis when expected support files are not
available. For example, if test collateral (addhitibfiles needed to run the test) are located on
a network share and that share is unavailabldggtas aborted.

Block | The test was blocked from running by a knowpleation or system issue. Marking tests as
blocked (rather than failed) when they cannot rsia aesult of a known bug keeps failure
rates from being artificially high, but high numbef blocked test cases indicate areas where
quality and functionality are untested and unknown.

Warn | The test passed but indicated warnings thahtmiged to be examined in greater detail.

It is possible to have more result types thandigtelable 10-4 and acceptable analysis might include
only pass, fail, and unknown as result types. $t aeitomation, the oracle is responsible for atelyra
determining test status and must indicate statugelisas action to take on any test that has nesqxh

Reporting

On small projects, log files often are the repdrty) files report pass or fail results for testd anites

of tests, and as long as there aren't too manfjlésgto look at, this can be sufficient reportiddgany

test projects at Microsoft, for example, includeubands of test suites and hundreds of thousands of
tests. For projects of this size, manually exangnoy files is out of the question. One possibleap

is for tests to log results directly to a databask the overhead of connecting to a database isn't
feasible for all test scenarios. Network connettimight not be available for all scenarios, and
network connectivity to a database is much slowan tis logging on directly to a local storage devic
or debug stream.

A common and effective solution is to automateghesing of log files. A log file parser can execute
outside the scope of running the test case andsaeariaally well for single log files as for batcluds

log files. The parser can simply record the teseasame and the test result, or it can record other
potentially essential metadata such as the typestfcomponent under test, and information neéaled
debug a failure. A database typically stores thegzhdata, and applications or Web pages disp&y th
results.Table 10-5shows a partial list of test case results.

Table 10-5: Test Case Results
= Open table as spreadsheet

Component Passed Failed Skipped Blocked Notrun Takresults %Passed %Complete

component 1 1,262 148 194 415 0 2,019 69.15 100.00

component 2 1,145 78 18 28 0 1,269 91.53 100.00




Component Passed Failed Skipped Blocked Notrun Takresults %Passed %Complete

component 3 872 18 32 4 0 926 97.53 100.00

Note that skipped tests do not affect the pass bbateblocked test cases are part of the calcuaRass
rates in this example are calculated as Passedadl (esults - Skipped). Using the definitiongable
10-4, tests marked as skipped are done so purposelsefladt tests that are intentionally not run.
Blocked test cases represent unknown areas. Ewvegtitthe test has not run, because it is unknown
whether it will pass or fail, it is included in tifail rate. There are various alternate calculatifom
determining pass rates, but the preceding methtieeiene used most prevalently at Microsoft.

Cleanup

Whenever possible, tests should return the enviemito the state it was in before the test rans Thi
ensures that failures in subsequent tests aregudt of product bugs rather than artifacts lettrdvom
the previous tests. This is especially importattéf setup portion of the test is time extensive.

Although good test cleanup is preferable, it is sbmes impractical in practice. A test can intemd t
clean up after itself, but if the test causes mgnheaks or memory corruption, cleaning up can mask
the result of the corruption before it can occur.t@e other hand, if no cleanup ever occurs, ithmn
difficult to track down the root cause of errorattbccur in subsequent tests. A reasonable compeomi
is to perform a cleanup step with all automatetsidsit also to run repeatedly in parallel anotatrof
tests that do not clean up. For example, while inghautomated functional tests with a cleanup stage
also run a repeated set of scenario tests on atfesv computers.

Help

As a tester's career grows, he might take on owieo more critical components in his group, or he

might change groups in the company. When this hag@nother tester must take over the ownership
of maintaining, configuring, and running the temtsl must understand how to interpret the resufts. T

final phase of SEARCH is the portion that enabbescation and maintenance of the tests throughout
the lifetime of the product.

Test code, like product code, must be maintainabladdition to well-structured and commented code,
the help phase often includes creating related eatation. Information on the purpose of the tests,
known limitations, configuration notes, and instrois on interpreting results are all includedhist
documentation.

This step isn't as exciting to many testers aditsiefive steps of SEARCH are, but over the lifieéi of
the test, this stage can be the most important.

Note The automated tests written for many Micropodiducts have more lines of code than the
products they test.

Too Much of a Good Thing?

Microsoft's internal repository for shared toolsludes more than 40 entries under "test harness."
Although entire divisions consolidate on some hssas, the variety of products and unique needs of
test teams at Microsoft dictate that some dupbeeis inevitable. The biggest problem with so many
solutions is that sharing test cases or test mebeliveen teams is problematic. It also incredsesime



it takes for testers to ramp up when they changmsdan the company. In a company the size of
Microsoft, it might not be feasible or practicalltave every group use the exact same toolsetpbut t
many solutions presents problems that can be dliffio solve.

Fortunately, there is a considerable effort unday W move to a smaller set of testing tools. Sawafr
the long-used test tools will remain in use for tlear future, and many teams are moving toward the
solutions available in Visual Studio Team System.

Run, Automation, Run!

Simple automation executes by running an applinatioscript. Typically, large-scale automation must
run under a complex framework, ensuring compatypnd consistent reporting between every test
passFigure 10-4shows an automated test infrastructure that irdwdl aspects of SEARCH. A well-
constructed test automation system enables exacoitihe entire suite of automated tests with one
figurative push of a button.
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Figure 10-4: Automation infrastructure.

Putting It All Together

An automation system contains a variety of compt®sén addition to the test harness (refeFigure
10-3), mechanisms are necessary to obtain tests frertethh case management system and map those
tests to the test binaries or scripts that exetigt@utomation. Computers and devices are needed to
those tests. The results then need to be repantédeaorded in the test case manager.

Note There are more than 100,000 computers at Btfraedicated to automated
testing.

Large-Scale Test Automation

In most automation systems in use at Microsoft ethiire test pass starts with a single command
executed from the command line, a Web page, opplication. In some teams, automated file
monitors ensure that tests start automaticallyoas &as the build is available for test. The autionat
flow begins at the test case manager (TCM). Baseiti® configuration of the test pass, the TCM



constructs a list of tests to run.

The test cases are then cross-referenced withrihgds or scripts that execute the test. A uni@uer
globally unique identifier (GUID) shared betweer CM and an automation database is the most
common method for this correlation. An advantagmaintaining a separate database for automation is
that information about the automated test (suatbasmand-line options, location of the test and any
related files) is completely separate from inforimratbout the test case.

A shared directory on one of the database servays another computer in the system can contatn tes
collateral—extra files needed for the tests to suth as .doc files for Microsoft Word tests or raed
files for Windows Media Player.

Next, the automation database and test case mao@agarct test controllers, which in turn configure
the test computers to run the specified tests. lyseach controller is responsible for deployiegts

to between 8 and 50 or more computers (the nundgegrdis on a variety of factors including hardware
and network limitations). Once preparation of thgt tomputer is complete, the test controller deplo
the test. The test controller waits for the testdmplete (or crash), and then obtains the logide

the test computer. The controller can parse thdilledor results directly, but more often, it sanihe

log file back to the TCM or to another computer farsing.

After the log files are examined and a test raslthown, the file is saved (to ease failure ana)ysnd
the results are recorded in the TCM. Many of theteans used at Microsoft also log all test failures
directly to the bug tracking system. Finally, tlesults are presented in a variety of reports, hadest
team examines the failures.

Common Automation Mistakes

There are numerous advantages to writing autontasgsl but it is easy to make mistakes. Microsoft
test developers have coding skills equal to thewretbpment peers, but there is one big difference
between test code and product code: Product cddsted. To be fair, you could say that repeatsd te
runs and constant feedback in the form of testitesuply that the product tests the tests.
Nevertheless, the goal of nearly every Microsadtias for test code to have the same quality gosls
production code does.

Watch out for these common errors when writing teste:

» Hard-coded pathsTests often need external files during test exeoufhe quickest and
simplest method to point the test to a network eslsarother location is to embed the path in the
source file. Unfortunately, paths can change amekse can be reconfigured or retired. It is a
much better practice to store information aboupsupfiles in the TCM or automation
database.

» Complexity The complexity issues discusseddhapter 7"Code Complexity,” are just as
prevalent in test code as they are in productialec®he goal for test code must be to write the
simplest code possible to test the feature suffibye

 Difficult debugging When a failure occurs, debugging should be a gamckpainless
procedure—not a multihour time investment for tser. Insufficient logging is a key
contributor to making debugging difficult. Whenest fails, it is a good practice to log why the
test failed. "Streaming test failed: buffer siz@pested 2048, actual size 1024" is a much better
result than "Streaming test failed: bad buffer'saesimply "Streaming test failed.” With good
logging information, failures can be reported amed without ever needing to touch a
debugger.



* False positivedA tester investigates a failure and discoversttmaproduct code is fine, but a
bug in her test caused the test to report a farkesalt. The opposite of this, a false negative, is
much worse—a test incorrectly reports a passingittéd’hen analyzing test results, testers
examine failures, not passing tests. Unless aui#ista false negative repeats in another test or
is caught by an internal user during normal ustgeconsequences of false negatives are bugs
in the hands of the consumer.

Writing automation is a difficult enough task, bwuiting quality automation is an arduous undertgkin
Despite the goals of the test teams, not all edé¢ avritten at Microsoft is production quality—abbt
not yet. For some of the reasons mentioned eaalawnell as other related issues, false positives a
more common than most teams would prefeChapter 12"Other Tools," among other things, we
discuss some of the tools testers use to avoid sbhe pitfalls mentioned and to write high-qualit
tests.

Summary

Automated testing is obviously something deeplygdlat Microsoft. Sufficient testing of large,
complex products such as Windows, Office, and \liStadio cannot be done without some
investment in automation. Add to that numerouslired versions and 10-year support plans, and a
significant investment in automation is required.

A big goal of automated testing is to scale thangseffort. Writing even one automated test takes
significant effort, but when that test can run dgffedent application configurations and languages a
can be used by the sustained engineering teamdecade, its value grows considerably. Plugging tha
test into an automation infrastructure that autacally configures the test bed, runs the test, mspo
results, and files bugs is the basis of excelleng-lived test automation.

Chapter 11: Non-Functional Testing

Alan Page

Overview

Almost everyone has experienced or heard this :sRimgduct development was going exceptionally
well. The test team and development team workeeth®ey and made quick progress. Like clockwork,
the development team released a new build of theae every day, and the test team updated their
build, and then created and ran new tests everyTtry found bugs in the functionality, but the
development team fixed issues quickly. The releate approached, and there was little pressure. The
software just worked. The tests just passed. Theetbsters said the software did everything it was
supposed to do. The software shipped, and thalingaction was positive.

Two weeks later the first call came in, quicklyleeved by many more. The program that the team had
just developed was designed to run constantlyarbtickground. After a few weeks of continuous use,
the software still "worked," but performance hagmeled so much that the application was nearly
unusable. The team was so proud of the featurefuantonality of their application that they didtn
think to (or forgot to) run the application as @usould—for days, weeks, and months at a timelyDai
builds meant that they rein- stalled the applicatiaily. The longest the application ever ran waes o

the weekend, from Friday to Monday, but that wasmiugh time to expose the small resource leaks in
the application that would show up in an obviouy waly after nearly two weeks of constant use.



Over the next week, the development team fixedlyeadozen memory leaks and performance issues,
and the test team did their best to verify thatfikes didn't break any functionality. Twenty-fidays

after releasing the software the team was so pofutiey released their first high-priority updateth
several others following over the subsequent waekismonths.

Beyond Functionality

Non-functional testing is a somewhat confusing pardut one that is common throughout the testing
industry. In a way, it makes sense. Functionairtgshvolves positive and negative testing of the
functionality in the application under test. Nomdétional testing is merely everything else. Areas
defined as non-functional include performance, |aa&durity, reliability, and many others. Non-
functional tests are sometimes referred to as betsvests or quality tests. A characteristic ohn
functional attributes is that direct measuremengeiserally not possible. Instead, these attribates
gauged by indirect measures such as failure ratestisure reliability or cyclomatic complexity and
design review metrics to assess testability.

The International Organization for Standardiza(ii30) defines several non-functional attributes in
ISO 9216 and in ISO 25000:2005. These attributelside the following:

» Reliability Software users expect their software to run wittiault. Reliability is a measure of
how well software maintains its functionality in mstream or unexpected situations. It also
sometimes includes the ability of the applicatiomecover from a fault. The feature that
enables an application to automatically save thigeadocument periodically could be
considered a reliability feature. Reliability is@rious topic at Microsoft and is one of the
pillars of the Trustworthy Computing Initiativatfp://www.microsoft.com/mscorp/twc

» Usability Even a program with zero defects will be worthlésise user cannot figure out how
to use it. Usability measures how easy it is fars®f the software to learn and control the
application to accomplish whatever they need tdiability studies, customer feedback, and
examination of error messages and other dialogusa@ort usability.

* Maintainability Maintainability describes the effort needed to smakanges in software
without causing errors. Product code and test aetidle must be highly maintainable.
Knowledge of the code base by the team membetapikty, and complexity all contribute to
this attribute. (Testability is discussedGhapter 4"A Practical Approach to Test Case Design,
and complexity is discussed @hapter 7"Analyzing Risk with Code Complexity.")

* Portability Microsoft Windows NT 3.1 ran on four different passor families. At that time,
portability of code was a major requirement in\i@dows division. Even today, Windows
code must run on both 32-bit and 64-bit procesgomumber of Microsoft products also run on
both Windows and Macintosh platforms. Portable doddoth products and tests is crucial for
many Microsoft organizations.

Testing the "ilities"

A list of attributes commonly called the ilitiesrdains the preceding list plus dozens of otherityual
attributes such as dependability, reusability aeitity, extensibility, and adaptability. All of #se can
be used to help evaluate and understand the qoélyroduct beyond its functional capabilities.
Scalability (ability of the program to handle exsige usage) and security (ability of the system to
handle unauthorized modification attempts) are Itwghly measured "ilities” among teams at



Microsoft.

Microsoft test teams often have specialized teanfisdus on many of these "ilities.” In the case of
usability, we even have a whole separate engingeistipline dedicated to running the tests and
innovating the tools and methods we use.

In regard to organizational structure, there am@ fpwimary approaches to testing nonfunctional areas
Larger teams can structure themselves as showigume 11-1 with test leads or test managers
managing feature team testers alongside non-furaitiest teams.
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Figure 11-1: Dedicated teams for non-functionahare

A more prevalent approach, showrFigure 11-2is the use of a virtual team to test a nonfumetio
area. Virtual teams do not report through the saraeagers, but work together to address a specific
aspect of testing in addition to their own featwak. Every virtual team has a designated virteaht
lead who is responsible for strategy, goals, arndesss metrics of the team.

Product Area Product Area Product Area
Test Lead Test Lead Tosst L
| L |
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Figure 11-2: Virtual teams for non-functional tesgti

A combination of these two approaches is also commbere might be a dedicated team for an area
such as security or performance, while virtual teaake on areas like usability and accessibility.

Numerous resources describe various types of noctiinal testing. In this chapter, | do not attemapt
discuss every single type of non-functional testisgd at Microsoft. Instead, | highlight a few loét
areas of non-functional testing where Microsoft salsitions that represent something interesting in
innovation, approach, or scale.

Performance Testing

Because of the scope and overlap between variou$umational attributes, the names of many
attributes are used interchangeably. For exampléomnance testing is often associated with the
concepts of stress, load, and scalability testiegtioned later in this chapter. In many test
organizations at Microsoft, the same testers artéasns are in charge of all of these areas. The
approaches and goals for these areas have maakedites, but there are several similarities. For
example, testing a server system to see how wedlrforms with thousands of connected users is a
type of a performance test (many others wouldtbédla load test or scalability test). Similarlyet



ability of an application to perform after runnifag weeks or months without restarting is considere
by many to be part of performance testing (mostldioall this test a reliability test or long-haakt).

The most common flavor of performance testing cdidatalled stopwatch testing. Many years ago,
some testers actually sat in front of the screehumed a stopwatch to measure the performance of
various functional tests. This approach, althougbagonable first step in performance testingirisre
prone and rarely is the best approach for timirgieation performance.

The concept behind this genre of performance @sisimply to measure the duration of various
important actions. This type of performance test $ngle test or a suite of tests designed to uneas

the application's response times to various uderracor to measure product functionality in

controlled environments. Because the stopwatchoggprjust doesn't scale and isn't really
reproducible, most performance testing is accorngtswith automated tests that execute the tests and
record timing information.

The goal of performance testing is to identify ittliportant and significant bottlenecks in the system
You can think of the system as a series of bottksiedentifying and improving one bottleneck most
often reveals a new bottleneck somewhere elseeXamnple, | worked on a device running Microsoft
Windows CE once where the first big performancéf@mm we found was with the way memory
management worked on a specific hardware implertientaVe isolated the problem and improved
the speed of the memory allocations. We ran ots tagain and found a new bottleneck, this time in
network throughput. After we fixed that issue, werked on improving the next bottleneck, and then
the next bottleneck until the entire system metpmrformance goals. One thing to keep in mindas th
establishing performance goals early is criticalheotwvise, you might not know when to stop
performance testing.

How Do You Measure Performance?

Perhaps the most difficult part of performanceingsis determining what to measure. Performance
testers use several different approaches to hejptttheir testing. One thing every experienced
performance tester will tell you is that a proaetapproach that involves reviewing and analyzing
performance objectives early in the design protessperative. In fact, the best way to addresstmos
non-functional testing needs is to consider thasxa during program design. Some tips to help
identify potential performance issues during theigie phase include the following:

* Ask questionsldentify areas that have potential performancélgms. Ask about network
traffic, memory management, database design, ootgy areas that are relevant. Even if you
don't have the performance design solution, tesemamake a big impact by making other team
members think about performance.

» Think about the big picture Think about full scenarios rather than individaptimizations.
You will have time to dig into granular performarszenarios throughout development, but
time during the design is better spent thinkingualemd-to-end scenarios.

» Set clear, unambiguous goal&oals such as "Response time should be quickitrgressible
to measure. Apply SMART (specific, measurable, echidle, relevant, time-bound) criteria to
the design goals. For example, "Execution of eussr action must return application control
to the user within 100 milliseconds, or within 1€rgent of the previous version, whichever is
longer."

An additional tactic to consider is to anticipateere performance issues might occur or which astion
are most important to the users and need measuteDefmition of these scenarios is most effective



when addressed during the design phase. A scelnasied approach is effective as an alternativesand i
well suited for performance testing legacy codegd®eless of the situation, here are some helggal i
for performance testing.

Establish a baselineAn important aspect of defining and measuringyeiarestablishing
baselines. If performance testing starts late enpitoject, it is difficult to determine when any
discovered performance bottlenecks were introduced.

Run tests oftenOnce you have a baseline, measure as often ablposéeasuring often is a
tremendous aid in helping to diagnose exactly whimtte changes are contributing to
performance degradation.

Measure responsivenessers don't care how long an underlying functadces to execute.
What they care about is how responsive the appitad. Performance tests should focus on
measuring responsiveness to the user, regardlégsioliong the operation takes.

Measure performancelt is tempting to mix functionality (or other typ®ef testing) in a
performance test suite. Concentrate performante é@smeasuring performance.

Take advantage of performance test$he alternate side of the previous bullet is that
performance tests are often useful in other testitugtions. Use automated performance tests
in other automated test suites whenever possibier(§tance, in the stress test suite).

Anticipate bottlenecksTarget performance tests on areas where latemcgaaur, such as file
and print I/O, memory functions, network operatiomsany other areas where unresponsive
behavior can occur.

Use toolsin conjunction with the preceding bullet, use sothlat simulate network or 1/0
latency to determine the performance charactesistithe application under test in adverse
situations.

Remember that resource utilization is importantResponse time and latency are both key
indicators of performance, but don't forget to manihe load on CPU, disk or network I/0O, and
memory during your performance tests. For exampy@u are testing a media player, in
addition to responsiveness, you might want to noometwork I/O and CPU usage to ensure
that the resource usage of the application doesanute adverse behaviors in other applications.

Use "clean machines" and don't...Partition your performance testing between clean
machines (new installations of the operating systand application under test) and computer
configurations based on customer profiles. Cleachim&s are useful to generate consistent
numbers, but those numbers can be misleadingfibymeance is adversely affected by other
applications, add-ins, or other extensions. Runperjormance tests on the clean machine will
generate your best numbers, but running testsmachine full of software will generate
numbers closer to what your customers will see.

Avoid changeResist the urge to tweak (or overhaul) your penfimce tests. The less the tests
change, the more accurate the data will be ovelotigeterm.

Performance counters are often useful in identifyperformance bottlenecks in the system.
Performance counters are granular measurementeetrestl some performance aspect of the
application or system, and they enable monitorimg) @nalysis of these aspects. All versions of the
Windows operating system include a tool (Perfmoa)dar monitoring these performance counters,
and Windows includes performance counters for naaegs where bottlenecks exist, such as CPU,
disk I/O, network I/O, memory statistics, and reseuwsage. A sample view of a Perfmon.exe counter



is shown inFigure 11-3
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Figure 11-3: Windows Reliability and Performancenor.

Applications can implement custom performance censntio track private object usage, execution
timings, or most anything else interesting in relgarperformance. A comprehensive set of
performance counters planned in the design phasérgiemented early will always benefit
performance testing and analysis during the ehte®f the product.

Many books and Web references contain extensiviéi@aial information in the area of performance
testing. Both the patterns & practices Performalesting Guidance Project at
http://www.codeplex.com/PerfTestinghdhttp://msdn.microsoft.com/en-us/library/bb92437pxasre
great places to find further information about tiigic.

Stress Testing

The ability of an application to perform under esigel and heavy load conditions, as well as thétybil
to handle increased capacity, is an area that ¢dtenunder the umbrella of performance testingess
testing is a generic term that often includes l@ating, mean time between failure (MTBF) testing,
low-resource testing, capacity testing, or repmtitesting. The main differences between the
approaches and goals of these different typesstihtgare described here:

» Stress testingGenerally, the goal of stress testing is to siteularger-than-expected workloads
to expose bugs that occur only under peak loadittons. Stress testing attempts to find the
weak points in an application. Memory leaks, rameditions, lock collision between threads or
rows in a database, and other synchronization ssareesome of the common bugs unearthed by
stress testing.

* Load testingLoad testing intends to find out what happensé&system or application under
test when peak or even higher than normal levestivity occur. For example, a load test for a
Web service might attempt to simulate thousandssefs connecting and using the service at
one time. Performance testing typically includessuging response time under peak expected
loads.

* Mean time between failure (MTBF) testingMTBF testing measures the average amount of
time a system or application runs before an emra@rash occurs. There are several flavors of
this type of test, including mean time to failuMT({TF) and mean time to crash (MTTC). There
are technical differences between the terms, bptantice, these are often used



interchangeably.

* Low-resource testingLow-resource testing determines what happens wenrystem is low
or depleted of a critical resource such as physiahory, hard disk space, or other system-
defined resources. It is important, for exampleyriderstand what will happen when an
application attempts to save a file to a locattwat loes not have enough storage space
available to store the file, or what happens wheatsempt to allocate additional memory for
an application fails.

» Capacity testingClosely related to load testing, capacity testintypically used for server or
services testing. The goal of capacity testing iddtermine the maximum users a computer or
set of computers can support. Capacity modelsféea built out of capacity testing data so that
Operations can plan when to increase system cgdaciither adding more resources such as
RAM, CPU, and disk or just adding another computer.

* Repetition testing Repetition testing is a simple, brute force tegheiof determining the effect
of repeating a function or scenario. The essentei®technique is to run a test in a loop until
reaching a specified limit or threshold, or untilandesirable action occurs. For example, a
particular action might leak 20 bytes of memoryisTiBn't enough to cause any problems
elsewhere in the application, but if the test rR/@0 times in a row, the leak grows to 40,000
bytes. If the function provides core functionalityat is called often, this test could catch a
memory leak that might become noticeable only dafterapplication has run for an extended
period of time. There are usually better ways nd fnemory leaks, but on occasion, this brute
force method can be effective.

Stapler Stress
In the early days of Microsoft Office, testers weesy creative with their office supplies.

The goal was to simulate real user input from ekayd that would overload the program's input
buffer. The challenge was finding the proper offlweessory that was the right size with the proper
dimensions that could easily be applied to the kayth while | went to lunch. As it turns out, the
stapler fit the task. When | came back from lurtbkre was always an ASSERT or Hard Crash on my
screen. Craig Fleischman, Test Manager

The USB Cart of Death

During the Windows 2000 project, we had an intemgsivay to test Plug and Play. We created the
"USB Cart of Death." We started with a two-levettGmilar to what you'd see in a library.

About 10 eight-port hubs were wired together, drahtevery port was filled with some different type
of USB device. A USB steering wheel adorned thelmd¢he cart, and a USB radio provided the
antenna. Two cameras were on the front. All powentvwto a USB uninterruptible power supply (UPS).
The entire cart, completely mobile, came down to tables (power, USB). The final USB cable was
plugged into a USB PCMCIA card.

We'd plug the card into a laptop, watch the opegasiystem start up the 50 or so devices on it laewal
(either before or after it finished) we'd unceremasly yank the PCMCIA card. If a blue screen
occurred, or if another error occurred, the appat@rdeveloper would be asked to look at the
computer. In the meantime, we would wheel the @artio the next laptop, in hopes of finding a
different bug. Adrian Oney, Senior Development Lead




Distributed Stress Testing

Stress testing is important at Microsoft. Most pretdines run stress tests across hundreds of
computers or more. Some portion of stress testiegrs over extended periods—often running 3to 5
consecutive days or longer. On most teams, howavagre significant quantity of stress testing
occurs over a 12-to 14-hour period between the émployees leave for the evening and return the
next day. Everyone takes part in volunteering tbemputers to run the overnight stress tests. Test,
Development, Program Management, and even Prodpqtdst run stress on their computers every
night.

When running stress tests, failures and crashas@rgable. On small teams, reporting stress fagu
and finding the owner of the code at fault cangpare by phone, e-mail, or a knock on a door.
Unfortunately, if a crash occurs on a computer tizditody is paying attention to, or on Frank's
computer while he's on vacation, investigation deldugging of the failure might never occur.

Large teams need a more efficient method for detengn which computers have had stress failures
and for determining who should investigate theufal The most common solution is an ordinary
client/server solution. Because stress tests ysuail overnight, ideally, the client portion ofests

runs in an idle state until reaching a specifietkti Nightly stress testing is a valued part of the
development life cycle, and this ensures that reforgets to start stress before they leave for the
evening. On Windows 95, for example, the client wasreen saver. The first time the screen sawer ra
after a specified time (19:00 by default), the striests would start. The Windows Vista team uses a
background application that is configurable throaghicon in the notification area.

Distributed Stress Architecture

The architecture for a distributed stress systesoigsewhat less complex than is the automation
infrastructure discussed @hapter 10"Test Automation,"” but it does have some impletagon
challengesEigure 11-4shows the basic work flow for such a system.
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Figure 11-4: Distributed stress system architecture

The Stress Client

As mentioned earlier, an application on the compiatiggeted for stress (the stress client) initidies
stress test run. Manual initiation of the stressstés possible, but in many cases, stress tests st
automatically at a preconfigured time. The inibatphase is a simple announcement to the servier tha
the host computer is ready to run stress testfhig\point, the server distributes a variety oéssrtests

to the host computer for execution. A mix of tesiss for various lengths of time until either reach

a specified time or the stress tests are manwaityihated. (Manual termination is convenient if an
employee arrives in the morning before the conBguend time or needs to reclaim the computer for
another reasonBigure 11-5shows stress clients connected to a stress server.
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Figure 11-5: Distributed stress.

In the case of operating system stress, such agdiwisor Windows CE, stress client computers are
usually attached to a debugger to aid in investigdailures. Application-based stress suites camn r
with a debugger such as WinDbg or Microsoft Visgaldio attached during the entire stress run, or
they might rely on starting the debugger as aijustme (JIT) debugger. The JIT approach is thetmos
common on application and server teams, wheredahanys attached" debugger is used prevalently
on teams developing operating systems.

The Stress Server

The role of the stress server is to distributetastress tests (commonly called the stress toig)l
stress clients and track status on the state dfligets. After a client contacts the server, thever
adds the client name to the list of known stregtd and begins distributing the tests. The dient
periodically send a heartbeat pulse to the sefVer.heartbeat is critical for determining whether a
computer is in a crashed or hung state. If a chesirtbeat is not received in a reasonable amdunt o
time, the computer name is added to the list ofmaers that will need additional investigation or
debugging.

At the end of the stress run, the server signaldiahts to end the stress testing session. Theada
are examined, and then are distributed to the @pjate owners for additional debugging.

The Windows Stress Team

The Windows Stress team does not have a lab fiddhundreds of computers. Instead, they rely on
the internal Windows community to volunteer themputers to the stress testing effort. Every day,
dozens or more stress failures are reported frenththusands of computers that run stress. Bechese t
Windows Stress team doesn't "own" the computersingrstress, their goal is to ensure that the
computers are debugged quickly so that the owrseraise the computers for their daily work.

Every morning around 06:30, one or more membetkeoBtress team arrive at Microsoft and begin to
examine all failures found over the previous evgrfor week-end). They spend the next two to three
hours debugging and assigning issues to appromvaters. The preliminary debugging, although time
intensive, helps them accurately find the corremer for every issue. On a team with hundreds of
developers, assigning issues to the right persdmeitirst place can save a lot of time.

When they find the most probable owner for an isthugy send an e-mail message to the computer
owner and the engineer assigned to investigatssiie with a description of the problem. It is plolss
to connect remotely to the kernel debugger (kd.aegell by the Windows team, so those assigned to



investigate don't even have to leave their offcceobk at the failure. Because of this, despitevidist
size and disparate locations of members on the dMisdStress team, many issues are resolved before
the computer owner arrives at work.

Attributes of Multiclient Stress Tests

Stress tests written for a large distributed stesysgem have many of the same quality goals asdlypi
automated tests do, but also have some uniqubldés:

* Run infinitely Stress tests ordinarily run forever, or until sitggd to end. The standard
implementation procedure for this is for the testaspond efficiently to a WM_CLOSE
message so that the server can run tests for galgmyths of time.

* Memory usageMemory leaks by a test during stress typically ifesh as failures in other tests
resulting from a lack of resources. Ideally, striesss do not leak memory. Because tests will
run concurrently with several other tests, excesase of processes, threads, or other system
resources is also a practice to avoid.

* No known failures On many teams, it is a requirement that all tastsun anywhere from 24
hours to a week on a private computer with no faglbefore being added to the stress mix. The
goal of the nightly stress run is to determine whatapplication or operating system will do
when a variety of actions run in parallel and inyuag sequences. If one test causes the same
failure to occur on every single stress client catep no new issues will be found, and an
entire night of stress will have been wasted.

Compatibility Testing

Application compatibility testing typically focuses interactions between the application or system
under test and other applications. Other applinatan include both internal and external apphboesti
At Microsoft, the biggest efforts in applicationmpatibility are undoubtedly the labors of the
Windows team. Every new release of Windows addsfmeationality, but must continue to support
applications designed for previous versions of Wims. Application compatibility (aka app compat)
affects most other Microsoft products as well. M&wft Internet Explorer must continue to support
relevant plug-ins or other add-on functionalityplgations with a rich developer community such as
Visual Studio or Office must also support a varietyhird-party-generated functionality. Even sugpo
for previous file formats in new versions of an lagation is critical.

The copy of Microsoft Office Word 2007 | am usiregvirite this chapter supports previous Word
document types, as well as templates and othemadcreated for previous versions of Word. Nearly
every application | use supports opening files fyun@vious versions of the application, openingsfile
created by other applications, or a variety of addemponents that enhance program functionality.
Application compatibility testing ensures that theeroperability between the application under test
and all of these file formats and components cometirnto work correctly.

Application Libraries

Many teams at Microsoft maintain libraries of apations or components used entirely for application
compatibility testing. The Windows Application Coatibility team has a library containing many
hundreds of applications. There are similarly ldigeries for teams such as Office, Windows CH| an



the .NET Framework.

Adopt an App

Windows 95 was Microsoft's first 32-bit operatingtem targeted at the general consumer audience.
At the time, Windows NT was the "business” versibiVindows and supported a relatively minute
number of applications. Windows 95, on the otherdhavas expected to run new 32-bit applications,
as well as a legacy code base of thousands oftAMgthdows 3.1 applications. The big push into
multimedia titles was under way, and we were figdanton of bugs in Windows 95 running this class
of applications. The schedule was already slipping we needed action. Out of that pressure comes
one of the great Microsoft stories about just ggtthings done that was first presented by Davildk Co
in the book Inside Out: Microsoft—In Our Own Wor@&arner Business Books, 2000):

"A boatload of multimedia titles came out for Wind® 3.1 during the holiday season of 1994, and we
found that many of them were not compatible with tipcoming Win 95 release. This was one of the
reasons we had to delay the release. So rathetakig a pile of time ordering from the vendors, |
had the wacky idea of driving my truck to the IoEglghead and buying one of every multimedia title
they had.

"Since we needed quick testing, the idea wasedaality give these titles to our employees to tést a
home or at work and they could then keep the fatleheir own use.

"A couple of us drove on down to the Egghead aadesd grabbing one of everything and piling them
up by the register. The three clerks there werd kinffreaked out and wanted to know what the hell w
were doing. We explained; their eyes opened widktlaay were thrilled. One guy started ringing us
up, but the cash register kept crashing. Afteraluashes and ringing up all these boxes threestimae
figured out that it crashed at about $10,000. Snuhg things up to around $7K, then he would stop,
get our credit card, and ring up the next batctodk forever. | think the total was close to $20K.

"We loaded everything up on the back of the traeid the boxes filled the entire bed. | backed itaup
the front door of building 5. "David Cole

Back on campus, a few volunteers were recruitathtoad this mountain of software into the cafeteria
Mail was sent to the entire product engineeringiteanouncing the new "Adopt an App" program.
Employees quickly flooded the cafeteria roaminguacbthe tables trying to select from the hundreds
of titles laid across the tables, and then sigoaatract” requiring them to report bugs—or the ggsc
with the application running on the internal dogfdmuilds of the new operating system. All of the
applications were "adopted" within hours.

Dozens of bugs were filed and many more succesgstwere reported. Employees updated their
computers with daily or weekly builds and contindedise their "adopted" applications. By the time
Windows 95 shipped, most Windows 3.1 applicati@mswithout a single problem—all because of the
success of beta testers and the Adopt an App progra

Application Verifier

One of the key tools used by engineers testing@gin compatibility is the Microsoft Application
Verifier. Application Verifier is used to proactiyeexamine native user-mode applications at ruretim
to determine whether they have potential compégieirors caused by common programming
mistakes. Applications that incorrectly check foe ¥Vindows version, assume administrative rights, o
have any of dozens of other subtle programming®an all be detected with Application Verifier.
Application Verifier also detects several othersskes of programming errors such as memory leaks,



memory corruption, or invalid handle usage. Apglma Verifier is extendable and is commonly used
for numerous additional fault injection scenarios.

Plug-ins for Application Verifier, such as the Riferifier, are used to test and verify subsystems,
printer drivers and print applications, in thise&ashe Print Verifier detects errors such as imvali
printer handle usage, incorrect usage of printimggfions, and incorrect implementation of functions
within a printer driver. Similar plug-ins for othdriver subsystems are commonly available.

Application Verifier works by "hooking" several @Windows functions and adding additional checks
before calling the "real" function. For example,amtthe application under test is loaded, the addres
of the Microsoft Win32 application programming irfece (API) CreateFile method is replaced with an
internal Application Verifier method that will trgger a series of tests, as showirigure 11-6 If any of

the tests falil, the failure is logged, or if a dgber is installed, a debug breakpoint might begargd.
More information about Application Verifier is alable on MSDN ahttp://msdn2.microsoft.com/en-
us/library/ms807121.aspx
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Figure 11-6: Application Verifier architecture.

Eating Our Dogfood

| mean, we talk at Microsoft about this notion vedl teating our own dog food."
You're supposed to eat your own dog food beforesgote it to anybody else.
—Steve Ballmer, October 21, 2003, Office Systemdtau

Sometimes, the best way to determine how a uséuselan application is to be a user. At Microsoft,
"eating our own dogfood" (using the product we makery day during development) is a key part of
every product team's usability and compatibilinatggy. Everyone on the Windows team uses daily or
weekly builds of the in-development version of tperating system to develop the operating system.
The Visual Studio team develops their product uslisgial Studio. The Office team uses the latest
builds of their own products to write specificatiouleliver customer presentations, and even sethd an
receive e-mail. When | worked on the Windows CHrteay office phone, my cell phone, and my
home wireless router all ran dogfood versions efdperating system.

One disadvantage with dogfooding is that the indelhaludience of an application might use the
product differently from how an employee workingtbe project uses it. For example, if engineers
were the only users of early versions of Word, &y only wrote specifications and design
documents, it is likely that other types of usemuld run into problems. Beta testers (external
employees who test prerelease versions of prodats) partial solution for this problem and are
enormously valuable in aiding product developmeémdiarosoft. For Microsoft Office applications,
the wide variety of nonengineering roles is alsanamense advantage. Numerous Microsoft lawyers,



accountants, and many other nonengineering em@aysedogfood versions of the Office suite for
many months preceding the product release.

A Lot of Dogfood

Microsoft Visual Studio Team Foundation Server (JESan integrated collaboration server for Visual
Studio Team System that includes such features@sracking, project tracking, source control, and
build management. For years, Microsoft employee® hied a variety of tools to accomplish these
same tasks, and adoption of TFS outside of theloleeedivision was initially slow. The team that
creates TFS has a lot of interest in understandilegnal usage of their product, and they publish a
monthly report with updates on the internal adaptdéTFS across the company.

As of March 2008, more than 11,000 distinct usezsavactively participating in TFS projects. These
users were working on nearly 300,000 work itemszamil checked in nearly 240 million files.
Adoption of any common toolset is advantageous irddoft, but the dogfood process—both of the
client and server portions of TFS—has led to a nhetter experience for the end users of this prioduc

Dogfood is so important to Microsoft that we areisg this concept extend into our services. The
Windows Live Mail team has a dogfood instance witbet of customers that understand that they will
be getting a version of the service that is leablstthan that of other users, but they are extitem
through that pain for the opportunity to providefesd- back on how to make the service better.

Accessibility Testing

Accessibility is about removing barriers and praomgithe benefits of technology for
everyone.
—Steve Ballmer

Accessibility is the availability of equal accesghe information and tools that anyone can use to
accomplish everyday tasks. This includes everythioign copying files to browsing the Web to
creating new documents. A user's capacity to cr@ademaintain a mental model of the application,
Web site, or document content, as well as thesuability to interact with it, is the root of sofane
accessibility.

One of Microsoft's largest customers, the Uniteatest federal government, requires that their
information technologies take into account the sesdll users. In 1998, Section 508
(http://www.section508.ggwof the Rehabilitation Act was enacted to elimenabstacles and create
opportunities for people with disabilities. Micrdss committed to supporting Section 508. An
internal Accessibility Business Unit works with é@mgering teams, assistive- technology companies,
and disability advocates to ensure that people sighbilities can use software developed by all
software companies.

Several layers of specialty features—all of whitdypan important part in how accessible a program i
—define accessibility. Some of the features thastbe tested for any application include the
following:

* Operating system setting®perating system settings include settings sudargs fonts, high
dots per inch (DPI), high-contrast themes, cur$oklyate, StickyKeys, FilterKeys,
MouseKeys, SerialKeys, ToggleKeys, screen resaluttastom mouse settings, and input from
on-screen keyboards, as showrrigure 11-7

« "Built-in" accessibility features Built-in features include features and functiotyasiuch as tab



order, hotkeys, and shortcut keys.

* Programmatic acces€Programmatic access includes implementation ofdgift Active
Accessibility (MSAA) or any related object modehattenables accessibility features.

» Accessible technology tool3esting of applications using accessibility taglish as screen
readers, magnifiers, speech recognition, or othygutiprograms is an important aspect of
accessibility testing. Microsoft maintains an asdasty lab, open to all employees, filled with
computers installed with accessibility softwaretsas screen readers and Braille readers.
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Figure 11-7: Selected accessibility features ondtivs Vista.

Accessibility Personas

Personas are descriptions of fictional people ts@dpresent customer segments and the way these
customers use our products. By using personassteamfocus on designing and developing the right
set of features to support these users. At Mictpsudst product teams identify and create user
personas early in the product cycle and referasdlpersonas throughout the entire life of theybd

Product teams might create three to five (or mpeg¥onas for their product, but many personas span
all Microsoft products. More than 10 personas weeated for helping teams gain a better
understanding of how customers with specific typiedisabilities use computers and how they might
interact with software. For example, the persomafblind user includes information on the person's
usage of screen readers (screen readers canndéexeéaubitmaps and in some custom controls) and
expected navigation features. Similarly, the peasion users who are deaf or hard of hearing hélgs t
engineering team remember that sounds should bensizable, volume should be adjustable, and that
alternative options might need to be supplied &lec ID or voice mail features.

Mousetrap?

I'm one of those computer users who favors the é@ybover the mouse for nearly every task. For me,
shortcut keys aren't an accessibility feature; #meya productivity feature. I'm just faster ifanckeep
my hands on the keyboard.



Early in my career, | was testing one of our agtians and ran into an area of the product that was
nearly impossible to use without a mouse. A calgflanned series of tabs and arrow keys were the
only way | could discover to get to several of toatrols. | knew this issue was important, soddia
bug and went home for the night.

| was surprised the next morning when | found bat the project lead in charge of the feature had
resolved the bug. | explained the need for acclesthtures, but he assured me that it was "adaessi
enough" and that there were bigger issues thatekegttiention. | shyly nodded my head and asked him
to try using the feature without a mouse at leasedefore closing the issue. He mumbled something
and went back to his office.

A few days went by and other testers began to tegpoilar issues, but the lead still had not thisihg
the feature without a mouse. | decided it was tioney a different tactic, so before | went homatth
night, | bravely walked into the lead's office, lugged his mouse, and left a note stating | woulé g
the mouse back once we had agreed on the acciggbals for the project.

| came in early the next morning, just in caseléagl didn't share my sense of humor. A few of us
peeked into his office and were happy to see himteswhen he saw the note. We went back to work
and waited. Less than an hour later, | met withielad to rediscuss accessibility and walk throungh t
application without a mouse. Because of the disoossve ended up fixing most of the keyboard
accessibility issues and produced a better quaddguct.

Testing for Accessibility

Using personas is an important approach and songethat Microsoft capitalizes on for numerous
facets of testing. Some approaches of accessitelttyng are common to most applications and should
be part of any testing approach. Some of thesditest of attack are as follows:

* Respect system-wide accessibility settinyerify that the application does not use any amsto
settings for window colors, text sizes, or othenaknts customizable by global accessibility
settings.

» Support high-contrast modeVerify that the application can be used in higincast mode.

* Realize size matterd=ixed font sizes or small mouse targets are botarpial accessibility
issues.

* Note audio featureslf an application uses audio to signal an evemtékample, that a new e-
mail message has arrived), the application shdstwalow a nonaudio notification such as a
cursor change. If the application includes an atwtiorial or video presentation, also provide a
text transcription.

* Enable programmatic access to Ul elements and teAdthough this sounds like a testability
feature (enable automation tools), programmatiesethrough Active Accessibility or the
NET UlAutomation class is the primary way thatesar readers and similar accessibility
features work.

Testing Tools for Microsoft Active Accessibility

The Active Accessibility software development IS0OK) includes several worthwhile tools for testing
accessibility in an application, particularly agpliions or controls that implement Microsoft Active
Accessibility (MSAA).



» With the Accessible Explorer program, you can exanthe IAccessible properties of objects
and observe relationships between different comitrol

» With the Accessible Event Watcher (AccEvent) talglyelopers and testers can validate that the
user interface (Ul) elements of an applicationagsoper Active Accessibility events when the
Ul changes. Changes in the Ul occur when a Ul ei¢imsanvoked, selected, has a state
change, or when the focus changes.

» With the Inspect Obijects tool, developers and testan examine the IAccessible property
values of the Ul items of an application and nateéda other objects.

* The MsaaVerify tool verifies whether properties amethods of a control's IAccessible

interface meet the guidelines outlined in the dpmEation for MSAA L MsaaVerify is available
in binary and source code forms at CodePietp(//www.codeplex.coin

Whether you are satisfying government regulatiansst trying to make your software appeal to more
users, accessibility testing is crucial.

[Uhttp://msdn.microsoft.com/library/en-us/msaa/msabpRa05.asp

Usability Testing

Usability and accessibility are quite similar, thutre is a significant difference between the terons
to consider. Accessibility is the ability of anyotweuse the user interface, whereas usability sefer
how easy it is for the user to understand andawcterith the Ul. Accessibility features can enable
higher degrees of usability, but usability can madot more. Helpful documentation, tooltips, e&sy-
discover features, and numerous other criteriacadtribute to highly usable software.

When testing the user interface of an applicatisapility testing includes verifying that the fe@s of
the application are discoverable and work as aemgaects them to. Similarly, when testing an API or
object model, usability testing includes verifyitigat programming tasks using the exposed functions
are intuitive and that they perform the expectettfionality. Usability testing also includes verify

that documentation is correct and relevant.

Usability Labs

Many product teams at Microsoft take advantagesability labs. Testers are usually not directly
involved in conducting the study, but they do usedata from the study to influence their appraach
usability testing. For example, although the stodght reveal design issues to be addressed by
Program Management or Development engineers, sestien use the data on how the application is
used to build scenarios or to weight testing irc#fmeareas based on usage patterns. Of coursey man
other factors lead to determining the modelinga# ltustomers use an application. (Some of those
techniques and tools are covereCimapter 13"Customer Feedback Systems.")

The formal usability studies at Microsoft are cocted in a lab with a layout similar to the one show
in Figure 11-8 Participants spend approximately two hours uam@pplication and are usually asked
to accomplish a few targeted tasks.



PCRA

| = =

fremeh 5
(- ]1E i

Additional Participant

Obsarver Area | Observer . Side

Side i
Shding -
Glazg  — L
e

{ Tabla .
Figure 11-8: Usability lab layout.

The goals of these sessions vary, but common quedthat these studies seek to answer include the
following:

* What are the users' needs?

* What design with solve the users' problems?

* What tasks will users need to perform, and how asdlusers able to solve them?
* How do users learn, and then retain their skilhwhe software?

* Is the software fun to use?

When we talk to teams about usability testing, weststently share one bit of advice: Usability itest

will always occur ... eventually. It's your choice &ther you do it as part of your testing effortemve

it for the customer. Early usability testing makies product more successful in the eyes of the user
community and has a huge impact on reducing thebeuiwf support calls for your product.

Note Microsoft has more than 50 usability labs waitle, and more than 8,000 people a year
participate in Microsoft usability studies.

Usability testing continues to grow and advanceliatosoft. New techniques used more often include
eye tracking, remote usability testing over theinet, and advances in playtest usability testmng f
games.

Security Testing

Security testing has become an integral part ofdéioft's culture in recent years. Reactions to
malicious software and spyware have given all ezgyi®1 at Microsoft a security mindset. Security
testing is such a major subject that it is moretisoof an entire book than a section of this single
chapter. In fact, a quick browse on an online btaksshows me no less than half a dozen books on
security testing, including books written by Micofisemployees such as Hunting Security Bugs by
Gallagher, Landauer, and Jeffries, as well two sgcbooks in the How to Break ... series by James
Whittaker (who is also a noted software securityezy). Additionally, Writing Secure Code by Howard
and LeBlanc is on many testers' bookshelves atddadt. Any of these books or others on the subject
will be beneficial if you desire depth or breadttthis area.

The tester's role in security testing is not jodirid the bugs, but to determine whether and Hoav t
bug can be exploited. A few of the key approacmestachniques for security testing are discussed in
the following subsections.



Threat Modeling

Threat modeling is a structured activity that rexgeapplication architecture to identify potential
security threats and vulnerabilities. Threat maugls in wide use at Microsoft, and testers arélgig
active participants in the threat model procese. féimiliarity testers typically have with input
validation, data handling, and session managememsdthem toward being key contributors when
examining applications for potential security issue

Threat models—as do many other concepts discusgbdsichapter—work best when carried out
during program design. A threat model is a spedtifon just like a functional specification or desig
document. The big difference is that the intentba threat model is to identify all possible walyat
an application can be attacked, and then to paerthe attacks based on probability and potential
harm. Good threat modeling requires skills in asigland investigation—two skills that make Test a
well-suited participant in the process. More infatman about threat modeling, including examples,
can be found in Threat Modeling by Frank Swideesikdl Window Snyder (Microsoft Press, 2004).

Fuzz Testing

Fuzz testing is a technique used to determine hpmgram reacts to invalid input data. A simple
approach would be to use a hex editor to changél¢hirmat of a data file used by a program—for
example, modifying the bits in a .doc file used\bigrosoft Word. In practice, the process is nearly
always much more methodical. Rather than randoimiyging data, fuzz tests usually involve
manipulating the data in a manner that exposesempal security issue such as an exploitable buffe
overrun. Fuzz testing is equally applicable to das® testing, protocol testing, or any other sibnat
where part of a system or application must readiatedpret data.

Finding Fuzzing Holes

During Windows Vista development, | oversaw the filzzing tests on the Microsoft Windows Shell
(user interface). The most difficult part of thimplem was not creating and executing the fuzatest

but identifying all of the different ways that tB&ell can parse files. The Shell is extensible dtyre,

and many teams across Windows extend it to imptioeeiser experience of dealing with files in
Windows Explorer. The sheer quantity of file passand cross-organizational code ownership creates a
high likelihood of test holes. We realized thisddo address it we authored a very detailed test pl
based on categories of parsers (that is, propeartlers, shell folders, thumbnail extractors, amd s

forth) and compiled lists of things to test basadchaneticulous hand audit of the code.

Even though we reviewed our data with architectstast leaders across the organization, we fully
expected to miss things. Thus, we began watchiadptiy database for any crashes, hangs, or memory
spikes in the Shell that originated from malfornfigek. Late in the Windows Vista cycle, we

discovered a bug that had come out of ad hoc testitih corrupted files. Of course, we immediately
researched this issue to understand why our exteefszzing effort had not flushed this out. We
discovered a fuzzing hole in one of our cross-teavned property handlers!

The root cause was an instance of incorrect assonsp{lhe owning feature team assumed the API-
based file fuzz testing they had done provideddallerage of their property handler, but in faogyt

had some small amount of code that was not cougrédzzing of the underlying APIs. Alarmed at the
prospect of more serious security issues lurkindpisiunfuzzed code, we quickly spun up a crossttea
effort to provide the fuzzing coverage we had nds3éis particular component parsed several unique
file types. Two of us used a lab of computers grehsa week doing execution tests to close this hol
completely. The fuzzing of this component evengugiélded six crashing bugs, all of which were

fixed before release. Eric Douglas, Senior TestlLea



Summary

Functional testing is extremely important—as ar@ynaf the techniques and methods used to carry
out functional testing effectively. The point thheams sometimes forget is that customers don't care
about the number of bugs found or the number ¢ tbsit failed or code coverage rates. These hre al
important and valued ingredients of the testingpesdut in the end, customers care about the non-
functional aspects of the product. They want seget@ble software that easily does what they want
to do. They want software with easily discoverdbkures that responds to their actions quickly.

Non-functional testing is an integral complementutactional testing and is critical to establishing
whether a product is of high quality and readytip sA dilemma with nonfunctional attributes is tha
most aspects require significant thought earhhandevelopment process; but measurement of many
attributes cannot happen until the customers wsedftware. The key to solving this dilemma is to
keep the customer voice—through personas or otiméias mechanisms—at the forefront of all testing
efforts.

Chapter 12: Other Tools

Alan Page

Overview

Every professional employs a trusted set of tdolgood carpenter needs and uses dozens of tools and
knows how to use each of these tools best to adesimgpspecific task effectively. The detectiveseé

on television rely on an endless supply of toadsheused for just the right situation to solve @$m
(nearly always within 60 minutes, too). | have ajg/aonsidered testing similar to many other linies o
work in the use of tools. To be successful in alnany endeavor, you need substantial knowledge of
the area as well as tools that can assist with Enpsks.

A tester's tools are applications to help testersaine part of their job more efficiently or more
effectively. Testers at Microsoft use countless barm of test tools throughout the testing process.
Tools run tests, probe the system, track progeessassist in dozens of other situations. Previous
chapters have mentioned a few of the tools usdddigrs at Microsoft, but there are others thatyman
testers consider essential. This chapter discuasBas more of the tools that testers at Microsioit to
be effective and beneficial.

Code Churn

Churnis a term used to describe the amount of charmgesiappen in a file or module over a selected
period. Several measurements can be used to dal@ade churn. The most common include the
following:

» Count of ChangesThe number of times a file has been changed
* Lines Added The number of lines added to a file after a spestipoint
* Lines DeletedTotal number of lines deleted over a selectedogeri

* Lines Modified Total number of lines modified over a selectedquer
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Microsoft Visual Studio Team System calculatéd®tal Churnmetric by summing the total of Lines
Added, Lines Deleted, and Lines Modified, as shawfable 12-1

Table 12-1: Sample Churn Metrics from Visual Stutiéam System
=» Open table as spreadsheet

Submission number Total Churn  Lines Modified LinesDeleted Lines Added Total churn
857 161 0 0 161 161

161 359 3 178 178 161

932 12 2 35 35 161

946 16 0 0 16 177

Grand Total 608 5 213 390 177

Similar to the complexity metrics discussednapter 7"Analyzing Risk with Code Complexity,"

code churn measurements can be indicative of where bugs are likely to be located. In a senss, thi
is an intuitive metric. Other than writing new cadeadd features, the reason for code changing
(churning) is most often a result of fixing a knotwng. Significant percentages of bug fixes either
don't actually fix the problem or cause anotheoretw occur. Both of these situations require adadél
code changes (churn) to fix the new (or remainfagliires. Often, this scenario repeats; if the csde
particularly complex, the cycle can continue foresal iterations until all known bugs are fixeddan

no new failures around(odds are, however, that highly churned codelvailte evemmorebugs
remaining).

Keep in mind that churn is another metric thatsfaiko the "smoke-alarm" category; excessive churn
doesn't always mean that there are dozens of nga/tbube found, but it is an indicator that you Inig
need to take a closer look at the area of the mtdtat is changing.

Research on Code Churn

Microsoft Research has investigated the relatignehchurn and bug density using several different
churn metrics, including churned (changed) linesarfe, deleted lines, and numbers of files changed.
The researchers generated churn metrics for theokbét Windows Server 2003 source code and bug
data from the bug management system and foundrelatbon between the two.

Next, the researchers created a model using thesesand used a randomly selected set containing
two-thirds of the binaries to build a predictionaed The resulting model was successful in preatcti
the bug density of the remaining one-third withrhggatistical significance. Finally, the model was
used to try to split the binaries into sets thatldde considered "fault prone" or "non-fault prone
Again, the binaries were randomly split where tlwwets went into building a prediction model and
one-third into the testing group. The binarieshia testing group were correctly classified into the

fault-prone and nonfault sets with 90 percent amcyu?l]
Because of this study, many Microsoft teams nowitnogode churn and use it to determine when to

redesign a component or to assess risk when ewajuthe need to make a change late in the product
cycle.



Kl Nachiappan Nagappan and Thomas Badle of Relative Code Churn Measures to Predictefyst
Defect DensitffAssociation for Computing Machinery, 2005),
http://research.microsoft.com/~tball/papers/ICSEQGQhpdt

Keeping It Under Control

Source contrqglthe ability to track changes in source codesisrgportant an asset to testers at
Microsoft as it is to developers. Almost all deymitent teams in the software industry use a source
code management (SCM) system, and Microsoft dewaop teams certainly aren't an exception.
Every test team at Microsoft uses source contrebtone extent—both for traditional uses as welbas f
specific testing tasks.

Tracking Changes

Similar to typical SCM usage, the primary use afrse control on test teams is for tracking chariges
code written for test tools and test automatiortirEtteams, and sometimes teams spanning all of
Microsoft, share test tools. When more teams addpbl, it becomes more important to track changes
so that any bugs or unexpected behavior causdaehghtange can be more easily identified. This usage
is equivalent to SCM usage in development envirarigyavith the fundamental difference being that
the "customer” of the tool is another tester or tesm in the company.

It is also beneficial to track changes in test egtion or test cases. In addition to tracking cleang
tests over the lifetime of a product, with SCM sys$ teams can create and recreate the state of the
entire body of source code and related documerasyaarbitrarily selected point in time. The most
common use of this is to generate snapshots aystem from key milestones in the product life
cycle. Acommon example is creating a snapsholl preduct codeand test codat the moment the
product was released to manufacturing. By havingmy of the tests used to ship the product,
sustained engineering teams can make changes podthect code with confidence. This is the same
concept adopted by developers who use a suiteibfasts to help ensure that any changes they make
to a module do not cause a regression. Sustairggdesting teams use the tests to help them assess
risk of a code change causing an unforeseen bagather part of the system.

What Changed?

TheHocus-Focusomic strip by Henry Boltinoff ran in the newspapey family received while | was
growing up. If you're not familiar with the comitwas a simple two-panel strip where the two psnel
lookedidentical, but the text in between the panels @ske reader to "Find at least six differences in
details between panels.” It usually took me onlgva minutes to find all six differences, but my
strategy was consistent. | cycled through eachablojefeature in the first picture and compared its
shape, size, and other attributes with the samexbhj the second picture. Sometimes the difference
was inpart of the object, and sometimes | had to look atrgimeearea at once to see the difference.
Over time, | got better and better (faster and na@airate) until | reached a point where | coulokt sp
all six in a few seconds every time.

Similarly, as a software tester, | use a SCM systandiff tools (utilities that show the differences

between two files) to isolate coding errdfgure 12-1shows the comparison of two files using a diff
tool. Because the SCM system records every chasgee to the product source code, when a tester
discovers a bug while testing a scenario that presly worked, he often turns to the SCM system to



help isolate the problem. Source control can shbshanges made to a file, module, feature, orenti
application between any points in time. If a tesliscovers a bug that didn't occur on a test pass t
weeks earlier, she can easily identify all soumgecchanges and examine the differences to inatstig
which change might have caused the error. Noteathabme teams, developers can be the team
members who go through this process. (See theaiditled "Who Wears What Hat2hat follows for
more information on this topic.)
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i:igure 12-1: Comparing files in Visual Studio.

Monitoring changes isn't unique to source cods. dlso important to track changes made to
specifications and other documents. Many applioatican track the changes made to a document. The
chapters in this book, for example, pass from asttmreviewers to editors and back again. At each
stage, a reviewer might make several edits andestiggs. All changes are tracked within Microsoft
Office Word so that each of the authors can tradgess as well as document and refer to the
discussions leading up to wording or content densi

Word can also compare two documents even if thewar forgets to activate the Track Changes
feature, as shown iRigure 12-2 This is convenient for checking the changes nisd@een two
versions of a document and for reviewing the chanfye example, when reviewing edits made
simultaneously by several reviewers.
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Figure 12-2: Comparing documents in Microsoft Word.
Who Wears What Hat?




A question | hear often from testers when teacimt@ductory testing and debugging courses at
Microsoft is "How far should | debug?" Developargerestingly enough, often ask, "How far should |
expect testers to debug?" The answer to both quessis, of course, "It depends.”

Debugging is detective work. Examining states ofaldes in a live debugging session, examining log
files, and examining changes in source code amethods of debugging, that is, attempting to find
the cause of an error. The challenge for many estets (and developers) is to understand at what
point between "find a bug" and "fix a bug" doesithnork stop. Many testers are as good as (and
sometimes better than) the developers they work antinvestigating and isolating the cause of a bug
On some Microsoft teams, testers routinely debugr&to the point of isolating the file, line nunnpe
and check-in that caused the bug, while on otlense testers might do little investigative work
beyond reporting the bug. Nearly all testers atrbioft are capable of debugging to a deep extent, s
the decision comes down to time constraints aneé&saftions.

Time investment can be a factor if a test tearmaeustaffed, behind schedule, or bound on some othe
critical resource. In other words, sometimes atessh just doesn't have time to debug errors
completely. Expectations, however, are the muchenmportant aspect of this dilemma. I've known
developers who didrvwanttesters debugging their code, and I've known itestlo didn'tvantto

debug someone else's code. | personally don'tltker of these scenarios. When | face questions
about who should debug what, | encourage a convendaetween tester and developer (or test team
and development team) that answers two key questosreach party: "What can | expect from you?"
and "What do you expect from me?" This conversaidmic works well for any discussion on
relationships, but in the case of the tester aneldper, it clears the air on many important topics
ranging from unit tests to test strategies—andooirse, what's expected by whom on bug reports and
in debugging sessions.

Why Did It Change?

Sometimes when I'm playing hocus focus with sogame changes | caeethe change, but | have no
ideawhythe change was made.

--- math.cs;8 (server) 5/2/2008 5:24 PM
+++ math.cs;9 (server) 5/6/2008 7:25 PM
*kkkkkkkkkkkkhkhk

*kk 20 26 *kkk
}

else

{

! return value;

}
-- 20,26 ----

}

else

{

! return value * 2;

}

In the preceding code, it is obvious what this geadoes—it changes the returned value by a fator o
2! Butwhywas this change made? Source control systemgsegters a few key pieces of information
in their detective work. One useful type of infottina is access to the names of each developer who



has changed the code along with exact descriptindgecords of the code the individual has changed.
If you know who made a change that you don't unideds you can walk down the hall, call, or e-mail
that person and ask him or her about it.

Tracking down a developer for quick communicati®often a great solution for understanding recent
changes or changes made to a current versionroidaigt, but what do you do if the developer has
gone home, has left the group, or has left the @myp The source control system often houses many
points of highly relevant data, including developemments and a bug number or link to the issue
fixed by the change in the bug management systenenVtode isommitteda working copy is

merged into the master source control system)atitieor of the change is generally required tariill
several fields in a submission form including thug liixed by the change (or in the case of new code,
an ID associated with the particular feature). ©Offeéds might include such items as the name ef th
code reviewer and a short description of the detdithe change, as shownkimgure 12-3All of these
items are clues that aid testers and developdses ialibug investigations.

Figure 12-3: Check-in forms in Visual Studio Teagst&m.

A Home for Source Control

The use of source control among test teams at Blfrdias evolved and grown with the company. In
my early days at Microsoft, source control for test teams | worked on was quite informal to sa&y th
least! Most of the test teams used source cordrdhkir test code or data files, but each pathef
team used a separate source control server. Thitnédave used source control on managed servers
ensured that the test source code was backed ugwastbns were tracked.

As long as you didn't want to share or view sodirem another team, there were no problems with this
system. On my team, it was the tester's respoigitml compile the test source code, and then ¢bpy
resulting binaries to a common share where otlstert® or the automation system could find them
when they were needed. This system wonkestof the time, but errors occurred occasionally when
copy failed or someone accidentally deleted a file.

Over time, more teams began to consolidate testsonto single servers and systems for their entir
team. The structure and layout became more fornthfa less ad hoc. These days, most teams store
test source code next to product source code osatine servers and systems, as shovigare 12-4
Then, abuild lab (a single person or small team dedicated to crgataily builds for the team) builds
product code and test code daily and propagateeshéinaries to servers automatically.



Figure 12-4: Typical layout of product and testeau source control.

A source control layout such as the one shownarfigure has several advantages. One of the most
important features is that code is easy to find. dieveloper wants to run some of the test teasts,t

he knows where to go. Similarly, if a tester wantsinderstand a bit more about the implementation o
the code she is testing, she can find the prochds easily. It also makes it much easier for thlbu
team to investigate any build errors caused byrisisbencies between product and test code. Firally,
the build team is building both product and testecas part of the same process, it is simplehir t
team to add consistent version information to &st ¢ode and product code. Consistent versioning
allows for easier management of test binaries aodyet binaries, and can facilitate better regossi
analysis.

Build It

The build, along with the many related activitieattstem from the build process, is an integral giar
the daily work of every team at Microsoft. Sourcatol, bug management, and test passes all stem
from the build process:
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The Daily Build

For most teams, the entire product is compiled fsorce codat leastonce a day. Microsoft has
performed daily builds for years, andntinuous integratiofficontinuous builds along with frequent
code check-in) is strongly supported by the Agdenmunity. The build process includesmpilingthe
source (transforming the source code to binary &)rtinking (the act of combining binaries), and any
other steps required to make the application udaptbe team such as building the setup program and
deploying the build to a release server.

Note The Windows Live build lab creates more th&96 builds every
week.

A Day in the Life of a Build Lab
A typical 24 hours in the life of a build lab.

Sometime around 15:00, the build process start®rated scripts prepare individual computers for
the build process. All remnants of old builds ammoved, and source code is synchronized to thet late
"good" changes. For a midsize product, the bulkésebetween one and four hours (larger products
such as Microsoft Windows or Office can take muantngler).

The initial build process turns the source code the binaries that make up the product. For tix¢ ne
several hours, more automated scripts take theseiés and create dozens or more of installable
products known as SKUs (stock keeping units)—viet of the product such as "Professional,”
"Ultimate," or a variety of localized versions. Adtugh this is an automated process, someone on the
build team could be designated as the "build watdioe the evening. The build watcher might be
responsible for periodically checking the statushefbuilds to ensure that they are progressinginbu
many cases, the build system is self-monitoring@rdsend a page, e-mail, or text message to the
build watcher if an error is encountered.

Sometimes an error occurs early on, sometimessestww up late, and from time to time random
things happen such as an unexpected shutdownriticaloccomputer or network issues. During the
build period, all errors are either tracked as bamgs sent to the product team or otherwise taggdd a
resolved by the build watcher.

Early in the morning, the build team members begriving at work and review any outstanding issues
from the previous night in a nightly summary creldbg the previous night's build watcher. If any
blocking issues remain, the build team tracks ddvenproduct owner and reminds him or her to
provide a fix immediately. Once the build is reaolyild verification tests (BVTs) begin. If bugs are
found, product owners are contacted immediatelyargs are filed.

The goal is to release the build to the team fstirig around noon. If there are still outstandingsat
this time, a decision needs to be made to determingther to release the build late, or not rel¢hae
day. A daily build is so much part of the flow atdwbsoft thatnot releasing a build is something that is
not taken lightly. If the decision is made to toyrelease the build, the build remains on hold| dimé
necessary fixes are made and tested. When theibudddy for release, files are copied from thiédbu
computers to distribution servers, and an e-madsage with the build information and all known
issues is sent to the entire team.

More often than not, the daily build process atsnudes a suite afmoke tests\ smoke test is a brief
test to make sure the basic functionality of theliaption works. It's similar to driving a borrowedr
around the block to check for obvious faults befiriging all the way across town. Test teams uguall



run a suite of smoke tests. Most often, these aoevk asbuild acceptance tes{BATs) orbuild

verification testdBVTs). Some definitions of these terms denote 8&Tbe a smaller suite of tests
than BVTs, but in most cases, the terms are intagbable. A good set of BVTs ensures that the daily
build is usable for testindable 12-2ists several BVT attributes.

Table 12-2: BVT Attributes
= Open table as spreadsheet

C

BVT attribute Explanation

Automate BVTs run on every single build, and then need tothe same every time. If you

Everything have only one automated suite of tests for youreeptoduct, it should be your
BVTs.

Test a Little BVTs are non-all-encompassing fundidests. They are simple tests intended t
verify basicfunctionality. The goal of the BVT is to ensuratlhe build is usable f
testing.

Test Fast The entire BVT suite should execute inutais, not hours. A short feedback loop

tells you immediately whether your build has profde

Fail Perfectly

If a BVT fails, it should mean thagetbuild is not suitable for further testing, ahdlt
the cause of the failure must be fixed immediatel\some cases, there can be a
workaround for a BVT failure, but all BVT failurehould indicate serious problen
with the latest build.

I

Test Broadly—
Not Deeply

BVTs should cover the product broadly. They dedilyitshould not cover every nog
and cranny, but should touch on every significanbbfunctionality. They do not
(and should not) cover a broad set of inputs ofigarations, and should focus as

much as possible on covering the primary usageasicenfor key functionality.

Debuggable an
Maintainable

dh a perfect world, BVTs would never fail. But iiéhwhen they do fall, it is
imperative that the underlying error can be isalate soon as possible. The
turnaround time from finding the failure to implenieg a fix for the cause of the
failure must be as quick as possible. The test tmdBVTs needs to be some of th
most debuggable and maintainable code in the guir@uct to be most effective.

Good BVTs are self-diagnosing and often list thaotxause of error in their outpt
Great BVTs couple this with an automatic sourcetr@dtookup that identifies the
code change with the highest probability of caushegerror.

Trustworthy

You must be able to trust your BVTsthié BVTs pass, the build must be suitable
testing, and if the BVTs fall, it should indicatserious problem. Any compromise
on the meaning of pass or fail for BVTs also compises the trust the team has ir
these tests.
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BVT attribute Explanation

Critical Your best, most reliable, and most trustthgrtesters and developers create most
reliable and most trustworthy BVTs. Good BVTs ao¢ @asy to write and require
time and careful thought to adequately satisfyatirer criteria in this table.

An example of a BVT suite for a simple text edsach as Windows Notepad could include the
following:

1. Create a text file.

2. Write some text.

3. Verify basic functionality such as cut, copy, gadte work.
4. Test file operations such as save, open, andedele

A daily (or more frequent) build and BVT procesduees the chance of errors caused by large
integrations or sweeping changes. Keeping the ptadwa state where it will build and where it will
run every day is critical to a healthy softwareammgation. Test teams at Microsoft have the sansd ne
for daily builds as product teams. For this reasonyce code for automated tests and test toolslsoe
built daily, typically as part of the same procased to build the product code.

Breaking the Build

The most minimum effect of a daily build is ensgrthat compilation errors (also known as build
errors) are caught within 24 hours of check-in. @dation errors are rare but can stop the engingeri
flow if the test team is waiting for the daily bdifo begin testing. The most common reason for a
compilation error is also the most preventabletaymerrors by the developer. Anyone who has ever
compiled any code or run a script has made a syertax. A missing semicolon, a mistyped keyword,
or an errant keystroke can cause an error wheprtggam is compiled or when the script is run. Ehes
sorts of errors are inevitable, but they only caugeoblem if the broken code is checked into seurc
control. | don't know any programmers who delibelsatheck in broken code, but some still make
these mistakes through carelessness. Usuallyussa little change” that the developer forgets to
double check by recompiling the local source cédample prevention method could be to require
developers to build before checking in source cbdethis might be difficult to enforce, and some
mistakes could potentially still slip through.

You Broke the Build!

Throughout the software industry, there has bdengtradition of punishing those who break the
build by making them wear a silly hat, putting gnson their office door, making them buy donuts for
the entire team, or otherwise calling attentiothtgr mistake. I've known teams that called devetsp
at home in the middle of the night to announce tihey broke the build and need to come in—pronto!
This process can work in cases where people j&st ttebe a bit more careful and think about what
they are doing before they check in code, but somestpeople just make honest mistakes.

Fortunately, many teams are beginning to realiaelibmans do make mistakes, and that some build
breaks are inevitable. Instead of focusing on th@ghment, these teams choose to do what theyocan t
prevent any build breaks that do happen from aéleedfecting the team.

Build breaks are often caused by reasons othersyratax errors. "Forgetting to check in a file'bise



of the most common reasons | have seen that tsggbuild break. When working with large, complex
systems, it is also quite common to see build srcaused by a dependency changing in anotherfpart o
the system. Think of the core Windows SDK headesfjthe files containing definitions of Windows
data types and functions). A small change to ortbede files can often cause build errors in far-
reaching components. On a smaller scale, changimgterface name in a COM library or other shared
components can just as easily cause compilatiamseim dependent components.

Testing with Compilation

On large platforms such as Windows, Windows CE, @fiite, the test code frequently uses the
available exported functions more than the supdafplications. When | was on the Windows CE
team, our daily build process would build the ofiatasystem, and then build all of our tests.

From time to time, the compilation of our test cedt®uld cause areak(compilation error) because of
a change to a function prototype or definitiors ktard to bénappyabout build breaks, but it was nice
to catch these bugs long before a customer wowld Aahance to do so. Having the test code built at
the same time as the product code enabled usddHese bugs.

Stopping the Breaks

I don't know anyone who has worked with daily bsildho hasn't experienced a build break on their
team. At Microsoft, we use several techniques toiimmize the number and impact of build errors. Two
of the most popular and effective techniquesraltang builds andcheck-insystems

In its simplest form, a rolling build is an automeatontinuous build of the product based on thetmos
current source code. Several builds might occanie day, and build errors are discovered sooner. Th
fundamental steps in a rolling build system incltitese:

* Aclean build environment

» Automatic synchronization to the most current seurc
* Full build of system

» Automatic notification of errors (or success)

The easiest way to implement a rolling build ishaatsimple Windows command script (cmd) file.
Scripting tools such as Sed, Awk, and Perl are @somonly used. An example of what a rolling build
script might look like is irListing 12-1

Listing 12-1: Simple Rolling Build Windows Commagagript
rem RollingBuild.cmd
rem sync, build, and report errors

rem The following two commands record the latest ch ange number
rem and obtain the latest source changes

:BEGINBUILD
rem clean up the build environment
call cleanbuild.cmd

changes -latest
sync -all

rem build.cmd is the wrapper script used for buildi ng the entire product
call build.cmd



rem if ANY part of the build fails, a build.err fil e will exist
rem notify the team of the rolling build status
IF EXIST "build.err" (
call reporterror.cmd
) ELSE (
call reportsuccess.cmd

)
goto BEGINBUILD

Some Microsoft teams also include some or all BWiTa rolling build and automatically report the
results to the team. Teams that conduct sevetaigdiuilds each day often pick one—for example, th
last successful build before 13:00—and conducttemidil testing and configuration on that build
before releasing it to the team as the daily build.

Another method of preventing build breaks and iasiteg code quality is the use oflaeck-in system
Years ago, when developers had changes to chéokS@M, they would check the code directly into
the main source tree. Any mistakes they made—e#tyraiax errors or bugs—would immediately
affect every build. You can get away with a systi this for small projects, but for larger softwa
projects, a staged check-in can be quite beneficial

Figure 12-5shows the basic architecture of a check-in sysbestead of checking the code directly
into the main SCM, when programmers are ready bongiuichanges, they submit them to an interim
system. At a minimum, the interim computer verifieat the code builds correctly on at least one
platform, and then submits the code on behalf efptogrammer to the main source control system.
Most such systems build for multiple configurati@m targets—something that is nearly impossible
for a single developer to do on her own.
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Figure 12-5: Check-in system architecture.

The interim system (sometimes referred to gauntletor gatekeep@rwill also typically run a
selection of automated tests against the changatich for regressions. Depending on the
implementation of the system, the set of testsbeastatic, can be selectable by the programméieat t
time of submission, or is created dynamically baseavhich parts of the code are changed.



Any selection of pre- or postbuild tests can beecaldat any time to the system. To the developer, it
feelsthe same as checking directly im@in (the main source tree), but a substantial numbleugs
are found before they ever get a chance to cawddegons for the entire team.

Static Analysis

When a test team beginsiting software taestsoftware, a funny question comes up: "Who tess th
tests?" The question is easy to ignore, but it pagsiswer it. A tremendous amount of coding effort
goes into writing test code, and that code is suifide to the same sorts of mistakes that occur in
product code. In a number of ways, running thestastl examining failures are a test for the tésts,
that approach can still miss many bugs in test.cOe effective method for finding bugs in testeod
(or any code, for that matter) is to use toolsa@tomaticstatic analysisStatic analysis tools examine
the source code or binary and identify many clas$esrors without actually executing the code.

Native Code Analysis

A number of different tools are available for asagyofnative coddthat is, code written in C or C++).
Traditional tools include commercial products sasfPC-Lint/2 KlocWork, [ and Coverity!4! as
well as the static Code Analyzer included with \dk8tudio Team System.

Every team at Microsoft uses code analysis toatges2001, the primary tool used at Microsoft for
native code analysis is a tool nant&gEfast This is the same tool available for native codalysis in
Visual Studio Team System.

PREfast scans source code, one function at a éintklooks for coding patterns and incorrect code
usage that can indicate a programming error. Witaf&st finds an error, it displays a defect warning
and provides the line number of the offending sewade, as shown Figure 12-6

Figure 12-6: Static analysis warnings in Visualditwsing PREfast.
Watching Out for Broken Windows

In the classic bookhe Pragmatic Programmethe authors discuss the broken window thé@rynd

its relation to a concept of software entropy whemall errors left unfixed breed additional errégs.
When a team first begins running code analysisstdbky are inevitably overwhelmed with the
number of potential issues they need to investigatgant challenge facing teams is that even & b
of these tools report some amount of false positids mentioned i€hapter 10"Test Automation,”
false positives are errors reported by a tool sirtteat are not the result of a problem in the mogor



code. When the code analysis tools are reportimgiteas or thousands of errors, these false reports
only muddy the water.

A few years ago, | was in charge of deploying datis analysis toolset and reporting results. Tdaec
base was huge, so | left the decisions on whicbrte@ defects to investigate up to the various
development managers on the team. We knew thatfweally, we wanted to investigate and fix all of
the errors reported by our analysis tools, busti@t-term strategy was up to management. We fixed
all of the critical errors (ignoring the false pogs) and released a new version of the prodtet that
year.

A few months later, one of the developers was itigang an issue reported by a customer. The issue
required some unique conditions and ended up takéagly an entire day to debug. | remember the
developer walking into my office early that evenargd saying, "I have some good news, and some
bad news. The good news is that | found the bugkand how to fix it. The bad news is that our stati
analysis toolalsofound the bug, and discovered it three months'ago.

We brought in a few other developers to talk alibatissue and discovered that our tools found dozen
of errors in this particular component. They wergmored completely, but the developer had looked
at a few of the errors, recognized them as fals#ipes, and ignored the rest of the errors in the
component.

We learned some lessons from this experience. Vide miare that developers knew how to safely
suppress false alarm warnings, and then we reqthegdat least two developers review all suppressed
false positives before concluding that the errausth be suppressed. We fixed (or suppressed) all of
the reported issues and added additional verifinat our check-in system to ensure that the cade b
stayed clean. It's hard to tell how many potertiiestomer issues we prevented, but we were all
confident that fixing our broken windows was a gaogestment.

Managed Code Analysis

FxCop is an application that analyzes managed andeeports a variety of information such as
possible design, localization, performance, andriggamprovements, as shown kigure 12-71n
addition to detecting many common coding error§&éjx detects many violations of programming and
design rules (as described in the Microsoft Desigidelines for Class Library Developers). Anyone
creating applications in managed code will find tih@l beneficial.
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Figure 12-7: FxCop analysis tool.

FxCop is available as a stand-alone tool or integranto Visual Studio. Testers can use the stand-
alone tool to examine a managed binary for ertmusmost testers and developers use the integrated
version of the tool for analysis.

Note The Code Analysis Team Blogritp://blogs.msdn.com/fxcamntains a wealth of information
on analysis tools in Visual Studio Team System.

Code Analysis Overload

The most difficult challenge in using code analys@s is getting started. In a brand new project
where code analysis tools are used in the earyestdhe "extra" work to detect and fix code erisrs
barely noticeable. However, when starting to ussyais tools in established products, the initial
overload of potential errors can scare a teamtuntung off the tool.

A few years ago, | was in charge of supporting,ntaaning, and implementing static analysis tools
across a large code base. My initial reports irtdotghat there were thousands of errors that neteded
be investigated before our next release. Althouginy®ne knew that the errors were coming, in a team
of about 100 developers, | knew | would take sorat Iif | gave everyone 10 to 20 new bugs to
investigate.

So, | explained to everyone that | was going ta $6gging bugs for errors found by our static g
tools in our legacy code. | went on to explain tivatially, | would log bugs only for the most tidal
errors (potential crashes and security issues)wittime | would be adding additional rules and
checks. I logged a small number of bugs initiadlygd a few more every week after that while | adcaled
more strict set of rules. Sometimes there was sgmm@abling, but within a few months, we had fixed
thousands of analysis errors—including many beyehdt were used in my initial report.

This is a classic application of the Boiled Frogqimem: people don't notice gradual changes as much
as drastic changes. Over time, the team more #aght up on their backlog of code analysis bugs, bu
an even more impressive feat is that many membehe deam frequently approached me and asked
me to turn ormorecode analysis rules.




Just Another Tool

FxCop and PREfast are both powerful tools that khbe used by every software team. Static analysis
tools are great for finding certain classes of mriell before the test team sees the code, bytdbe
notreplacetesting. It is certainly possible (and probabteywtite code that is free of code analysis-
detected defects that is still filled with bugs.wéver, fixing these bugs earlier does give thettzsn
more time—and a much better chance—to find a hugeber of more critical bugs throughout the
entire product cycle.

Test Code Analysis

Many types of errors are specific to test autonmatidne such area evironmentasensitivity.This
refers to the reliance of tests on noninvarianiremvnental factors. This issue can reveal itseH in
variety of forms, which are best represented bympta. Consider a test of a user control called a
FileSaveWidgetwhich accepts an input file path and saves datiaet specified file. A simple test of
this component is listed in sample code féilaSaveWidgetest here.

1 void TestFileSaveWidget()

2{

3 /I this file contains the expected output of t he file save widget
4 string baselineFilePath = @"\\test-server\Test Data\baseline.txt";
5

6 // the local path for the save file

7 string outputFilePath = @" D:\datafile.txt";

8

9 FileSaveWidget widget = new FileSaveWidget();

10 widget.SetDataFile(outputFilePath);
11 widget.Save();

12 try

13 {

14 VerifyDataFile(baselineFilePath, outputFil ePath);
15 WriteTestResult("PASS");

16

17 catch (Exception e)

18

19 String errorMessage = e.Message;

20 if (errorMessage.Contains("File not found" )
21 {

22 WriteTestResult("FAIL");

23 }

24 }

25}

The code looks straightforward enough, but theeeahiteast three issues in this example. On line 4,
notice the use of a remote file share on a commatérd test-server. There is no guarantee that thi
server will be visible when the test runs on a ekwor user account different from the one theetest
originally intended. Line 7 contains a hard-codeigrence to drive D. Perhaps all computers that thi
tester has encountered so far have writeable ipagibn D, but this assumption will likely lead to
failures later on (D could be a CD-ROM drive or glynnonexistent).

Line 19 hides a more subtle but important issue. @pected error message in the case that the save
operation fails might indeed be "File not found"-the test is running on an English-language
operating system or English-language build of tteepct. However, a Spanish localized build might
return "Archivo no encontrd” in this case, whichuMbnot be caught by this test. Many test teams at
Microsoft use scanning tools to find issues that cause problems with test code. Sample output from



a test code-scanning tool isTiable 12-3

Table 12-3: Test Code Analysis Results
= Open table as spreadsheet

Issue Location Owner Details

Hard-codedTest.cs:4 Chris A hard-coded share path was found in a test sdilecéiard-
share path Preston coded paths to specific file shares can make #tautgortable

Hard-codedTest.cs:7 Michael A hard-coded local path was found in a test sofikeeHard-
local path Pfeiffer  coded local paths can make tests unportable. Gamgidting
any hard-coded paths into a configuration file.

Hard-codedTest.cs:19 = Michael Hard-coded exception string "File not found"; pkease

string Pfeiffer  ResourceLibrary to comply with localization testing
Invalid userTest Case ID(N/A) Test case assigned to invalid user "Nobodjéape assign to a
name 31337 current team member.

Analysis tools often go beyond analyzing code awd for errors in the test cases or almost anyplace
else where testers might make errors. Some exarapths biggest improvements to test code as a
result of analysis such as this include the follayvi

» Improved success running localized test passesemit of proactively catching and reporting
usages of hard-coded English strings

* Improved test reliability resulting from checkingy fpotential race conditions (usage of
Thread.Slee) invalid configuration files, and so on

* Improved completeness of test coverage by chedkintprphaned” tests (code that was
checked in but not enabled in automated runs, ractly marked in the TCM, and so on)

The bigger value added by analysis is that it pgenssues from occurring by flagging them on a
daily basis. Every day, testers get feedback omtiadity of their tests and test cases, and theythes
feedback to improve the quality of their tests antimately, the quality of the product.

Test Code Is Product Code

These errors might not be important for productiode, but they are critical for test code relidili

and maintainability. Error-prone test code is ohthe biggest concerns | hear from test managers
throughout the industry. Even at Microsoft, wher@nyof our SDETSs are top-notch programmers, we
rely on these tools to help us create tests thatuwareliably and report accurate results for eade or
more and through thousands of executions.

By now it should be clear that testers at Microsofinmonly use many traditional development tools.
What this really means is that at Microsoft, sowrgde is treated the same as product code regardles
of whether the code ships or not.

[2Seehttp://www.gimpel.com




[31seehttp://www.klocwork.com

[4seehttp://www.coverity.com

[53ames Q. Wilson and George L. Kelling. "Broken Vdwd: The Police and Neighborhood Safety,”
Atlantic Monthly 1992.

(6l Andrew Hunt and David Thomaghe Pragmatic ProgramméBoston, MA: Addison-Wesley
Professional, 1999).

[1seehttp://en.wikipedia.org/wiki/Boiled_frag

Even More Tools

There is no end to the number of tools testersMggosoft employees consistently take advantage of
any efficiency or effectiveness gains achieveduglothe aid of software, and they are careful to
ensure that using a tool rather than a manual psogdeesn't affect the final output. Continuing the
toolbox analogy used at the beginning of this chiapising software to aid testing is similar tongsa
power tool rather than a hand tool. In many cabespower tool is faster and achieves better rgsult
but some jobs still make sense to complete by hand.

Tools for Unique Problems

Most of the previously discussed tools are onesalmaost every tester uses. Countless others dujve
problems for smaller groups of people. Screen orsr file parsers, add-ons for automation toaid, a
even the font display tool shown @hapter 1Gare all examples of software programs writtenoloes
specific testing problems.

In addition to tools, testers customarily shidlvearies (reusable functionality that can be added to any
application) in their team so that everyone ontdan can solve similar problems using a consistent,
well-tested solution. For example, the Office td@as shared libraries that are used to help autamate
tests access the window controls common to alkc®ffipplications, and the Windows Mobile team has
shared libraries to simulate cellular data. Thesebath areas where a common solution helps the
entire test team do their jobs better.

Tools for Everyone

Microsoft employees love to create tools. Thousaridsols ranging from test helper libraries to
Outlook add-ins to productivity enhancers are add in an easy-to-access repository. Engineess lov
to use software that helps them do their job hedtedl many employees share their applications with
their teams across the entire company.

Note The Microsoft internal tool repository conwimearly 5,000 different tools written by Microsoft
employees.

Employees can search the tools in this reposittwy ToolBox), as shown iRigure 12-8 and they can
subscribe to RSS feeds to notify them of new tabhsissions. Each tool entry lists information about
the tool and the name of the tool owner in caseenrdormation is needed. Finally, every tool can be
rated and comments can be added to aid futuredeodliowsers in their tool-choosing decisions.



Figure 12-8: The Microsoft ToolBox.

Summary

One of the qualities I've noticed in great tesiethat they are extremely efficient in their tagtiThey
are not hurried in their testing activities; rathtieey all seem to know exactly the point wherewgafe
can help solve their current testing problem fatftan their brain can. When software is a potential
solution for their current situation, they are afoldind or repurpose an existing tool to their d=er,
when necessary, create a new tool to solve a proble

Testers need to use new tools when appropriateesxaémine their current toolbox periodically to be
most effective. As is the case with source codeagament, testers should also examine their toolset
and determine whether existing tools can be useddifferent way. An adequately filled toolbox,
along with the skill and knowledge to use thosdstas one of the biggest assets a tester can have.

Chapter 13: Customer Feedback Systems

Alan Page

A big piece of the quality puzzle is the custon@amftware companies such as Microsoft write software
for people—software that can help people be mavdymtive or accomplish tasks they wouldn't be
able to do otherwise. This chapter discusses thle &md techniques Microsoft uses to gather data fr
our customers and partners to help us improve tléty of our products and to influence our testing

Testing and Quality

I hope this isn't a shock, but customers don'tyealre about testing. At some level, | supposg the
care that some effort went into testing the prodetbre they spent money on it, but they're natlat
concerned with most of the actual work that testers

Imagine that you are browsing for software at aesémd pick up a box to read the bullet pointshen t
side describing its features:

* Ran more than 9,000 test cases with a 98 percentrpte.
* Code coverage numbers over 85 percent!

» Stress tested nightly.

* Nearly 5,000 bugs found.

* More than 3,000 bugs fixed!



» Tested with both a black box and white box approach
* And much, much more...

Those bullet points are all interesting to the eagring team, but the customer doesn't care alngut a
of them. Customers only care if the product sobv@soblem for them and works in the way they
expect. If you consider software quality to beh#ie it provides to the user, most test activitien't
directly improve software quality. Despite thisstiag is indeed valuable (or | wouldn't be writitings
book). So, what does testing do?

Testing Provides Information

The bullet points mentioned previously provide mfiation about the testing activity and, in some
cases, the status of the product. This informasanitical in assessing progress and identifyisg.r

For example, if the latest report from the tesirtesays that they have run half of their tests aameh
found 40 critical "severity 1" bugs, that relatedifferent risk metric than if test tells you they'run

all of their tests and found only 1 critical bud. @urse, this is not enough information either—you
would want to know what types of tests were don@ckvscenarios were tested, which areas of the
product they had tested, how many noncritical bmge found, and dozens of other points of data. I'v
never liked the idea of test being the gatekeepiegsiality. Rather, I like to think that the infoation

that testing provides helps the product's decisiakers make the right decisions regarding schedule
and risks.

Quality Perception

If everything goes perfectly, the work that the team doesncreaseqquality bydecreasingisk. In
reality, this doesn't always happen. Too often,nfi@mation provided by the test team is not retflee
of the way customers will actually use the product.

You can think of test data and customer-perceivedity (I like to call thisexperiencejuality) as two
related but distinct spheres of data relating taligu

Test
Data

If our test information were perfect, we would Hxeato predict the experience quality that our
customers will have—that is, at the time of releagewould know within a few points what the
customer satisfaction numbers would be when weesurustomers six months later. Our two spheres
of quality would nearly overlap:

Most of the time, these circles intersect, butlyageite as much as we hope:



Test
Data

Microsoft is working hard to get experience quadityd test data to match—by finding more
measurements that caredicthow customers will perceive quality. Data thatwidow the customers
are using a product, where it is failing them, ardt they like and dislike about the product is
invaluable in developing quality software.

One of the big problems many of Microsoft's largéware projects face when gathering customer
data is processing all of the diverse sets of mledaway that accurately reflects the diversityneéds

of the customer base. Product support data, e-oustpmer surveys, and usability studies all previd
valuable information, but it can be difficult toiquitize the feedback and understand the scenarios
surrounding these data points, as depictdedare 13-1 Moreover, we discovered that often the data
from various sources didn't agree, was subjecéind,we frequently couldn't process and comprehend
all of the data.

Microsoft

p rOLICT '\:.Ir”! I[419

Figure 13-1: Customer feedback.

There are many ways to find and collect informaaond feedback from customers. This chapter
discusses four methods in use across most proglutist Customer Experience Improvement Program
(CEIP), Windows Error Reporting (WER), Send a Spaled Connect. Many of these tools are
available to our partners and Microsoft corporatst@mers.

Customers to the Rescue

The best way to find out how customers use younso€ is to watch them. When you have only a few
users, and know when they will be using your soféwand if they agree to let you watch them, this i

a great solution. Knowing how the customers use gottware goes beyond what can be discovered
by a usability study. Knowing how the customers ymar software means that you know how they
learnto use the program, which tasks they perform rofieh, and which tasks they never use.

When you install certain Microsoft applicationsg ttialog box shown ifigure 13-2opens asking if

you would like to help make the application betgmproviding feedback on your use of the product. |
interested, you can enroll in the Customer Expeedmprovement Program (CEIP). When you opt in
to this program, anonymous data about how youheseapplication is occasionally uploaded to
Microsoft when your computer is idle. At Microsofée know that to make great products, we need to
understand as much as we can about how the proahéctsed. Millions of people use Microsoft
products, so it is impossible for us to contactneadraction of the customer base for some of our



larger products. CEIP data provides a massive atrajunformation that helps us understand how
customers use our products—I like to think of CR$Fbeing just like one of those Nielsen Ratings
boxes used for collecting TV ratings, except fdtwsare.
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Figure 13-2: CEIP option in Windows Live Messenger.

When a customer agrees to participate in the pnognge collect anonymous, nontraceable data points
detailing how the software is used, what hardwiaeesbftware is installed on, and a variety of other
bits of information to aid in understanding customsage (confidential or personally identifiabléada

is never collected). The initial consumers of thiga are often designers or user experience enginee
The data, collected from millions of customersvmtes a unique insight into how they use our
products. Some examples of the types of data ¢eleare as follows:

* Application usage
* How often are different commands used?
* Which keyboard shortcuts are used most often?
* How long are applications run?
* How often is a specific feature used?
* Quality metrics
* How long does an application run without crashimg#n time to failure)?
* Which error dialog boxes are commonly displayed?
* How many customers experience errors trying to @gpdacument?
* How long does it take to complete an operation?
* What percentage of users is unable to sign in toi@nnet service?
» Configuration
* How many people run in high-contrast color mode?
* What is the most common processor speed?
* How much space is available on the average persandsdisk?
* What operating system versions do most peoplelrampplication on?

The data points can influence many aspects of ptatkvelopmentzigure 13-3andTable 13-1show
example CEIP data measuring the amount of timesisggand running an application. In this case, the
product team initially assumed that users of tHenswe ran the program constantly in the background
and that they would switch tasks to activate th@iegtion from time to time. Based on this
assumption, a significant portion of their testreres and development efforts concentrated on
measuring resource usage over time and in deteatireg issues that might occur while running the
application for long periods. The CEIP data supgmbthis assumption and showed that one-quarter of




the users ran the product for 8 hours or more tlaaidnearly half the users ran the program forisess
lasting at least 2 hours.
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Figure 13-3: Application session length data froEC

Table 13-1: Sample Data from Customer Experienggdnement Program (CEIP)
=» Open table as spreadsheet

Time spent running : . Average
C TR . Percentage of Active session . ; Percentage of

application in 24-hour Sessions . : minutes in . .

. total time (in seconds . time active
period session
Less than 5 minutes 2,496,181 24% 17,811,873 — —
6—30 minutes 1,596,963 15% 8,572,986 18 31%
31-60 minutes 691,377 7% 4,997,432 45 16%
1hr 757,504 7% 6,957,789 90 10%
2 hrs 487,616 5% 5,645,785 150 8%
3 hrs 395,007 4% 5,514,112 210 7%
4 hrs 347,705 3% 5,593,810 270 6%
5 hrs 331,561 3% 6,135,420 330 6%
6 hrs 355,017 3% 7,785,188 390 6%
7 hrs 457,104 4% 12,357,653 450 6%
8 hrs and up 2,636,023 25% 68,692,969 960 3%

The unanticipated piece of data that the prodashtdiscovered was that nearly one-quarter of the
users ran the application for 5 minutes or lesd,that another 15 percent ran the program forthess



30 minutes. Instead of leaving the application mgnn the background for quick access, a significa
percentage of the users started the applicatioiew updated data, and then closed the application
shortly after. After analyzing this data, the tiestm reprioritized a portion of their test scermaad
performance work around improving application stgrtand shutdown time to improve the experience
for people using the application in this manner.

The CEIP data drives many design decisions busesquite beneficial to test teams. Data from
released products can influence the testing appraad strategy used for future versions of the
product, as well as to aid in root cause analyssgmificant issues found after release. During th
product cycle, frequent analysis of this data fitweta users and key partners makes it possiblééor t
test team to consistently update test scenariopandties as the team gains a greater understgrafi
customer usage patterns and pain points.

Note The top three most-used commands in Micra@3tiite Word 2003 are Paste, Save, and Copy
(courtesy of CEIP data).

Through my years at Microsoft, | have analyzed maunys found by customers after product release to
identify how our team could improve testing in sedpsent product work. Somewhat surprisingly, |
discovered that only a few of the customer erragsewn areas that we "missed,” such as areas where
we didn't have test coverage or scenarios. Mosteoérrors were right in the middle of areas whese
had defined test scenarios or high code coveragethblerrors were apparent only when the customer
scenario differed fronour scenario. In recent years, CEIP data has helpeg teat teams begin to
bridge this gap.

More  For more information about CEIP, see the Micro§hfstomer Experience Improvement
Info Program page dittp://www.microsoft.com/products/ceip

Customer-Driven Testing

Our group built a bridge between the CEIP dataweatvere receiving and incoming data from
Microsoft Windows Error Reporting (WER) from ourtaeustomers. We monitored the data
frequently and used the customer data to help derstand which errors customers were seeing and
how they correlated with what our testing was fingdiWe put high priority on finding and fixing the
top 10 issues found every week. Some of these mexeissues our testing missed, and some were
things we had found but were unable to reproducsistently. Analyzing the data enabled us to
increase our test coverage and to expose bugsiamar scenarios that we might not have found
otherwise.

—Chris Lester, Senior SDET

Note An early pilot of an MSN subscription servtoaed out the sign-up process at 20 minutes. CEIP
data revealed that many users took longer thani@0tes to complete the sign-up process and
were disconnected before they could finish!

Games, Too!

Inspired by CEIP, the Microsoft Games Systems teggated an application instrumentation tool
named VINCE (Verification of Initial Consumer Expace), also named aftéoodooVince the first
game instrumented with the toolset. Today, whe@ can run on all versions of the Windows and
Windows CE operating systems, VINCE can run on Xaoa Xbox 360, as well as the PC platform,
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and supports issues specific to games. For exaingia,users can provide feedback on how difficult
they thought a certain portion of the game wasdeting a short customer survey designed to be
answered quickly using the game controller.

One of the most successful instrumentations to idatéth Halo 2. The single-player campaign of
Halo 2 consists of 14 levels, and each level consisthaéns of encounters (there are 211 total
encounters in the game, ranging from 2 minute®tmButes in length). Using instrumentation, the
team was able to get consumer feedback on eatie @nicounters at least three times. Overall, they
collected more than 2,300 hours of gameplay feddframn more than 400 participants—something
that would have been impossible without instrumisorna

One example of how this data was used is biala 2 level calledGravemind which is about two-
thirds of the way through the game. The encoumterd place in a room filled with enemies, including
the vicious Brutes. This is the first time the @afights Brutes, and this room is particulariyhkgt

By looking at the instrumentation reports, the Halam was quickly able to identify this encounter a
being especially difficult immediately after thestiag session. Further analysis of the encounter
showed that a high number of deaths occurred asudt Iof plasma grenades, needlers, and Brute
attacks. One valuable feature of VINCE is thatit capture video of areas requiring additional
investigation. Watching the associated video reac#tat the arc of the plasma grenades was too flat
(not giving players enough time to dodge the grespdhat Brutes were killing players from behind
(players were dying immediately, without knowingyyhand that people were incurring a lot of
damage from the needler weapon (because some afaracters were holding two needler weapons,
making them extremely deadly).

The Halo team made several changes based on ¢kilsdfek: a global change about how grenades are
thrown (removing the instance of flat-arc grenade$at encounter), the location of enemies in the
room (all enemies appear from one location instdagveral to reduce the chance of the player being
killed from behind), and an overall reduction inwga of enemies the player has to battle through.
Other minor changes were made as well. Througatiter testing, they found that the design changes
dramatically reduced the number of deaths in s while improving the attitudinal feedback (a.k.a
the fun factor) about this encounter. In other gpttey were able to reduce the difficulty and namb
of deaths without making the encounter too easyliayers.

Customer usage data is an important techniquanfiiieincing product and test design for any software
application. The data can be used to define misstegarios or to modify existing testing scenarios
and configurations. It is certainly not the onlyyata influence design, and it isn't helpful atiathe
appropriate instrumentation to supply feedback ame®xist in the product code. It is one significa
technique that teams at Microsoft use to aid ingi@sg, creating, and testing programs that reczagni
and support key user scenarios and areas of cusp@imeand frustration.

Windows Error Reporting

One thing that's been amazing at Microsoft is thpact that our monitoring data has had
on how we prioritize our software work. I'm sureiyve all seen in Windows that whenever
an application or the system malfunctions, youtigetability to send a report back to
Microsoft.

We get a lot of those reports, and we've creategl geod data-management systems to go
in and look at those things, and therefore underdtahat drivers aren't reliable.

We allow anyone who has an application that runs\dmdows to sign up and get the



reports that relate to their application, and welyet winqual.microsoft.com where people
can do that.

Today we've seen a lot of that activity from thgatrmanufacturers, but we want to see
even more at the application level so it gets uskimg together on anything where a user
is not having a great experience.

—Bill Gates, 2003 Professional Developers Confegenc

Just about every Microsoft customer has seen timeld\is Error Reporting dialog box shown in
Figure 13-4
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Figure 13-4: Windows Error Reporting dialog box.

Most users of Windows see a similar dialog box dank an application crashes. Although [, for one,
would like to see far fewer appearances of thikdiaox, it has one advantage: Every time it appear
in the background it is generating data points khatosoft uses to increase product quality. Tredat)
box shown in the figure is a part of the WindowsdEReporting (WER) infrastructure. Note that on
the Windows Vista operating system, errors candogigured to be automatically sent to Microsoft
without the need to interact with an error repaytitialog box.

The Way We WER

WER is a flexible event-based feedback infrastmectiesigned to gather information about the
hardware and software problems with applicationtheroperating system that Windows can detect,
report the information to Microsoft, and providestswith any available solutions. WER is a simple
and secure method for users to provide informaditoout application crashes and provides a database
that categorizes and prioritizes reports for Miofoand partner software vendors. It also proviges
means for Microsoft and vendors to respond wittusteeports, requests for additional informatian, o
links to other information about a specific issue.

On Windows Vista, Problem Reports and Solution€amtrol Panel, shown iRigure 13-5keeps a
record of all system and application issues repdtieough WER and gives you more information
about the errors, including a list of all existipgssible solutions for these problems.



Figure 13-5: Windows Vista Problem Reports and Gahs.

WER works a lot like a just-in-time (JIT) debuggéman application causes an error that is not haug
by any of its own error handlers, the Windows egsystem catches the error. In addition to displgyin
the error reporting dialog box, the system captdeda at the point of failure, including the praces
name and version, loaded modules, and call stdcknmation. The entire process looks something like
this:

1. The error event occurs.
2. Windows activates the WER service.

3. WER collects basic crash information. If addiibimformation is needed, the user might be
prompted for consent.

4. The data is uploaded to Microsoft (if the usaras connected to the Internet, the upload is
deferred).

5. If an application is registered for automatidaes(using thekegisterApplicationRestart
function available on Windows Vista), WER restdhts application.

6. If a solution or additional information is avdila, the user is notified.

Although WER automatically provides error reportiiog crash, hang, and kernel faults, applications
can also use the WER API to obtain informationdestom problems not covered by the existing error
reporting. In addition to the application restaature mentioned previously, Windows Vista extends
WER to support many types of noncritical eventdhsag performance issues.

Corporate Error Reporting

Corporate Error Reporting (CER) is a version of WHB&R companies can use to capture crash
information from applications and forward the reapdo Microsoft when they occur.

CER provides companies with several benefits. Mamygpanies do not want their users to
automatically forward crash data to Microsoft bessaaf concerns of forwarding company confidential
information. (Microsoft places strict confidentiglrestrictions on the crash information it receiye

The primary benefit companies that implement CERike is the ability to track crash errors in the
environment. By recording hard data of when corf@ousers experience crash events, companies can
prioritize which updates to their production enwineent will have the most positive impact. This
information is also a valuable metric for the ITpdement to measure the effect it has on improving



user productivity.

Filling the Buckets

You might wonder who the poor soul is who is reslolie for looking at millions and millions of crash
reports from WER. Fortunately, this job is a grtagk for a computer to help accomplish, and the
backend error reporting system does a fantastiof@oocessing an enormous number of error reports.

The crashing process name, version, call stackggswor registers, and other collected data are
automatically analyzed and sorted ibtackets A bucket is a categorization of all instances of

specific error associated with a particular versba driver, application, Windows feature, or athe
component. By using buckets, the product teamsapgaropriately prioritize how they will address
WER reported issues. In other words, product tesonsWER issues by number of hits in each bucket.
To ensure that they address the issues causimgdsiecustomer pain, all issues that exceed a team-
designated threshold for number of occurrenceaati@matically entered as bugs in the product bug
tracking systems so that teams can focus on thesssausing the most customer frustration.

Emptying the Buckets

As more error reporting data becomes availabladgenevitably develop. Analysis of data shows that
across all reported issues fixing 20 percent otdpereported bugs can solve 80 percent of customer
issues, and that addressing 1 percent of the bagklviix 50 percent of customer issues, as shown in
Figure 13-6 Simply put, of the total number of crashing esrexperienced by customers, most are
caused by a small number of actual errors. The saralysis results are generally true regardlesiseof
application. The goal of the product team is tkléost at those defects that are causing the most
crashes. Focusing on them will produce the biggesatn for the smallest relative effort.
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Figure 13-6: WER incidents bucket report.

Like other feedback data, WER information is alwhgseficial but is critically effective when

collected and analyzed during beta releabaisle 13-2contains typical crash data for the top 10 issues
found in an application. Many product teams setgmgarding WER data collected during product
development. Common goals include the following:

» Coverage methodWhen using the coverage method, groups targetestigateN percent
(usually 50 percent) of the total hits for the aggtion.

» Threshold method Groups can use the threshold method if their ccashes (one is shown in
Figure 13-6 are very steep or very flat. With flat or steepsh curves, using the previously
described coverage method can be inappropriataibedacan require too many or too few
buckets to be investigated. A reasonable percemtiigeal hits for the threshold method is



between 1 percent and 0.5 percent.

* Fix number method The fix number method involves targeting to lbnumber of defects
instead of basing goals on percentages.

Table 13-2: Example WER Data

= Open table as spreadsheet

-

Bucket ID App name Version Module name Module Symbol Hits Type
version

231387 | app.exe 1.0.0.1 appsupp.d 6.1.0.0 appsuppradéE 1,511,546 Crask

309986  app.exe 1.0.0.1 app.exe 1.0.0.1 app.exe!Releas®,9820 Crash

195749 | app.exe 1.0.0.1 appsup.dll 6.1.0.0 appsupp.divDB94,517 @ Hang

214031 @ app.exe 1.0.0.1 appsup2.d 6.1.0.2 appsup2ediéR 137,638 Crask

485404  app.exe @ 1.0.0.1 app.exe 1.0.0.1 app.exe!SetOb{¥:630 @ Crash

390064  app.exe 1.0.0.1 appsup2.d 6.1.0.2 appsup2.dil! 95,604 Hang
Display

208980 @ app.exe 1.0.0.1 appsup3.d 1.0.0.1 appsup3.dil! 74,997  Crash
AppPrint

204973 | app.exe = 1.0.0.1 app.exe 1.0.0.1 app.exelRelease43455 Crash

407857 | app.exe  1.0.0.1 app.exe 1.0.0.1 app.exe!MaiﬁLécﬂﬁB Crash

229981 | app.exe 1.0.0.1 appsupp.d 6.1.0.0 appsupp.dil! 51,982  Crash
function

Test and WER

At a minimum, test should be responsible for mompthe aggregated crash data and measuring the

progress against fix goals. A wealth of additionédrmation can be mined when you know all the

different ways customers have found to crash aticgbion.

It is vital tofix the issues causing the most customer pain, butrggovements come from

investigating the root cause of the issues custem@ue experiencing most often. Often, understanding

how an error was created or how code analysis,ttegdng, or another process missed detectioheof t

bug can lead to implementation of a solution thiavpnts similar types of issues from ever occurring

again. Fixing the bug alone is great for the custoiout being able to prevent a class of bugs from
ever seeing the light of day is a fantastic oppotyu



Analysis of the root problem can also lead to ideattion of crash patternsin the world of software,
design patterngare common solutions to recurring problems. Is tigiht, you can think of a crash
pattern as a common, transferable method for argshiperfectly good program. Analysis of common
crashing problems often reveals other areas gbrbeuct that might crash in the same way. Patterns
can be (and are!) applied to many other types gélas well.

More  For more information about WER, see the Window®EReporting topic on Microsoft
Info MSDN athttp://msdn.microsoft.com/en-us/library/bb51364hxas

Smile and Microsoft Smiles with You

Start every day off with a smile and get it ovethwi
—W. C. Fields

| often wonder what's going through the mind of some using a piece of software I've worked on.
Which parts do they like? Which parts do they despiHow can | find out more about their
experience? CEIP and WER give me the data to fitevbich features customers are using and
whether the application is crashing or locking g, | know that for every crashing bug, someone
might run into at least a hundred other issuesemsing any software program. We want users to feel
good about and enjoy the experience of using cagtymts. Despite our best efforts during the design
and development process, we know that users afdrfriustrated while using our products. But what
specifically about our products is frustrating—aoaohversely, what do users love about our products?

Emotional response is difficult to measure: Usaplhb studies measure user performance on a set of
tasks, but given their structured nature, thesgiestudo not reliably reproduce the right contextlioit
emotional responses from users. Surveys measuge asa satisfaction but rarely capture how users
feel about our products. Site visits and focus gsoproduce retrospective accounts of users'
experiences, but users are notoriously poor atlreg@nough context to relate the details of those
experiences.

Emotional responses have always been a challenggptare because of the difficulty of reproducing
the exact context that triggered the reaction. Assalt, traditionally little data has been coleégtin

this area. One solution is to ship each softwdesase with a set of electrodes and hardware totoroni
pulse rate and a variety of chemical and electsmalals to gauge emotional reaction to using the
software. Unfortunately, what I'd expect that wanddind is that human emotion is difficult to
measure (not to mention that most users probabiydmi properly configure the measurement
devices).

An alternate method for collecting customer fee#batche Send a Smile program. Send a Smile is a
simple tool that beta and other early-adoptionamsirs can use to submit feedback about Microsoft
products. After installing the client applicatidittle smileyandfrownyicons appear in the notification
area, as shown irigure 13-7When users have a negative experience with thiécapon that they

want to share with Microsoft, they click the frowitpn. The tool captures a screen shot of theeentir
desktop, and users enter a text message to desdrdighey didn't like. The screen shot and comment
are sent to a database where members of the priedunctcan analyze them.

Figure 13-7: Send a Smile smiley and frowny icons.

External customers who have participated in Se8thde studies have come to love the tool. They
find great pleasure in clicking the frowny icon wheomething bothers them and are pleased with the



fact that they have to do nothing more than clickcan, type a comment in the text area shown in
Figure 13-8click Send, and the feedback forwards to Microd@érticipants in this program have a
direct connection with the feedback program adratsr and find out later how much of their
feedback influenced a new or changed product design

e T TR E——— e ——

Figure 13-8: Send a Smile user interface.

The Send a Smile program is relatively new, andafidtlicrosoft groups are using it at this time.€Th
system does have an enormous amount of potentightbering customer input. It encourages
customers to provide quick, spontaneous feedbaakyatime. Think about all of the times you have
been frustrated with an application and couldn'adgthing but groan about the problem—or the times
you were using a new piece of software and weré sutprised howvell it worked for you. Programs
like Send a Smile provide users an opportunityrtvigle this feedback immediately.

Send a Smile Impact

Although Send a Smile is a relatively new progrém, initial benefits have been significant. Some of
the top benefits include the following:

* The contribution of unique bugsThe Windows and Office teams rely heavily on Sar&mile
to capture unique bugs that affect real consunmatswiere not found through any other test or
feedback method. For example, during the WindovesaMBeta 1 milestone, 176 unique bugs in
13 different areas of the product were filed agectiresult of Send a Smile feedback from
customers in the early adopter program. Duringdeffi2 Beta 1, 169 unique bugs were filed as
a result of feedback from customers in the Offiadyeadopter program.

* Increased customer awarenesSend a Smile helps increase team awareness pathend
joy that users experience with our products.

» Bug priorities driven by real customer issuesCustomer feedback collected through Send a
Smile helps teams prioritize the incoming bug load.

* Insight into how users are using our productsfeams often wonder which features users are
finding and using, and whether users notice th#€'lihings" that they put into the product.
Send a Smile makes it easy for team members tosements.

» Enhancing other customer feedbaclScreen shots and comments from Send a Smile have
been used to illustrate specific customer issuéeated though other methods such as CEIP
instrumentation, newsgroups, usability lab studaes surveys.



Connecting with Customers

In my early years as a software tester, | usedavsrsion of a product called Microsoft Test tbame
with my company's MSDN subscription (this prodwatel became Microsoft Visual Test). For a
prerelease application, it worked surprisingly willt | did run into a few roadblocks and had a few
questions that | couldn't answer. As the only testeny company, my options for feedback were

limited, but our CEO had one option for me. Armathvinis CompuServE—L] account name and
password, | logged on and found a Microsoft foruhrere | could ask my questions. | had never even
called a product support line before and had na wleen (or whether) | would get any answers. |
checked in the next day and was surprised to s¢e tlot only had a response, but that | had
reasonable answers for my questions and that ngestigns would be considered by the product
team. | asked a few more questions over the nextfenths, and each time someone from the product
team responded similarly. Over time, | also learadat from reading other testers' questions aed th
posted answers. | even remember answering a few!

Today, newsgroups and forums remain a method ftoowers and Microsoft product team engineers
to communicate. The hierarchy under microsoft.pubtontains hundreds of newsgroups with active
participation from Microsoft engineers and theistmmers. Hundreds of other active discussions take
place in the online forums &rums.microsoft.comNearly another thousand Microsoft employees blog
about their products and jobs bttp://blogs.msdn.conCustomer feedback received through any of
these means is taken seriously and is used toAetph decisions on fixing bugs and adding or
changing features or functionality.

Microsoft Connectlfttp://connect.microsoft.conis yet another way for Microsoft employees and
customers to communicate, but Connect adds uniggdi@auable information to the conversation. The
goal of Connect is to create a community aroundyecbfeedback and provide customers with a
channel for communication with the engineering teavorking on Microsoft products. Customers can
report bugs, ask questions, and even make suggg$tionew features. The "fun" part of using
Connect is that bugs and suggestions carobelon by members of the community. When a user
makes a suggestion or enters a bug report, otlogigoevho think the suggested feature would be
valuable, or who are also experiencing some pamm fthe specific bug, can add a "me too" to the
feedback report. Over time, the most popular sugges(and mostinpopular bugs) rise to the top and
help the product team make quick and accurateidaesi®n what work to do next. All of the bugs and
suggestions are searchable, and community memtreli¢rosoft employees) can offer workarounds
or alternate suggestions if appropri&mure 13-9hows the Microsoft Connect user interface for
Microsoft Visual Studio and the .NET Framework.
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Figure 13-9: Microsoft Connect.

Microsoft Connect offers a few other worthwhiletigas for customers. Software (including
prerelease software for early adopters), white rg@ed other information are available for dowdloa
Surveys—a great way to ensure that the customeevsiheard—are available and help Microsoft
gather input to improve our software.

More For more information about Microsoft Connect, daeMicrosoft Connect Web site at
Info http://connect.microsoft.com

Customer connections—regardless of the method—andmore than just a good thing. They are one
of the most critical building blocks of quality sefre.

OneNote Customer Connection

During the Office 2007 cycle, the OneNote test texplored and engaged in numerous customer
connection activities. The team worked closely witbduct planning and usability engineers to engage
on 24 customer visits across 7 different persohiais. allowed the test team to interact with real
customers, gather feedback, and better understahavorld usage. The process informed our test
strategy, test cases, configurations, and realdymdjects. It also created more empathy, which is
important to understanding the potential pain thetomers experience using our products.

Each tester went on two or three customer visitstaok notes about the job, examined notebook
structures, asked for feedback, and so forth. @&ia was used to inform personas, feature decisions
and ultimately our testing and real-world projeéts.additional benefit customer visits provided veas
great sense of job satisfaction for the test teard,many team members commented that customer
visits were one of the high points of the release.

The test team used blog search engines to find/bat early adoption customers were saying about the
product. The team found a blog titled "I hate OneNand SharePoint.”" We contacted the blogger by
using comments and started an e-mail thread titgingack down the issue. We were able to track

down a complex WEBDAV configuration that a customeis using and getting OneNote sync failures
on. The test team had been seeing this bug randauigould never reproduce it internally. By

working with the blogger, we tracked down the isand found the fix, which was installing a specific

Windows Server QFEZ Additionally, the test team now had a better WSi8Adws Server



configuration to test, and we better understoodthezall issue. We added this information to ourase
test collateral.

OneNote also took full advantage of Microsoft Cattn&he site was used extensively during the beta
phases, and we were able to engage the commurgsther bugs, better understand configurations,
and collect large amount of real-world files tha mow have in a repository. Some examples from our
Connect site include these:

+ 18,000 members.
* More than 475 product bugs logged, with 146 markedixed.

» Best example bugs from the community: During tie fphase of the OneNote 2007 cycle, we
had two separate OneNote corruption files submitted fixed through our Connect site. We
also had ink bugs that were submitted and fixedyelsas a few basic missed test cases that
were obvious bugs.

* Customer surveys issues with more than 2,000 regson

Another significant effort initiated toward the eafiOffice 2007 was a large-scale set of crosssovi
real-world projects. More than 50 testers and Pidsifalmost 30 teams across the division created
eight different projects that focused on fully fleg the integrated Office 2007 System software by
building real-world projects as diverse as a smatistruction company site to a MySpace site. The
project was successful and there were many releats @and security bugs logged and fixed before
release.

Through this new push into customer connectiontgbeteam was able to help ship a product that
customers use and love, with high quality and leigstomer satisfaction.

—NMike Tholfsen, Test Manager, Office

Numerous other efforts exist to help Microsoft eregirs understand more about how customers use
our products. One other significant examplsdsnario votingScenario voting presents to users a
description of a scenario and asks them to proaid®ing or opinion of the scenario, and optionally
offer their opinions on satisfaction and relatingbrtance of the scenario. The engineering team can
use the data to capture some of the perceptiotieafcenarios in a prioritized fashion and to idgnt
areas where users might be having difficulty arearthat are working well. The scenario voting
concept is discussed in detaillihe Practical Guide to Defect Preventi(Microsoft Press, 2007).

[l]CompuServe was the first major commercial onlingise.

[2QFE stands for Quick Fix Engineering. In other vera software update.

Summary

Testers regularly refer to themselves as the fiblaswear the customer hat, but despite this claim,
many testers do not have the opportunity to engagieeply in customer connection activities as is
necessary. One aspect of the test role is thabiild provide a natural closeness to the customer a
lend unique insight into how customers use anddbelt our products. It is vital that test takes a
proactive role in customer-related activities.

By using the feedback mechanisms discussed irchiaipter, testers at Microsoft can identify missing
test scenarios, discover holes in their tests capate scenario tests deeply based on customes usag



patterns. Balancing customer feedback approachasdeep technical analysis through functional
testing and code coverage analysis is a critiqagetof creating quality software.

Chapter 14: Testing Software Plus Services

Ken Johnston

Overview

Father's Day 2007, for a gift | was presented withhardback edition dfthe Dangerous Book for

Boys (A1) et my son hold the book and he ran his fingessr the muted red fabric that covered the
book. He began to trace the big gold letters ofwbed dangerousand | saw his eyes open wide and a
big grin envelop his face. The book seemed to bmgaut, "Read me and the secrets will be
revealed."

The first chapter on essential gear for handling) getting into danger was critically important fer

as we assembled our ultimate adventurers' backpahkschapters on knots, fossils, and dinosaurs

were all big hits. The chapter | wasn't too sureudlvas the one on tripwires, but my son thougist th
topic was just the coolest ever. | relented, andwest through the material but | was very cleat ttea

was not to set up a tripwire anywhere in the haudas father's tool shed.

Young boys and danger just seem to be a naturdlHéy will find each other no matter what. Having
book likeThe Dangerous Book for Boisa valuable tool to help any young boy leardifterentiate
between the little dangers and the big ones.

Software Plus Services (S+S) and Microsoft seebeta natural fit as well. Microsoft has tens of
millions of lines of code written for applicationdserver products. These products run successimlly
millions of computers and devices around the wdtlthakes sense to use these products and all the
computing power of these devices in an integratel §/stem.

Many books on services-oriented architecture (S&#) software as a service (SaaS) have been
published. | hope you have read at least one bk this category of technology. It is vitally
important for anyone working with services to letlva fundamentals from one of these resources.

There is, however, a very big gap in the availabference material for services. No book describes
dangers and risks of developing and shipping ans®h8ion. What this category needs is a book with
a big red cover and golden letters warning us efddéingers and providing survival tips when testing
Software Plus Services.

Two Parts: About Services and Test Techniques

Although this chapter is about testing S+S, it jastt possible to dive straight into the testihgneents
without first covering some background. To makeasier for you, the chapter is broken into two very
distinct parts.

Part 1covers Microsoft's services history and our s@wistrategy, and then contrasts S+S with
traditional packaged products and SaaS. This seatgm shows just how much Microsoft invests in
services in terms of our datacenters and the nuofisgrvers we use to run all the Microsoft sersice

Part 2is all about testing services. In this sectioilmcus on some of the variables that can affecsta te
approach, and then dive deep into some of the eelantques used to test services in an S+S



environment. At the end ¢fart 2are some additional thoughts on bugs that | heea sake it into
production and some points on how to drive quafitgrovement even after a service has gone live.

L conn Iggulden and Hal Igguldefhe Dangerous Book for Bo{idew York: Harper Collins, 2006).

Part 1: About Services

In this section, | review some of the major turnpants in Microsoft's Internet and services sggte
Next, we look briefly at the architecture elemesitservices. This section helps those new to sesvic
to understand some of the basic differences betivaditional packaged software and what Microsoft
Is working to deliver with S+S.

The Microsoft Services Strategy

Software Plus Services the term Microsoft coined to demonstrate oudiebéhat there is great value
in distributed software that integrates the ceitagéibn and collaboration of online services whiteng
the processing power and offline capabilities ef tmore than 800 million computers and billions of
smart devices consumers, knowledge workers, aneéigaaiready own.

In a very brief period, services have become a n@jmponent of the software ecosystem and many
believe they will represent the majority of soft@arsage in the near future. Given this, it miglense
odd to have a chapter about services testing heagrd of the book and under a section about the
future of testing. At Microsoft, we are rapidly éving our approaches to services testing, andisit th
level of continuing advancement and innovatiosegmed that the topic fit better with future trends
than with the more proven practices covered imptiegious chapters.

Shifting to Internet Services as the Focus

In 1995, Bill Gates released a memo that calledviimrosoft to embrace the Internet as the top pxior
for the company. Inside Microsoft, this is ofteffereed to as the "Internet memo," an excerpt ofclvhi
follows. With clear marching orders, the enginesrdlicrosoft turned their eyes toward competing ful
force with Netscape, America Online, and severa¢otompanies ahead of us on the Internet
bandwagon.

The Internet Tidal Wave

| have gone through several stages of increasingiews of its importance. Now | a ssign the Intérne
the highest level of importance. In this memo | ammake clear that our focus on the Internet is
crucial to every part of our business. The Intersi¢he most important single development to come
along since the IBM PC was introduced in 1981.

—Bill Gates, May 26, 1995

Within months of the Internet memo, the Internattstd showing up in all sorts of products, for
example, the Microsoft Office Word HTML add-in tHaglped the user author and save HTML to the
Internet development tool Visual Interdev. For sdime, the most popular Internet tool in Microsoft
was Notepad simply because it let you quickly raad edit raw HTML.

Ten years later, a new memo rose to the foreffid."Services memo," which follows, was sent to all
employees in October 2005 by Ray Ozzie, our neveiCnftware Architect. Microsoft had been in the
Internet services business since the launch of M$Ecade earlier, but this new memo talked of a



world of seamless integration and harnessing teepof services over the Internet. From this memo,
we have refined the strategy to be Software Plugi&ss, and it represents our strategy around dpskt
applications and the Microsoft Windows operatingteyn working seamlessly with online services as
well as our use of SaaS and Web 2.0 technologies.

The Internet Services Disruption

Today there are three key tenets that are drivingdmental shifts in the landscape— all of whiah ar
related in some way to services. It's key to endthese tenets within the context of our produats a
services.

1. The power of the advertising-supported econonadeh

2. The effectiveness of a new delivery and adoptialel.

3. The demand for compelling, integrated user egpegs that "just work."
—Ray Ozzie, October 28, 2005

In an S+S strategy, the Internet is at the cerftel anplementations, but the list of supporteriots is
much longer than a pure online-only SaaS apprdae8.uses computing power on PCs and mobile
devices that are already at the user's fingertips.

Around the time this book is released and for savguarters after that, Microsoft will be launching
waves of cloud services. A cloud service is anyiseron the Internet that another service buildsogn
of. Recently, we announced the launch of our n@udinfrastructure platform under the new product
name Azure Services Platform. (Se@w.microsoft.com/azufer more information.) Azure (or
RedDog, as it is known among bloggers) will beaudlservice for developers to use for basic
functions such as computer power through virtuatimrees and cloud storage. Live Mesh is a
component of the Azure live services that helpsausgnchronize data across multiple computers and
devices such as smart phones.

These advanced cloud services are changing thelewslopers write and run services and will further
change how we test services. Companies such as Bimgignd Twitter report massive cost savings by
using the Amazon Simple Storage Service (S3). THase also had to deal with service outages when

S3 goes dowr4

Growing from Large Scale to Mega Scale

In 1994, Microsoft launched the Microsoft NetwoM$N). MSN grew rapidly, becoming the second
largest dial-up service in the United States. Wendvad an advertising campaign that marketed MSN
as the Internet without training wheels. This whsaurse a jab at our much larger rival service AOL

Even as the second largest service of its kind, M@N big with thousands of production servers. We
had outgrown our first datacenter, named Canyok, Rad were rapidly filling our second datacenter,
called Tukl. The MSN teams had a lot of top-notestipractices for developing and shipping a dial-up
client, services such as e-mail and Internet canngc There was still a lot to learn outside afro

areas of expertise. The breadth of just how muetetivas left to learn was brought home when, in
1997, we acquired both WebTV and Hotmail. In mynagm, these acquisitions accelerated our move
from being a large-scale dial-up service to beimgega-scale provider of Internet services.

| had the great fortune of being one of many erggiméhat flew down to Silicon Valley to learn from
WebTV and Hotmail. These companies brought witimtimeany brilliant engineers and introduced us
to all sorts of innovative concepts for runninggkuscale services. From those meetings | took ®yo k



concepts.

The first from WebTV was the concepts#rvice groupsService groups are units of production that
function largely independently of each other. Asgss group is a unit of production scale as welhas
unit of deployment for the next upgrade. Serviaeugs also provide buffers from site-wide outages. |
a single service group goes down for some reasshpuld in theory not affect the other service
groups.

The second concept wasld replaceable unitéFRUs) from Hotmail. They would brag, and justifiya

so, about the number of computers they had in mtomluand how cheap they were. These computers
quite literally were motherboards with a hard drarel power stuck on a flat tray. Computers ran much
cooler and at lower power back then, so the ceatralonditioning of the datacenter was sufficiemt
keep the machines cool without any cases to caveirect the airflow.

Inside Microsoft, the concept of service groupshes® into the scale group concept that retains the
notion of service segmentation but also includesimsing increased capacity as a single large.order
Field replaceable units have become known as contynoardware to emphasize buying large
numbers of inexpensive servers.

Although these concepts are still in use, theybaieg challenged by a vastly higher rate of growth
than we have ever seen before. Microsoft now addssarage of 10,000 computers a month to our
datacenters just to meet the growing demands aigbes of our services. Even scale units and
commodity hardware are insufficient to deal withttlevel of purchasing and production installation.

A few years ago, we started purchasing servershiat we called rack units or rack SKUs. These were
tall racks fully loaded with servers. Roll the raafkthe delivery truck into the datacenter, hogkall

the cables on the back side, power it up, andaffwent. That innovation dramatically improved the
efficiency of our procurement and installation pipe. Unbelievably, rack units are no longer fast
enough.

Walking the Talk: Microsoft Builds First Major Cont ainer-Based Datacenter

Containers filled with preconfigured, ready-to-run servers are being touted as guicker, more
modular way to expand datacenters on the fljvicrosoft and Sun Microsystems both may claim to
have pioneered the 'datacenter in a box' concapMizrosoft appears to be the first company that i

rolling out container-based systems in a major imaide one of its datacenter&

Recently, we built out an entire datacenter bagesh the concept of the container. A container S&U i
a fully loaded and production-ready cargo contaihat can be shipped on a truck or a train, as show
in Figure 14-1 hoisted off the flatbed with a crane, and posgid on the floor of the datacenter. A few
massive cable bundles come out of various pandlenwthey are plugged in, suddenly there are
hundreds of servers ready for production use. Yiaées when the servers are starting to fail aga h
rate, the container is taken out of productionpgéd back to the manufacturer, re-cycled, and epoldat
with new equipment.

Figuré 14-1:' Rackable.com produces a container 8&lldd the ICE Cube.




Just getting all the hardware in place to supportSoftware Plus Services strategy forced Microgoft
develop world-class logistical planning. Produagieeers are constantly interacting with the
procurement specialists to ensure that the righipaeent is in place at the right time. The overhefd
managing orders is decreasing and will eventualfuily eliminated.

The numbers ifable 14-lare based upon recent history and projectionghfonear future. We are
constantly dealing with the growth that comes tigfoacquisitions. At the time of this writing,
Microsoft isnot going to buy Yahoo, but if we do a major acqusitlike that later, expect these
numbers to change dramatically.

Table 14-1: Microsoft Services Factoids
= Open table as spreadsheet

Number of On average, Microsoft adds 10,000 servers toftastructure every month.
servers

Datacenters  On average, the new datacenters Microsoft is imgltb support Software Plus
Services cost about $500 million (USD) and aresibe of five football fields.

Windows Live WLID (formerly Microsoft Passport) processes mdran 1billion authentications
ID per day.

Performance Microsoft services infrastructure receives mommth trillion rows of performance
data every day through System Center (80,000 prédoce counters collected and 1
million events collected).

Number of Microsoft has more than 200 named services andsaih have more than 300
services named services. Even this is not an accurate ajlg#rvices because some, such as
Office Online, include distinct services such ap@lIrt, Templates, and the
Thesaurus feature.

Power Is the Bottleneck to Growth

The average datacenter costs about $500 milli@onstruct. What we have found over the years is
that Moore's law still applies to computers: Appnoately every 18 months the processing power
doubles. The amount of effort it takes to run aodl @ single server has also continued to climb.

The power needs of the newer production serverstetdraw power unevenly. Major power upgrade
projects need to be implemented until the infrattme reaches its maximum capacity. At that stage,
the only option is to redesign the infrastructund plan a window of time to literally rip out and
rebuild the majority of the power infrastructure.

Power is so critical to the operation of our seggithat we work closely with Intel and various oraj
equipment manufacturers (OEMSs) to design servertsaite better optimized between power
consumption and performance. For example, an OBNtGhwis optimizing for a lower cost server,
might pick a standard power supply that uses moveep than is actually needed. This makes the cost
to build the server lower, but the long-term cdstumning the server in one of our datacenters is
higher. We strive to ensure that we use more lowgr@omponents in the servers and that the system



is well tuned so that we do not waste power.

Producing Higher Efficiency Light Bulbs is a Fine Way to Reduce Power Consumption, but
Learning to see in the Dark is Much Better...

The entire construction and day-to-day operatireese for a datacenter can be thought of as an
investment toward delivering power to the equipntentsed in the datacenter. Under this model, the
role of the concrete floor is to deliver power, th&e of the HVAC system is to deliver power, ahd t
role of the security personnel is to deliver powésualize all expenses within the facility as lggin
tracked and delivered by kilowatt inside the datéee That's how Microsoft thinks about the costs o
operating large-scale datacenters, and we spentihmaifocused on innovation that brings down cost
in each generation of datacenter we construct.

Now think about the work done by any particulahteaogy using that kilowatt-hour of datacenter
capacity. The main cost efficiency metric at Miofisonsiders the cost of a workload per kilowatt-
hour. We ask ourselves, are we becoming more faoseat over time with how we turn power into an
online scenario—a query, an e-mail message, apagea video stream?

Metaphorically, we ask developers and testers iid bigher and higher efficiency light bulbs while
those building our facilities make them cost eéfitti at delivering power.

But how do you destroy the demand entirely?

People do things based on different motivationth@igh we support developers and testers factoring
cost into their design, we recognize different pe@pe motivated by different things. One intergsti
program recently put in place calculates and atexcthe carbon produced by the various online
services at Microsoft and allocates the carbonpiot to the technology team that developed the
online service. Developers and testers now seedtimn produced by their technology each month.
This Carbon Allocation Model (CarBAM) is availalifeall employees on the Microsoft intranet and
the metric is put on cost reports. If this simpheaeeness uniquely motivates a developer or tester t
conserve power by deploying less equipment in #taanter, we accomplish pure demand
destruction. This approach now complements thetanhsearch for higher efficiency code.

We've found that producing higher efficiency lightlbs is a fine way to reduce power consumption.
Creative motivation that compels our engineersetwithout them is much better.

—Eric Hautala, General Manager

Services vs. Packaged Product

Packaged product is essentially any software pitatiat can be purchased on CD or DVD. Inside
Microsoft, we tend to refer to these productskasnk-wrapsoftware. For Microsoft, shrink-wrap also
includes product versions you can have preinstalied computer or downloadable versions that you
run on your computer.

Note Shrink-wrap, also shrinkwrap or shrink filrm,dommonly used as an overwrap on many types of
packaging: CDs, DVDs, software. It is polymer plasand when heat is applied to this material
it shrinks tightly over whatever it is covering.

In recent years, the notion that all products #@reeeservices or shrink-wrap has blurred. Somexxbo
games are bought in a store, but users can plagsagach other on Xbox Live and download extra
levels. Microsoft Office Outlook is a very popukmail client for the Windows Live Mail (WLM)

service. Microsoft Expression is a product thatloampurchased in a store or over the Internetsad i



tool that helps Web site owners rapidly develop dontent-driven Web sites, but it was also bailt i
anticipation of users being connected to the Irtieso that they can download additional content and
add-ins. Even though all of these products hawdasecomponents they are usually purchased through
a retailer or PC manufacturer, so we consider tteebe part of the shrink-wrap group.

Note In 2005, several of Microsoft's major onlimevices such as Hotmail and Passport were renamed
to include the Windows Live brand. Hotmail is novwindbws Live Mail (WLM), and Passport is
now Windows Live ID (WLID). Users with a Hotmail eaunt do keep the @hotmail. com
address despite the change in the name we calkthee.

There are many different names for a Web serviomeéscommon terms aWgeb serviceWeb siteWeb
property andonline serviceGenerally, inside Microsoft we call our servidgsthe team names such

as Xbox Live, Search, Windows Live ID (WLID), Spac&ky Drive, and Office Live Small Business
(OLSB). In some cases, such as for OLSB or XboxLitvwould be better to call them a collection of
services. OLSB offers public Web sites, private Wfitbs, Web site management, short message bridge
to cell phones, business e-mail, and other sergigels as contact manager and ad manager as add-ons.
Each subservice can be consumed by another sefwiceample, OLSB is sold with Dynamics Live

or CRM Online. Xbox Live has its own on-demand ad®wnload services as well as tournament
services.

In the February 11, 2004, notes of the W3 workirmug for Web Services Architecture Requirements,
web servicavas defined as follows: "A Web service is a sofevsystem identified by a URI [RFC
2396], whose public interfaces and bindings arenddfand described using XML. Its definition can be
discovered by other software systems. These systeayghen interact with the Web service in a
manner prescribed by its definition, using XML béhgeessages conveyed by Internet protocols.”

This is a fine definition, but some Web sites timainy consider to be Web services have little to no
XML. For the latest notes and changes to defingjasisit http://www.w3.org/TR/wsa-reqs/

S+S Example

Consider the Windows Live Mail service as an exany/LM is by far the largest e-mail service in the
world with hundreds of millions of active usersriRa the appeal of WLM is its reliability but alsts
support for multiple client experiences. WLM workgh many different Web browsers, the Microsoft
Office Outlook client, the Windows Live Email cligriMobile smart phones, and desktop applets that
alert users when new mail arrives in their inbox.

The down-level browser experience is more like aSSaxperience. Saas is largely about using a

service while connected to the Internet. It dogshawe an offline capability. In SaaS, a large iparbf
the processing takes place on the servers in tluel aliith the client usually providing just rendeyiof
the user experience.

Note Down-level(downlevel)browseris a term used in Microsoft as well as on Web typraent
sites. One strict definition of down-level browsea browser that supports only HTML 3.2 or
earlier versions. Often the term is used more gealbyr for older browser versions that are
missing key features such as cascading style shed#s/aScript and that do not present the best
user experience on a Web site.

Web 2.0 tends to rely upon newer browsers, FlasWicrosoft SilverLight for a rich browser
experience where the processing is largely shifted the servers in the cloud to the desktop
computer. A Web 2.0 client might also have offloapabilities.



S+S moves the processing to the place that makasdist sense for the user and the user experience.
For rich clients such as Outlook, the majoritytté processing happens on the user's computer.
Similarly, with smart phone e-mail clients, the pediandles the majority of the processing. S+S also
emphasizes the ability to work offline as well las tapability to have clients that bridge intersuad

cloud services as we see with the Outlook Connéhtdrcan read corporate email and a personal
account in one integrated experience. In the ngard, servers will run in a hybrid mode, seamigessl|
integrating corporate servers with cloud servesetiranet services.

In the WLM example, down-level browsers are exampleSaaS, and Outlook, Outlook Mobile, and
the WLM rich e-mail client are examples of S+S. T element of this example shows how services
are no longer stand-alone. For example, in the cB®é_M, authentication (when a user enters a valid
user name and password) is provided by the Windaves|D service. This concept is discussed later
in the section titledMoving from Stand-Alone to Layered Services

With S+S, compatibility goes far beyond just vagdurowser versions and may include dozens of
different clients, as shown Figure 14-2 Additionally, high availability, scalability, sing security,

and trusted policies and procedures for maintaipmgacy are more critical than they are even in
enterprise scenarios. From a test perspectivertbans that quality is deeply tied to features,
architecture, and most uniquely with services &medprocedures for running and maintaining them. At
Microsoft, test plays a big role in driving thessues deep into the product and ensuring proper
implementation. Test even evaluates and in mangsodisectly tests the underlying policies for
running a service.
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» Windows Operating
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J
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Figure 14-2: Simplified diagram of the Windows LiMail S+S.
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Moving from Stand-Alone to Layered Services

In the very early days of the Internet, many onBites were mostly self-contained. One exception
might be credit card processing services that fiteenvery outset had multiple retail and online
endpoints. Beyond that, most other services weveldped and run as independent services. In many
respects, every online property was like a compdetgle-family home: It had floors, walls, roof,
electrical wiring, and plumbing. Each service hadbuild every component to include mechanisms for
signup, authentication, customization/ personabrattorage, deployment, and reporting.

With layered services, building a new service immouch easier than, say, building a complete
dwelling, but it is still challenging. By comparisdaunching a new service in today's world is
probably comparable to remodeling a bathroom. &atfservices from Microsoft and competitors will
continue to expand and provide more of the inftegtire for new services. A service can even mix and



match across infrastructure services from multgaepanies for best of breed solutions. As platform
services evolve, developing and launching a newiceshould become as simple as painting an empty
bedroom.

Currently, most consumers perceive online sitel siscAmazon.com and eBay.com to be stand-alone
services, but these sites do contain modules amddaln the case of eBay, the PayPal service was a
acquisition that was then deeply integrated withéBay auction service while still allowing other
services to use it. In the case of Amazon, ongacasions some services such as customer reviews or
the section showing what other customers have psethdon't populate, but the product you click stil
comes up for purchase. This happens because e#lubseffeatures is a separate module running on
separate servers. If they do not respond in timeptage loads anyway. Through layering, these
services can ensure that the main user experisriaagtioning even if some subcomponents might not
be working properly. It also allows for each lay@innovate on its own schedule without creating
dependencies on other teams and their featbiggre 14-3shows a simplified view of how services
can be layered.

Top Level Services
(Live Mail, Office Online, Xbox Live)

Platform Services
(WLID, Personalization, Billing)

Infrastructure Services
(Storage, Data Center facilities, basic
Metwork and Power)

Ayjiqeabeuely a21A135

Figure 14-3: Simplified view of a layered serviecesdel.

In many respects, the strategy for testing a stdode service is easy: Test every part of the servi
and its subcomponents, test every integration fi@tween all those parts, and test end-to-end
scenarios that run through the system. It mighhdailly, but when you own it all, you can control
what changes and when it changes. Managing riskechlly change is therefore more easily
controlled.

It took many years to migrate Window Live Mail (foerly Hotmail) from its homegrown
authentication service to one shared across allddadt services, but it did happen. All (well, saity
almost all) services, including WLM, now use the Wliservice for authentication.

Layering and integration are adding significant ptewity to building and running services. As we
move further and further down the S+S path, thebrmof clients and how they interact with multiple
services increase the compatibility testing matid to this dozens of mashups developed by third
parties that interface with public APIs of multigervices to create a new user experience, and the
integration map becomes massive.

Note Amashups a Web application that can combine data or ierface (Ul) from more than one
source into a single integrated service or appboatFor example, Zillow.com is a service that
combines data from the Multiple Listing Service (S)Lfor real estate sales, its own data
generated by users, and the Microsoft Live Eanthice for mapping the data.

Layering is the approach Microsoft takes for depeilg all its services. Many new start-up serviaes a
using infrastructure services from Microsoft andestcompanies. IRart 20of this chapter, | discuss



techniques for testing Software Plus Services gpibcial emphasis on services testing in a layered
multiservices ecosystem.

[230n Brodkin, "More Outages Hit Amazon's S3 Storagervice,"Network World July 21, 2008,
http://www.networkworld.com/news/2008/072108-amamatages.html

[8IEric Lai, "Microsoft Builds First Major ContainereBed DatacenterComputerworld April 8, 2008,
http://www.infoworld.com/article/08/04/08/Microsditilds-first-major-container-based-
datacenter 1.html

Part 2: Testing Software Plus Services

Part 1of this chapter covers a great deal of informatibout services including Microsoft's history
with services, how big a bet services are for uggtv6+S is, and how it differs from other paradigms
we have used previously.

In this part, | provide a general overview of sa@& techniques for services, and then describe a
handful of very specific but different approachesesting services and clients with services.

Like many of the examples in the earlier chaptirs,examples in this part are from Microsoft and
tend to be about big software projects or, in tlaise, big services. Even though the examples are
drawn from Microsoft, the techniques can and shbel@dpplied to projects of all sizes.

Waves of Innovation

In researching this chapter, | found several asithat talked about waves of innovation in PC
computing history. Here is a list of innovation veawhrough which Microsoft has lived and competed:

1. Desktop computing and networked resources

2. Client/server

3. Enterprise computing

4. Software as a Service (SaaS) or Web 1.0 develapme
5. Software Plus Services (S+S) or Web 2.0 developme

We are clearly just beginning this newest S+S wavanovation. With each of these waves, software
testing has had to evolve to meet new challengest bf these challenges have been around the
growth in the number of users and user scenaragjakith the number of different clients and
supported environments, as showirigure 14-4 With each wave, complexity has increased and the
overall test matrix has grown. The challenge fetitg is that the matrix never shrinks. With each
wave, most old tests carry forward and many nets &® added.
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Figure 14-4: Each new wave of innovation adds ntotée software testing matrix.

Microsoft started with the desktop wave with MS-D&@®I the Basic programming language. We built
Windows on top of DOS and moved into the networR€drealm. With each wave, we have evolved
our testing. We have developed many new procesdes us better deal with the exploding test
matrix of both SaaS and S+S testing.

Designing the Right S+S and Services Test Approach

It would be fun to write th®angerous Book for Software Plus Servidesee it coming bound in black
leather with silver lettering and would have a lackit but no key. Readers would have to figure out
how to pick the lock if they want to read the s&ckgithin. The reason for the security is thatuirbte

it, | would have to share all the mistakes | haxaewhile developing, testing, and shipping sesvice

They key to success in testing services is to g dware of the dangers and craft your test apgroa
to mitigate those dangers. This section discussesral factors that affect the design of a goodises
test approach.

Client Support

For many years, testers at Microsoft have had tatgotheir list of browsers to be used in testorg f
every release. These matrices usually include & necent version of every major browser and
previous versions of those browsers that still heizable market share.

In an S+S environment, you don't just have a browsarix for testing but also a long list of client
applications. For example, for Windows Live Mail Wave all the browsers for the Web interface but
we also have versions of Outlook, Outlook Expréss,new Windows Live Mail client, and various
mobile devices. Additionally, we have all the otheaitrixed complexities around operating system
version, language, and regional settings that ceitteany shrink-wrap test project.

The key to keeping the test permutations for ciemtder control is not quite the same as a
straightforward equivalence class exercise, higtatose. Review market share for supported brasvser
and clients, compare that to business goals byetgriand add in some operating system market
penetration. A product team should then choosewtaenbinations to officially cut from their
supported list, and then prioritize among the remngji list. The highest priority combinations are



candidates for much deeper and frequent testingasbkehe remainder can be covered with a tightly
controlled set of basic compatibility tests.

Built on a Server

The great opportunity for Microsoft in our S+S stigy is to use our rich desktop clients and our
enterprise servers in the services world. In soases, a service is built from the ground up using a
much stripped down version of the Windows Servaragng system and in some cases a simplified
Web server. Many of our enterprise server prodsieth as Microsoft Office SharePoint Server and
Microsoft SQL Server provide the core technologydervice.

When a service is built on a server product, tihaealready been a lot of testing on that produact,
we don't need to retest core functionality. Howetxo areas in particular do need substantial focus

The first (and most obvious) is the integratioriled new code written on top of the server and the
interaction between the service and the servernidjerity of the early bugs will be around basic
functionality and in the public APIs of the serpgoduct. As the code stabilizes, we often stafinid
issues around performance and diagnosability betweenew Web service components and the
underlying enterprise server product. One exanglehien a lock occurs on an object that wasn't
designed to deal with multiple simultaneous readsrdes. Scenarios like this are often considdred
design for an enterprise offering, and the cryptior messages presented when something like this
happens can often be difficult to use in diagnosiregroot cause.

The second area is testing the server product ftgemanageability and scalability in a large-gcal
datacenter environment. In many cases, we depldanfigure the enterprise server product so that i
functions at Internet scale. Often additional wisrkeeded to make the remote maintenance of the
server fully automated so that no person needstty éhe datacenter and touch the actual computer.
Improvements in these areas can lower operatiopareses and help a service become profitable. In
these scenarios, test focuses on not just findugs Ibut finding improvements to drive into the serv
product for future releases.

Platform Services vs. Top-Level Services

In Part ] Figure 14-4shows how Microsoft's services are becoming moderaore layered. We know
this is also true of many of our major competitdisis approach of building services on top of each
other is not unlike that used in building the layef an operating system or even the Open Systems
Interconnection Basic Reference Model (OSI modainketworking. Lower down in the stack is where
you will find critical platform services such as L. The branded services such as Office Live that
directly generate revenue are much higher in theksBehind the Virtual Earth service
(maps.live.comis a series of infrastructure services that &kéhe satellite and low-level flyover
photos and turn them into tiles.

Figure 14-5shows a conceptual example of the AutionCloud.omeshup that integrates eBay with
Zillow. Zillow is itself a mashup of several oth&grvices. As the stack becomes deeper and ownership
is spread across multiple organizations and conegadebugging problems in a service can become
ever more complex. .
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Figure 14-5: AuctionCloud.com mashup built on Ziland eBay; Zillow mashup built on MLS and
Virtual Earth.

Deep down in the stack we eventually get to platf@ometimes called foundation) services. PayPal
and credit card processing are common platformi@eEs\for e-commerce sites. Authentication services
such as WLID are also platform services. Testing pfatform service requires an internal focusah

be a lot like having a public API: You know manydmpers will write to the APl and use nearly every
feature in the API, you just don't know exadtlywthey will use it. The test effort for a platform

service focuses on the entry points to the senfter verifying an API's internals, a good test
approach is to have the API tested in some numreabworld integration scenarios but not all of
them because that would be impractical if not ghtrimpossible.

Zillow Com Service

In the case of platform services, the focus is atsmternal consistency testing over integration
testing. In higher level services, integrationitestan become the primary focus.

In the case of a service higher up in the staekidht effort for that service would spend a gdeat of
time focused on testing specific integration scesawith all platform services but not the platform
service itself. The degree to which a higher lesesl/ice must test against a platform service depend
upon the level of coupling between the two services

Loosely Coupled vs. Tightly Coupled Services

This section could easily have been titled "Loosp&ndencies or Tight Dependencies" except that
coupling for services combines the elements of gumdct-oriented design with organizational
coupling. Doug Kay addresses this topic in his bbbo#sely Coupled: The Missing Pieces of Web
ServiceqRds Associates, 2003). In this book, he covensynwh the project management dependency
elements of coupling across services.

The reason coupling is both a project managemeahtatesign element for services is directly related
to the rate of shipping. Layered services are amtisttaking on new dependencies and changing
existing dependencies with every release.

Note In computer sciencepuplingor dependencys the degree to which each one program relies
upon another. Loosely coupled systems are best witiegr the source or the destination program
is subject to frequent change.

Ideally, services should beosely coupled. Loose couplimgya term used often in software design to
describe an interface, component, or system thaesaminimal assumptions about the dependent
systems. The lighter weight the dependencies betserrices are, the more each can independently
innovate and ship. In this sense, coupling affadeftware project as a dependency management
challenge. The tighter services are coupled, theerpmject management overhead needs to be applied
to ensure that the resulting user experience is tglity and valued. The following sidebars are tw



examples, both of which come from Windows Live ID.

Example 1: Loosely Coupled: Windows Live ID Authenicated User

In the case of Office Online, a user can come édMeb site dgffice.microsoft.cofnand get a lot of
value as an anonymous user. Tasks such as findthd@avnloading a template do not require any
authentication. There are other features suchgamgj up for some notifications that require therus
be known

A known user for Office Online is one who has baathenticated through WLID and has a valid
cookie. Office Online checks the encrypted coo&ierisure that the user is valid and trusts thaeto
the user's identity. This lack of a hard dependemcWLID for exposing functionality and the use of
WLID only for authentication make the relationshigtween Office Online and WLID very loose.
WLID can make many changes to its service and ffiee30Online team need only validate that the
core functionality of reading the encrypted coadti# works for them. With a properly designed
cookie data structure, even an extension to thatsteucture is of minimal concern as long as teeb
data elements do not change.

Example 2: Tightly Coupled: Microsoft Passport (WIID) Parental Controls

When we were shipping MSN 9, we were enabling gafe@ontrols in the MSN client. To be able to
set this up, we had to have the concept of a lukyasf accounts in Microsoft Passport. Additionally
this feature crossed into another platform serfocgersonalization.

The MSN client, Passport, and the personalizatamt had to work closely on this new feature set.
They had to decide who would do what work, howath each service, and what format the response
would come in. After deciding which team would geli each component, they then had to integrate
their schedules and plan for enough time for eaamtto complete integration testing.

The MSN client team was able to work on the Ulgarental controls but could not actually write all
the code to integrate or test until the Passparhtead made significant progress. In terms ofrtgsti
this was a major challenge because the test tedrtotensure that they were using the right build of
the client for the right version of the servicesawtiesting.

Of these two scenarios, loosely coupled clearlyides more flexibility and self-determination for
both services. Even in Microsoft, tightly coupled;development scenarios are hard to manage. Doing
a project like this with multiple companies ovee tnternet is even more challenging.

Many of our sites integrate with external compan@se example is credit card processing. We take
credit cards that are processed through servicéiseoimternet, we also take PayPal for payment, and
we might integrate with many retailers' extraneb\Wervices. The loosely coupled projects, the ones
that have well-defined interfaces, shipped on tiifte very tightly coupled projects often bogged
down and seemed as if they would never ship.

Every one of these non-Microsoft organizationsoistimuing to evolve their service in parallel with
our own development efforts. Tightly coupled seegitbave a hard time testing without a current
instance of the platform service. A loosely coumedvice can often stub out calls to other services
use emulators. (See the section titledegration Testing vs. Test Flags and Emulatiater in this
chapter.) This allows testing to continue withowitirastance of the other service. Integration tgsin
still done, but the testing of the core functiotyatif the service is not blocked.




Stateless to Stateful

Stateless services are those with very simplejrfassactions that do not need any data storedleBse
state a service has to maintain, the more failtiean experience with any component while
continuing to provide a good user experience. AamgXe of this in software might be Outlook sending
an e-mail message. If the message fails to gomthefirst try, Outlook tries again later. The use
rarely notices.

When a service takes a long time to complete a&@tion and needs to store unique user or business-
critical data, it is considered to be more statahd thus less resilient to failure. Compare sthtef
working on a Microsoft Word document for hours, d@inein experiencing a crash just as you are trying
to save the file. It might be a single crash, betitnpact on the user is dramatic.

Stateless Services

A basic Internet search is a great example ofaively stateless service. Each search query caewple
and renders results usually with subsecond respokse any large sized search engine, the index tha
powers the service is updated every hour of evayyashd is replicated across multiple datacenters.
Even though the index might be stateful, losingngle instance of the index is not going to cause
irreparable harm to a user. At most, a few seaogrtigs will fail to return results until the badlex is
pulled out of rotation.

Stateful Services

CRM Online and Salesforce.com are examples of aes\vthat are very stateful. These services help
small to midsized businesses automate their sabegegs and customer support over the Internet and
allow them to interact directly with their custoreefhey usually store business-critical data ssch a
company's contact list, copies of quotes, and sopid¢inal contracts. A user of the service canmae
quote template and spend an hour filling it in befsaving and sharing it with a customer. A marigti
campaign might run for months. In these types ofises, user activities and transactions cover a
greater period of time. The data in the systenslme for a long time. Resiliency down to the snstlle
component as well as disaster recovery take on rmaek critical roles in determining quality.

Time to Market or Features and Quality

For any software product or IT project, quality dadtures must be balanced against time to market.
The challenge in the commercial services spadaisthe first mover (the first company in a catggor

of service) can become the de facto standard eryashort period of time. Services for e-commerce,
auctions, posting videos, and social networkingdammainated by a handful of early successes. The lis
is short and we can all name them: Amazon. comJ¥ba, eBay, Facebook, and MySpace have all
benefited from early releases and rapid followdpseating an incumbent service can be much harder
than developing and launching the next big brealdfaeal.

Friendster launched in March 2002 and is consid#redirst major social networking site. MySpace
and Facebook came along several years later, ber thiey launched, they changed the game. Self-
promotion in social networking became acceptabihes€ services were able to leap frog the first-
mover advantage of Friendster and move dramatiehiad.

Testing strategy needs to consider the state ahtr&et and be crisp and very clear about the yuali
bar for launch. Sometimes faster time to mark#tesright call, but | must say that in my experiitc
can take years to get operability, manageabilitg, @verall high quality back into a low-quality giee
after it has launched. If possible, | push for @nynfeatures in these areas as | can get while stil



helping to find ways to get the service launchedl iato the market quickly.

Release Frequency and Naming

Hand in hand with time to market for a major reeesswhat happens after that release. Often acgervi
will launch withbetaattached to its name. One prominent example wa&Mail service that spent
three years in beta. This allowed the service tather the discovery of many major bugs without
losing much customer loyalty.

Note A service with beta in the title is clearlylicating to users that there are bugs in the serbiat
that there is enough functionality to start allogvirsers access.

Another technigue teams use is to plan releasksloov quickly on the heels of a major release. The
monthly or quarterly release process means thabagyound but not fixed in the current releasé wil
not wait too long before it is fixed. As a tesiecan be OK to allow a bug in an edge case to isitgp
production as long as you know a fix is comingh# bug is known and so bad that it should be fixed
within hours of a release to Web (what we typicalyl a hotfix), | recommend holding the release
until the fix is made in the main source sent twdoiction.

Testing Techniques for S+S

After careful consideration of all the design, nagjiand business factors that influence your test
approach, it is time to pull together the rightsetechniques to drive the testing process. Téctign
digs deeper into the different techniques thatiseswequire and gives some solutions to the danger
raised in thddangerous Book for Software Plus Services

Fully Automated Deployments

For just about every product Microsoft develops,hage a daily build. (Se€hapter 11"Non-
functional Testing.") The moment the build dropeighes compiling and is propped to a share on a
server), automated scripts take over, install tfevare on test computers, and then run thousahds o
tests. This is true for games, servers, mobileagsyiand desktop applications. This is not alwayes t
for our services, though.

Many Microsoft services test teams have startedeasure time from build complete to first
deployment complete. This is covered in more datdihe section titledPerformance Test Metrics for
Services later in this chapter.

If you've ever had a private build from a developéh release notes saying, "Copy this file heds] a
this to the configuration file, and register thafi," you know this takes extra time and is versoer
prone. A complete setup routine is the key to ulogthe ability of test to install a product quigk
and run tests. Deployment is the same way for sesvand needs to include fully automated
deployments from a one-box to a multiserver tesfigaration and to full production. (See the seattio
titled "The One BoXlater in this chapter.) The code for deploymenthiese various environments
must be the same and the variations driven bynat iXML.

The sad reality for services is that many produagireering teams see deployment as something that
needs to happen just once, for the final build oiggdl to the production servers. When teams make thi
mistake they delay writing any code for deploymemtil late in the product cycle. This code is not
data driven, it won't be complete, and it won'ttigsted. Deployment needs to be staffed and tékeed

a first-class feature.



Operations engineers tend to love these next tipeeAs testers, we should try to file the bugstfi

Tip If operations has to do anything more than diexdtick an icon and wait for the green light to
come back saying the deployment completed sucdbsshere are still bugs in the deployment
code. They might be design bugs, but they arelsitdks.

Tip If the deployment guide to operations has asyructions other than, "Go here and double-click
this file," there are bugs in the deployment guide.

Tip If there needs to be more than two engineetsarroom to ensure that the deployment is
successful, there are design flaws in the deploymaste and the deployment guide.

Fully automated, data-driven deployments are thedation that unblocks all other testing, and they
must be the top priority.

Great Deployment is Critical to Operational Excellence

For a new service | have typically had at leastdeneloper and one tester dedicated to deployment
coding and testing. If done correctly, this leveirvestment can be trimmed back significantly in
future releases.

Deployments in jargonese: The key features of agmployment are zero downtime, zero data loss,
partial production upgrades (or running in mixedda rolling upgrades, and fast rollback.

« litially Web services had downtime during upgrades] some even had weekly maintenance
windows. Today most services look to complete ugggavithout any (zero) downtime for
users.

» Zero data loss is really for the highly statefulvmes with a lot of unique user data. Upgrades
to these services are particularly challenging wihenservice is undergoing significant schema
changes.

« Partial production upgradeneans that a service might upgrade a small pexgerdf what is
considered the production servers to the new vegiche code. This could be anything from
50 percent down to 10 or even 5 percent.

* Mixed modemeans that a service might upgrade a portionaxfysstion to a new version, but
that users can get the same high-quality experiethether using the old or new version of the
service. Although mixed mode might show up duringipgrade deployment, it is really a
design point for the service. In the case of sigaift user interface (Ul) changes, mixed mode
ensures that users who are exposed to the newiexgeicontinue to get that experience each
time they access the service.

* Rolling upgrademeans that a service can have portions of thepliwduction servers upgraded
automatically without any user-experienced downtihierally, the deployment just rolls along
on a schedule whether it is hours or days longcanapletes automatically.

» Fast roll back is the safety net used if anythingggwrong. Whether a service is at 10 percent
completion or 90 percent completion, if a recadissl bug is identified, the service should
quickly roll back to the last known good version.

| often tell my operations team that for a largey®e they should insist on the deployment taking n
less than three days. The reason for this is tcagenisk to the full production service. On morarth
one occasion, we have started the deployment sinalt low-risk update” to a service, and before we



were even 10 percent finished upgrading the computes'd identified a recall class bug and had to
roll back.

Partial production upgrades that allow a serviceitoin a mixed mode of the next version alongside
the current version allow the service to manade R®lling upgrades are similar to partial prodaoti
upgrades but emphasize full automation of the depémt. When a recall class bug is identified during
deployment, fast rollback allows the service tolggtk to a last known good state quickly. Many of
our services have this process so well automatgdlly can run multiple overlapping upgrades on a
single day. In fact, some also have the abilitprimpagate all the new code (copy the code to all th
production servers) with a go-live date (the daguser should see the new version). This allows th
server to hold both the current and the previousioe on the computer at the same time and allows a
very rapid process for moving forward (read frora trew directory) and moving back (read from the
old directory) between versions.

Note With the release of the Windows Server 200 ang system, the performance of virtualization
has been significantly improved. Virtualization,vartual machines, is quite literally running
another completely separate instance of the Windipesating system in the operating system
that loads when a computer is turned on. We arérgiao see significant increases in the use of
virtual machines as the way to deploy and run nMityosoft services. In the next few years,
this will likely become the most common methodapid and fully automated deployments.

Test Environments

Whether the testing is focused on services, cliantthe integration of clients and services, getthe
test environment just right is a critical elemextest environment that is too different from the
configuration that will be run in final producti@an miss many bugs. A test environment that is so
exactly like production that it is production cassttoo much to build; if built, it will funnel atksting
to a single environment.

Most services test teams in Microsoft run manyeddht types of test environments, and each helps
facilitate effective testing for different class#fdefects. The key to defining and using differerst
environments effectively is understanding the serarchitecture and integration dependencies. By
defining and mapping test processes in the eabyestof a project, a test team can maximize tbsir t
hardware and mitigate risk with proper testingne pptimal environment.

The One Box

Sometimes the one-box test platform is called glsibhox, a single OS, or the one OS test
environment. Mostly, it is just known as the on&.B&hen working to integrate with another team's
service, the new team often asks whether the phatteam has a one box that they could use in their
testing.

To my knowledge, at Microsoft, the teilmne boxstarted with the MSN Billing 2.0 team back in 2002
When the team deployed the 2.0 billing system & twaa new set of computers and the data in the
version 1.0 system was to be migrated to the nempaders. It was a big project with an absolute
cannot-slip schedule or MSN would have missed tligl&ly shopping season. Deployment was one of
the last features coded. Many of the deploymeipissieere never automated, so the team produced a
massive deployment guide with step-by-step inswast This document was called "the paper
deployment wizard."



| will say this much about the wonderful idea of fpaper deployment wizard: The wopsperand
wizard should be eternally banned from use together.

Days and hundreds of hand-scrawled notes on théedrcopy of the deployment guide later, the
deployment finished. There was no major ah-ha moreemne person or even a keen insight that just
a few individuals had. In this case, it was bldiaabvious to every single person on the projeat th
deployment had to be a first-class feature thattested every single day along with all the other
feature tests.

The Billing 2.0 team dedicated resources to devetppn XML-based tool that developers, testers, and
operations engineers could use to run deploymeanokiguand easily in multiple environments. With

this data-driven tool, they were able to defineldgments that would install and configure sizable
amounts of service functionality on a single coneputhis configuration became known as the billing
one box, and the term has grown from there.

With the increasing popularity of using virtual rhates (VMs) on Windows-based systems, |
constantly have to point out that the one boxeastronment is not so much about a single computer
as it is about a single operating system test enment. Developers have often said to me that they
have a one box in their office running a 10-VM tlmmy. That is not a one box; that is a test cluster

a single computer.

For Microsoft testers, a one box is a single ojregagystem instance of a major amount of service
functionality that can be used to execute testsagaVe have a one box instance of WLID and a one
box of our internal subscription billing system.cBaf these services runs on hundreds of servers in
production, but we can also make it all run onnglel computer, even a laptop.

The one box is critical to allow developers to wnit and pre-check-in tests. It is vital for rungin
BVTs and massive automation suites in parallel. ine box allows for increased agility simply
because it is quick and easy to build out, tearrd@md build again. An environment like this is
essential for rapid turnaround scenarios suchasetliression of a simple string change bug.

Next to fully automated deployments, the one bakésmost vital test requirement of any service.

The Test Cluster

Fully automated deployments that are data driverila first requirement for testing. By taking
advantage of the data-driven aspect, we can hadription deployments scaled down to a one box.
The next step is to have those deployments autahfiatescaled-down versions of production known
astest clustersA test cluster is usually a scaled-down versibproduction with an instance of each
server by role, as shown kiqure 14-6
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Figure 14-6: Example of a test cluster for a s@dailt on Microsoft Exchange Server.

The termmachine rolerefers to the purpose the computer fulfills ireavgce. A simple service such as
search could have machine roles such as crawlargehout and crawl the Internet for content to
index, indexers that build key word indexes off toatent, and query servers that take the search
request from users and pull results from the irskxers.

In a test cluster, we are not looking to find bugthe core logic of the service but instead foons
finding bugs in cross-server transaction. Quitemfia service such as Microsoft Internet Infornratio



Server (11S) will be able to query a local Micros8QL Server because they are both using the same
account with administrative-level permissions. Wkervices are split across computers, we can find
performance, permissions, and other configuratiogskihat would not show up in any other
environments. The key is to use the one box foryhimg you can, and then use test clusters faseho
specific tests a one box would hide.

Heavily Shared Test Clusters Just Don't Make Sende Me

This is my one chance to tilt at a windmill, sogde bear with me. When | interview someone to be an
SDET, I look for that thing that makes testersatiht from developers. Deep down in the DNA of
every great tester is the desire to find the bhggdeveloper left in the code, to break softwane, ta
break it good. | love to break software and thathy | think testing is the best job ever.

What | don't understand is why a team would builltdabig shared test cluster and invest as much as
60 percent to 70 percent of their testing effortthiat environment. They take a great team of testir
wanting to break software and point them to a sharevironment. Suddenly, the testers are
constrained by rules, rules for what you can amd ¢ on the cluster all because we don't want the
cluster to go down. If the cluster goes down, ewreyis blocked and the team loses vital test time.

The litmus test to know whether you have too mesting effort invested in a shared test clustéw is
unplug it for a day and see whether the projepsdly a day. If you slip by a day, the test appnoac
needs more varied test environments.

Even if a team has a diversified approach, tesieesl to be able to test off the shared environnddint.
testers need to be let loose on code so that greyun wild and develop their tester instincts ovd
much rather find a way for testers to run theits@s an environment they control and let them be
mean and nasty to the code than to push thoseséstese a shared cluster. Use a shared cluster fo
finding integration bugs and encourage all othstirig to be conducted on independent test
environments. Be careful not to turn predatoryetesinto docile bug loggers, fundamentally changing
the DNA of testers.

The Perf and Scale Cluster

Simple environments such as the one box can betassxhduct performance profiling tests and even
page load time tests (covered later in this chapiée perf and scale cluster is used for condgdin
different type of system-level test. In the sersie®rld, when components are spread out across
computers, various components become bogged dofereb&thers do. Performance testing for
services is often about finding the right balanthaydware to produce an efficient and performant
system.

Another challenge with services is that they cactobee bottlenecked as they are scaled up or out. The
termscale ups commonly used to refer to an increased amoludta in the system. An e-mail inbox
with 10 e-mail messages will behave very diffengfriibm an inbox with thousands of messages in it.
Many services will either begin to perform slowlywaill just stop working altogether because the
amount of data grew beyond what was expected taddsr.

Scale ourefers to a service being able to increase caphgiadding additional computers. The scale
unit approach discussed earlier in this chaptgrsheleate logical purchasing and production uoitaf
service so that it can continue to scale out. Tda gf scale out is really about identifying howsbt®
configure the number of servers of each type, tidiguration of the hardware, and the configuration
of the operating system to maximize the outpuhefwhole system at the lowest cost. This testing is
useful in producing early capacity models.



Both performance testing and scale testing aredaelintensive activities. Other tests such as load
tests analyzing mean time between failures (MTEH) lsenefit from being run on production-grade
hardware configurations. (S&hapter 1for more information about MTBF testing.) Becatisese
types of tests have many similarities and all biefirefm execution on a large production-like test
environment, most teams run them on a single s&hafed hardware.

The Integrated Services Test Environment

In a world of layered services, there are alwaygshio find during integration testing. The timingda
approach to this testing depend upon the degreeupfling between two services. The more loosely
coupled two services are, the less need thereds teal-world integration testing.

Let's Build INT

Back when MSN was competing with AOL, we kept Igsieviews because the MSN service just
wasn't as well integrated as the AOL experience.rajor goal for the next release was to pull this
ragtag collection of services together into a \v@mnpoth and high-quality client.

The MSN test managers meeting was always helceicahference room just behind the Service
Operations Center (SOC). Through the glass windzivtise room you could see the projected images
of network traffic, alerts, and tickets. The SOGmowas set up with workstations on a series oédier
rings much like a college lecture room. All the k&tations were facing the wall with the three big
projections of network traffic, alerts, and tickets

Inside the conference room, we were debating hawatwlle this mandate of getting our services to
integrate better. We had some major new featutaterkto parental controls and sharing contacts tha
ran across every service and client. Friedbert\donte were the most senior test managers in the
meeting, and they were both pitching the idea ahtagrated test environme(iiNT). This INT
environment would require each of us to put ackster on a common shared network so that we
could test against the latest build of each otlsergices.

It was very painful, but we eventually made INT wosnd MSN did beat AOL in most product
reviews that year.

TellMe, which joined Microsoft in 2006, also usd tconcept of the integrated test environment so
that their integration partners could develop asd 4gainst the TellMe service. They called itgheen
zone, and it was very successful in the early d@éyise service when things were changing rapidly an
many features were in co-development.

Although INT is a great tool for testing multiplersice integration early in a project, it does come
with two key risks.

The first problem with INT testing is that it istrend never will be exactly like production. Many
testers say they need to get their code into INfhabthey can test it in a production-like envirant.
That's just the point—it is production-like, butgtnot production, so bugs will be missed.

The second problem with INT testing comes wherstiaed test cluster (covered earlier in this
chapter) is brought into the INT environment. listbase, a shared test cluster is pointed towafd IN
and all the testers run their tests there. Theexigd arises when INT goes down. By definition, INT
not the final build of any service, so it will beone unstable and will experience greater downtima t
production. If a team puts too much emphasis amtgagainst INT, they will find themselves being
constantly blocked and falling behind schedule.



If the project is one of multiple tightly coupleddahighly integrated services or even one with deep
integration with client applications, an INT teswvgonment is needed. The key to success is to make
sure the INT environment has a well-establisheasarable quality bar and that all test teams have a
option to run tests even when INT has a major autag

Testing in INT is a powerful testing option. Theyke successfully using INT for testing is to eresur
you can complete a substantial amount of your sesviesting without an INT environment.

The Deployment Test Cluster

| have already discussed the importance of fullpeuated deployments as a key feature to unblock
testing. The one box helps developers and testenis mwdependently and is usually part of pre-check-
in tests for any service. Those tests, howevenal@nsure that the deployment code will work on a
multimachine test environment. That is where th@aament test cluster comes in.

A deployment test clusté similar to production in terms of the numbercomputers found in a scale
unit. Because deployment testing is not about wifon hardware, the tests can be run on a setrgf ve
inexpensive computers (commodity hardware) or set @f virtual machines. | recommend the virtual
machines for maximum flexibility.

Deployment tests focus on two areas:

* Ensure that the deployment code and any new featweeworking as expected for a production
deployment. In this case, the software is eith@negted to the INT test environment or to the
live production site of a service. In some casesjlation or test flags (covered next in this
chapter) are used but are not preferred. Thesedastre that not only the deployment of the
service code is automated, but the connectiviglatform services is also automated.

* The deployment test environment is ideal for wogkam service hardening. With a default
installation of Windows Server (or any enterprisever), often many services are installed that
won't be needed in production. A deployment envitent can be used to turn off and uninstall
unneeded components systematically. This is ofbesidered a type of security testing, but it is
still best conducted in a deployment test cluster.

If the deployment test cluster is built with comntgdhardware or through virtual machines, it should
not be a very expensive test environment. The vailllraving a place to run deployments over and
over again while experimenting with configuratioasery beneficial in testing any service.

Test Environments Summary

Different types of tests are best run in optimizedironments. The goal of splitting up all thesside
and test environments, as showable 14-2is to find the right set of bugs in the simplesit
environment as quickly as possible. Most testinijazicur on the one box or in a test cluster, but a
the environments serve a critical purpose in tgstimd releasing a new service or a major upgrade to
an existing service.

Table 14-2: Table of Test Environments
= Open table as spreadsheet

Test environment | Primary test focus

One box Pre-check-in test




Test environment = Primary test focus

Basic functionality tests

Test automation authoring

Large automated test suite parallel execution
Quick deployment validation

Page load time

Test cluster Full functional test passes
Full automation test suites
Validates service components interoperating adressetwork

Failover testing

Perf and scale Core performance testing across the network
cluster
Scale-out and scale-up limitations

Early capacity planning verification

INT environment = Multiservices end-to-end integratiesting

Deployment test  Large cluster of computers or VMs dedicated to mg@and improving
cluster deployment code and validation tests

Integration Testing vs. Test Flags and Emulation

As mentioned earlier, services no longer standegltirey are usually built on platform services and
need those services in place to be fully functiovath all these dependencies, the integrationtgah
services must be tested in a manner that allows s&wice or layer of a service to maintain its own
ability to innovate independently. Integration tegtand test flags and emulation are techniqué=ijo
with this challenge. The selection of the rightigique is driven by the degree to which the sesvice
are coupled, as shown kigure 14-7



Emutation/ Integration
Test Flags Testing

Primary Secondary
Feature Late in product
Loasaly Coupled ELCRE
¥ development cyche for

and most testing integqration esimg

Secondary Primary
Usied meostly Featune

far simple develoment
r{h.;m-.t.in:ut and most testing

Tightly Coupled

Figure 14-7: Two-by-two matrix for selecting intagon testing versus test flags or emulation.

Test Flags and Emulation Provide Agility

By usingtest flagsandemulation,you can test a service without any platform se&wido really make
the one box or test cluster work for rapid testing regression of internal bugs, a service needaue
the ability to remove the dependency on these@latservices. Test flags and emulation do this in
different ways.

Test Flags

Test flags internally stub out calls to a platfasetvice. A global setting in a configuration filetbe
Windows registry turns the test flags on or off. &he test flag is set true, any calls to a platform
service follow a new code path designed to allosvtdst to complete.

The test flag code path usually returns a posrgponse with simple static well-formed data. Some
test code is written to return errors and varialata, but this is less common. Test flags are at gvay
for a tester to quickly take a new build and regmple bugs such as changes to an error message
string or Ul navigation, essentially bugs that hawéhing to do with integration. Test flags carodie
used during stress tests.

Stress Test Newsgroups

The Office Online (soon to be rebranded Office L.IWeb site is one of the most popular on the
Internet. Microsoft Office users go to this site f@lp, clip art, templates, training, and useufos.

The Office Online Web site needed to integrate eatntrom newsgroups while maintaining the Office
Online user interface. This feature is called MSC@kéaded discussion service and is a set of APIs
that allows the Office Online service to read andtgo newsgroups without users leaving the Office
Online experience. For functional testing, a fakersgroup was created. This met the needs of most
test scenarios.

When the feature needed to undergo performancéaddesting, it was clear that flooding live
newsgroups or even the fake newsgroup was notoevigtion. The team created test flags that would
allow them to do manual tests as well as perfrigsiigainst a local .xml file.

The addition of test flags unblocked the perf testiut also allowed for greater agility in running
simple manual tests of core functionality. Thedwling code sample shows one method we used to
turn the test on or off by simply having the tal fn the correct location. In many environments,
used a shared service, named Jukebox, to turflagston and off globally.
[ll<summary>

[lIreturn thread messages for the given asset. if file exists.

This is a test so use file. if not, use service
llI</[summary>



Private string GetThreadMessages(string strAssetl d)

{
string strPath = Path Combine(Path.Combine(m_st rDataPath,

strAssetld), "ThreadMessage.txt";
if (IFile.Exists(strPath))
return null;
return ProcessFile(strPath);

}

/Il <summary>
/Il Get message bodies for the given asset.
/Il <[summary>

private string GetMessageBodies(string strAssetld )

{
string strPath = Path.Combine(Path.Combine(m_st rDataPath,

strAssetld), "MessageBody.txt");
if (IFile.Exists(strPath))
return null;
return processFile (strPath);

}

—NMarty Riley, Senior Test Lead, Office Online

Emulation

Emulation is the preferred method for testing &iserwith the ability to find integration bugs asiill
maintain agility. Since the platform services agénly emulated, bugs with malformed xml can often be
caught in this environment before moving to futkigration testing.

A typical emulation solution will have an emulatisarvice running on a machine other than the
service under tests. For a One-Box test scenamdioh the service does not have test flags the
emulation service may run locally. The emulatiorviee should have a pluggable architecture to allow
the addition of other services as needed. Eachiplagn be coded to receive a well formed request
and generate a response. The response can beostdticen from test data. The approach to usisg te
data allows for greater variations in the resparskcan allow for more boundary and edge case
testing.
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Figure 14-8: Example of an emulation framework vatgging and pluggable emulators for multiple
services



Logging of test cases and results is a commonteatitest automation frameworks. A good emulation
service will log incoming and outbound traffic aslivWith this approach, a test that passes caokche
to see if the correct data was sent to and fronséine@ce. | once had a bug where a SQL Stored
procedure would make two calls to a remote setvidevould write only one row of data in the
database. Without logging from the emulator, we @t have caught this bug.

Some of the better emulation solutions allow ths é@vironment to be set up to call into the enaulat
but have flags to allow for the request to passugh. In this approach, the emulator still logs all
traffic but the request can go to a real instarfdbeservice.

Emulation is ideal for load testing. The use ofsl@gd simplified logic in the emulators allows th&em
scale much higher than trying to test againsttitetance of a platform service. Emulators can als
simulate varying latency no matter what the trusallics.

Testing Against Production

To operations engineers and many product teamshéhuight of allowing another service to test its

new code against your live site seems ridiculousoWould want all those mean testers doing horrible
things to the code and trying to break your sef¥itke thought of letting testers bang away at
production sends chills down the spine of most aj@ns managers.

Over the years, | have developed a few argumeritelfpeveryone realize that testing against
production is a good thing and to explain thas ihappening whether you like it or not.

The first example | use is to ask anyone to goaodittry to create a WLID account starting with the
termtestor test accountYou will have to try a lot of combinations oftiets and numbers after these
words to find an available name. Something tellstima¢ the individuals who created these accounts
are doing some sort of testing and that thererng ke WLID can do to stop them.

All services run some level of transaction monitgras a way to alert the SOC when something goes
wrong. After every upgrade, the operations engmeéien run a battery of tests calkatoke tests
ensure that all major functionality is still worlgnWell, these are tests just like the ones rumaga

one box and other test environments. This mean®pgeations is testing in production already.

Hackers are constantly looking for vulnerabilitiegroduction services. If a service must be robust
enough to withstand a hacker's attempt to break sinould be able to survive a few automated tests

Mashups is the last example | use. Many mashupdesaloped by small teams of developers and use
public APIs. Some even go so far as to screen sdwapuild their application.

The point is that they must develop their mashugr tlve Internet against production. In this casey t
are not only testing their solution against proauttthey are developing against production.

Note Screen scrapings a technique for taking a fully rendered Ul—fomashup this is a Web page—
ignoring the binary information such as picturex] aulling out and parsing the data from it.
This is not an optimal method because a fully reediéJI rarely has data presented with
delimiters for easy parsing.

Once a team is convinced that they can test agatiadtiction, you do need to establish some
guidelines. Simple rules such as "no load testsagproduction” and "no direct access to backend
services" are the most important. Architecturdhigre is another challenge: the need to isolate tes
traffic from real users. With so many services gead funded, advertisers won't want to pay for
impressions or click-throughs generated by tesiraation.



Production Dogfood, Now with More Big Iron

Dogfood, first covered i€hapter 11is still a major component in how we test S+3viges dogfood
is about setting up a full-fledged instance of pheduction service built out with the same hardwase
the rest of production. Users of dogfood clustsospetimes called beta clusters, are usually
employees, family members of employees, partnaspacasionally technology reviewers. Users of
dogfood realize that they are on an environmentrevtiéngs will occasionally break. The benefit to
users is access to the newer code before it goebrioad use.

Dogfood clusters are upgraded more frequently graduction. Users on a dogfood cluster get the
benefit of using the newer code before anyone &lsey also are expected to give quality feedback to
the development team throughout the process.

Other uses of dogfood clusters include runningduites of automated tests to help catch regression
and usability tests. Public demonstrations of tkvet big release are often run from the dogfoodtelus

Production Data, So Tempting but Risky Too

To test Microsoft Office, we have a library of tlsaunds and thousands of documents our customers
have given us to use. These are real-world docwsweitt all sorts of macros and Microsoft Visual
Basic for Applications (VBA) code and crazy custstyles. We use this library to test for backward
compatibility and the number of calls from a cliém@a service (round tripping). Round trips add to
performance degradation.

In services that are very stateful, there is alwalarge real-world data set. A service needsdarby}
state in the privacy statement whether this dallaewer be used for purposes outside of the proouict
environment. This is especially true if the datatams any personally identifiable information (P11

Using production data in testing is a great asstggt. We find that the shape of the productida da
changes over time as the use of certain data eteragtends and other elements are forgotten and lef
as legacy.

Whether the production data contains any PII oy ihotust be sanitized before testing. | have seen
teams forget to scrub live site end points fromrtpeoduction data and accidently send a floocest t
traffic over the Internet against the productide.sTherefore, the first rule in using productiatalis
to sanitize it.

Note Data masking, usually referred tadasa sanitizatiorin Microsoft, is a process of obscuring
specific data within database tables to ensuratsenproduction data is not accidently leaked.
Scrubbing algorithms are used to generate randdstitiute but fully functional data in place of
the original.

The second key to using production data is to aeally Too often teams take the data, sanitizanid,
use it for testing By analyzing the data, we caklfor boundary conditions. If you want to know the
longest city name from a dump of personalizatioia danalyze it and pull that out. It could be a
valuable piece of information in producing tesistttan run without production data.

Performance Test Metrics for Services

Throughout this book, we have discussed many eifitemetrics used to drive quality into Microsoft
products. All of the metrics covered so far applystS testing. Fortunately, this chapter presess n
metrics to measure and track for S+S testing, esepmted iMable 14-3

Table 14-3: Test Metrics for Browser-Based Services



= Open table as spreadsheet

Metric title Definition

Page Load Time 1Measures the amount of time it takes for a browsérad a new page from the
(PLT1) first request to the final bit of data. A new pagany Web page the browser ha
never been to before and for which it has no cardached.

[92)

Page Load Time 2Measures the amount of time it takes for a padead on every visit after the
(PLT2) first. This should always be faster than PLT1 bseahe browser should have
some content cached.

Page weight The size of a Web page in bytes. A pagsisting of more bytes of data will
typically load more slowly than a lighter weightgeawill.

Compressibility = Measures the compression potentiileas and images.

Expiration date set Test validates that relativédyis content has an expiration date greater than
today.

Round trip analysis Evaluates number of round tigpsny request and identifies ways to reduce
them.

Most of these metrics come from design best prastithe great thing about a best practice is that
there is quite often a test needed to verify thatas applied optimally.

Certainly, many other metrics are unique to ses/ar@ some are unique to specific types of services
For example, in the search space one of the mitisetmeasurements is relevance. This is a measure
of how likely the content of a Web page will mest user's needs based upon the search criteria.

In this section, | pared the list of potential negtrdown to a small subset focused on performance.
These metrics are common to any online servicksol gicked metrics that reference good-quality
freely available test tools to use in running thetd:

* Visual Round Trip Analyzer (VRTA) will be availabten the Microsoft Developer Network
(http://msdn.microsoft.conby the time this book is published.

» Fiddler is already available http://www.fiddler2.conand there are a number of articles about
it posted on MSDN.

Page Load Time 1 and Page Load Time 2

Page Load Time 1 (PLT1) and Page Load Time 2 (PEF@)Xhe key measures for user satisfaction.
Research has shown that Web pages that take ltragejust a few seconds to load rate lower than a
similar page that loads much quicker. Some seargmes even use PLT measurements in weighting of
search results. A slower page will fall farther aon the list of returned pages even if the conigiass
good a match as another faster page.

In Microsoft, we focus heavily on measuring our asemvices' PLTs as well as those of our
competition. This analysis is done for PLT1 and Pblt also by country, as shownRigure 14-9



PLT for a country is often affected by the bandwitti the country and the distance the data must
travel to reach the user. Network engineers ard @drsaying that they are limited by the speed of
light.

Micrasoft vs Cnmp{t!itiur Service PLT1 t:-y Cmm!ry 2007
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Figure 14-9: Analysis of two user transactionsjriaand view file, for Microsoft service versus a
competitor. In most cases, except for China, Miofois slower.

In some respects, it's like watching one of tha#@enews channels when the field reporter is taaffw
around the world and the anchor is asking a questibe field reporter stands there nodding as the
question is asked. When the anchor is done askia@ll see the reporter continue to nod for another
second before starting to answer. In the same aedg, sent from a server to a browser is limitedhiey
speed of light.

Network impact on PLT is just one element. The bgigmprovements to PLT can be made through
various optimization techniques. The rest of théricecovered in this section are ones that wetaise
improve the quality of the code and content foirofed page load times.

Page Weight

Page weights simply the number of bytes that make up a siWgtb page. Because Web pages often
are dynamic and composed of many elements suatripsfides, images, and even ActiveX controls,
most page weight tests are conducted in lab saenatiere the variable elements are fixed.

For pages with a high page weight, bugs are fitetidevelopers work to reduce the total number of
bytes. Goals for maximum page weight vary by pro@dmnc frequency of access.

Compressibility

Compressibilityanalyzes the degree to which any file, whether XMLML, image, cascading style
sheets (CSS), or JavaScript (JS), can be compressaidof JavaScript is posted with white spacd an
comments. These won't affect how the script runsthey affect file size and thus page load times.
VRTAS is an ideal tool to use to analyze comprekib

Many elements of a Web pages such as JavaScrpisoading style sheets (CSS) can be compressed
by four or more times their original size. This esawn the amount of data that needs to be sent
between a Web server and the browser. Decompregsittte client computer is negligible. Removing
white space such as spaces and comments can yaltka 20 percent reduction in the size of a Web
page. VRTA3 analyzes files for all these elementsidentifies top candidates for compression and
how much will be saved.

Table 14-4shows the data from a compression report. A cossivgity measure of 1.0 indicates that
the file is already optimally compressed. A meagiré.1 indicates that the file could be compredsed
be 4.1 times smaller than it currently is.



Table 14-4: Compressibility analysis of severala®uoript scripts for a Microsoft Web site

=» Open table as spreadsheet

URI Length Compressability What if Duration
compress'd

http://www.abcxyz123.com/ 52,771 4.1 12,871 2.766
http://abcxyz123.move.com/fah/hp.js 16,981 3.2 5,307 1.35
http://abcxyz123.move.com/fah/commadir63,201 3.1 52,645 5.447
s
http://abcxyz123.move.com/fah/Trackin 15,851 3.0 5,284 1.292
g.js
http://abcxyz123.move.com/cbrdc/org.js 13,657 2.7 5,058 1.207
http://abcxyz123.move.com//cbrdc/org.c 2,297 2.4 957 1.176
Ss
http://static.move.com/abcxvz123/is/ﬁc/§4,407 2.2 11,094 1.145
.S

289,165 3.1 93,216

Expiration Date

A common mistake in Web page design is not settiegnaximum expiration date on relatively static
content. This is vital for reducing PLT2 (the sedtdime a user visits a site). If the file has nohema

setting, the browser will request an updated varsicthe file from the server. Even if the file hast
changed and is not redownloaded to the browseg, isrwasted making the request to the server.

Fiddler is a tool developed by Eric Lawrence of Mgoft and is available on the Internet at
http://www.fiddler2.comit is used largely by security testers in Micribdwt also has a number of
performance features, as showrkigure 14-10
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Figure 14-10: Fiddler loadingww.officelive.com

In the detailed results tab of a performance tadtler shows all the files that were loaded witWeb
page and the cache setting for them. It is an easyto find files that could be cached. With thelto
you can also see what percentage of time the ja&gs to load various bits of content.

Round Trip Analysis

The biggest impact to page load time is the netwaskhe distance from the source to the client
increases, the network becomes an increasinglyenfial component of page load time. Reducing
page weight reduces the amount of data, but @aly the number of round trips that most affedts.P

VRTA3 and Fiddler can help with this analysis, MRITA3 does have some nice graphical
representations that help.

VRTA Used to Find Bugs in Internet Explorer

VRTA was designed to help engineers visualize therdoad of a Web page. | have been using this

techniqgue inside of Microsoft for the past four geedresenting this process in a very visual way so
that the engineers can see what items are seddzi@nd each other has helped improve page load
times for many services.

The tool has also helped to identify some of theenttifficult to diagnose issues in browsers. One
problem we found in Microsoft Internet Explorer ashe JavaScript blocking behavior, which
restricted the number of files loading simultanéyputhe effect was that parallel TCP ports were
limited to only two. VRTA is also in active use fsting our new Internet Explorer 8 browser, sut a
of the writing of this book, that product hasn'ipgied and | can't really share those bugs just yet.

—Jim Pierson, Perf Architect, MSN and Windows Live

The Microsoft Office Live team sets a thresholdtfog maximum number of round trips (un-cached)
that each Web page can have. When the developarsnaagheck-in to the source control system, a
suite of tests for performance run and any pageexkog the round trip threshold is flagged.

Several Other Critical Thoughts on S+S

In this section, | want to share a bit more onitgsin an S+S world. Although these points didedlly
fit well under test techniques, each contains mfation that any tester on a service should champion



Continuous Quality Improvement Program

In Chapter 3"Engineering Life Cycles," we discussed the cphcd Milestone Q (a.k.a. MQ or MO).
For larger projects, this milestone is typicallypabclearing the decks and getting ready for the ne
major release. Teams invest in infrastructure im@naents to help the process of developing and
shipping to be smoother and faster. Developers ofteestigate new technologies and develop new
prototypes. In the services world, where teams haghyears shipping monthly or quarterly, we don't
often take time for an MQ. In the services worl& fwcus on continuous improvement.

All of our production services are very data drivd most use a very Six Sigma-like process we call
quality of service (QoS) to drive continuous impeawent. This QoS should not be confused with the
computer networking concept that gives certainiappbns priority network access over others. Our
version of QoS is about finding the unique insighes will help us to improve customer satisfaction

A successful QoS program must have data from timager categories. It can include other data, but in
many cases that can distract from the very clear giomproving customer satisfaction. The three
major categories of data are voice of the custopreguct quality, and operational quality, as shamvn

Figure 14-11
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Figure 14-11: Three key data sources for QoS.

Voice of the customer can be gathered from mulsplerces. Direct surveys of customer satisfaction
are the most common. Many services teams havedhiftm using direct surveys of customer
satisfaction to the Net Promoter score. Blog andtéwmining is another way to see what customers
are saying about your product or service.

The Net Promoter score is a management tool timabeaised to gauge the loyalty of a firm's customer
relationships. It serves as an alternative to tiauhl customer satisfaction research.

For services with direct support, call center data vital component of voice of the customer. ket
through actual phone calls or online chat helpr tsguests are categorized. By mining this data, a
service team can identify the top customer escadatand prioritize those to improve customer
satisfaction but also drive down the support costs.

Product quality focuses on bugs and performancmadny cases, bugs might already be known, but
how important they are to fix relative to other bug often hard to determine. A major area of pobdu
quality is the continual measurement and improveraepage load time relative to competitors. What
is good performance today is not necessarily aoust satisfaction driver in the future.

Operational quality is the same set of data opmratihat you would use to look for internal



efficiencies, but in a QoS approach it is usediemtify potential dissatisfaction (DSat) driversften
like to kid with the operations engineers, sayimaf there is little they can do to drive up custome
satisfaction but a lot they can do to drive it dowhis fact doesn't put operations in a very fun
position, which is why it can be a challenging rdfere are a few key operational metrics and how
they can be used to improve QoS:

* Root cause analysis (RCA any production outage can identify either acpss problem or an
underlying bug or architecture flaw.

* A hightime to detectioror a production issue can show holes in monitprin
* A hightime to resolutiorcan indicate inadequate logging or diagnosticstool

* Percentage of tickets resolved through Tier 1 seli-healing systerran show efficiency of
handling simple, high-volume production issues.dRasg at Tier 1 or in an automated self-
healing system also brings down time to resolution.

* Percentage of false alarntsin show errors in monitoring or alert thresholds.

* The richest area for finding product improvemenstickets by buckeflhis is very similar to
the call center coding but is the operational viestead of the customer perspective. Any area
that has a high count is rich for product improvatreg self-healing automation.

When all three data sources are brought togetmetetam can better prioritize the right fixes to
maximize improvements to customer satisfactioneHeilan example of how this could work in a very
layered service: The call center team has a highben of complaints from users that could not preces
PayPal payments on the evening of June 23. Whamgénealls about a common problem have come
into the call center an alert is sent to the like gperations team. Upon investigation they digcdkiat
PayPal has updated a certificate on their serhigerequires any other service trying to connect to
them to also update to the new version. Certifcare essentially private keys services use tdifglen
trusted partners. Upon review of this incident¢h# center, operations team, and product engingeri
team identify a gap in the service monitoring agcea to implement a PayPal monitoring solution and
an alert system for when certificates need to luatgul. The solution to add an alert will warn the
operations team when the certificate is due torexgmd thus prevent a future outage. On the off
chance that this does happen again, the enhancaitbmay will reduce the time to detection and time
to resolution.

The key to the successful use of this approaah lising all the data and all the stakeholders togyeto
identify root cause and optimal improvements.

Just Run It Once a Week, The Customers Won't Mind .. Oops!

My own passion for QoS started many years ago agdaunched the new version of the billing
platform. It is a very embarrassing story, butappened quite a long time ago and many names have
been changed to protect the involved but innocent.

The new billing platform was a major internal seevthat let us track all the users of the subsonpt
services and allowed us to bill them correctly bedpaid by the credit card companies. One elenfent o
the system was the nightly billing batch job. We itaat night more out of history than for any dgsi
reason.

A couple of weeks after launch, we were all inwse room triaging bugs. Operations joined us a bit
late and started to share the issues they'd sebrihginew system. Zach informed us that the nyghtl
billing batch job was taking about five days to gdete. They had only had two successful runs so far



We were all shocked—we knew that the credit cardlmer encryption would add some overhead, but
not to this degree. Fixing this bug would mean mpgiete rewrite of the batch job that would certgainl
cause us to slip out the next major release byrabweeks.

Just then someone, and | really can't remember séid, "Why don't we just charge customers once a
week. | mean if they were supposed to pay us oa dghand we wait until June 6th, who's going to
care? | know we'll lose interest for Microsoft, ladteast the customers will be happy."

This really did seem like a brilliant idea. We werdy nine months away from the next major release,
so the batch job could wait until then. We did dedio add a metric to our QoS scorecard for billing
batch job time to completion with a goal of lesarti68 hours because that would be more than seven
days and that was just unacceptable.

Two months later, we all got together for the mon@oS review. We had Dev, Test, PM, and
Operations in the room. The call center team watherspeakerphone; they always seemed more
comfortable on the phone than actually being inrtioen for a meeting. Each team began by going
over their section of the scorecard.

The product team called out that they'd fixed 1§bthis month and that page load time for the gagnu
pages had improved by 200 percent. We all feltwwaild surely have a positive impact on customer
satisfaction.

Next, operations presented. Zach went through tinebers on availability and ticket volume. He got to
his last metric, which was billing batch job contpa time. "The batch job is starting to take longe

but we are still under 130 hours. At the rate ausis are being added to the system, we could exceed
our one week max in about a year."

Everyone was actually pleased by this news becaaseere well on track to have the next major
version out long before we ran out of buffer time.

The call center team started their presentatiogdayg over call volume and time to resolution. When
they got to call by category, we had a new humberaategory with the temporary name of "you
bounced my check.” The call center team didn't kqowte what to do because customers were calling
in and blaming us for overdraft charges on themkb@ccounts.

"This doesn't make sense," Chris said. "We onlg talkdit cards, so we can't cause checks to bdunce.

Bharat leaned forward and spoke up so that thoskeophone could hear him, "I could see us
impacting bank accounts. | don't know about alyad, but when | signed up for my test account duse
the credit card number from my bank ATM card."

Bharat was right. People were just starting toAIdd cards as substitutes for credit cards. This sti
didn't explain why they were blaming us for ovefticharges.

Brett asked, "Are they saying we're overchargiregrtf”

"No," said the voice on the phone, "they are saywegre taking money out of their accounts and
either causing them to bounce checks, or when waldothe money, they don't have the funds in the
account."

Most of us in the room were starting to realize twaas going on, but it was Ben that first saids"It

the batch job!" Yes, many of our customers had graged to us taking payments on a specific day of
the month. After that, any remaining funds theyld@pend as they liked. We realized we could not
wait to fix the batch job.

If not for the QoS process, we would not have Hadfahese teams and data in the room and would
not have been able to realize how a bad desigmadradl decision were leading to customer



dissatisfaction.

Within a few weeks the new job was put into procuttnd completed in just a few hours. It was a
major rewrite with a substantial amount of parghelcessing and dedicated equipment for the
decryption process. We also changed the metrib®QDS scorecard to be "Days in a row the billing
job finished in under 5 hours."

| left the team shortly after this, but last | let#iney had topped a thousand days and were closmmy
two thousand.

Common Bugs I've Seen Missed

Inside Microsoft, | have a video blog series caldér Stories—Bugs in Production.” The series is
dedicated to wallowing in the bugs that got pastrgene and into production. These are not juse litt
bugs that would have been nice to have fixed. Thesgble nasty bugs have caused more than one
outage.

Some testers are reluctant to share the storyeafitle that got away. It's as if they feel respdeadir

the bug. | like to point out that they didn't make bug; either a developer wrote the bug or a PM
designed the bug. As testers, they found hundretteoasands of other bugs, and eventually a bugy get
past everyone. | like to believe one of the besista tester has for learning is to hear aboubtlgs
others have missed.

Legacy clients can bring your service to its knédter a service has been around a while, it might
have a dozen or more older clients still in actige. There are still versions of the MSN client tha
shipped in the mid-1990s in use to this day. Ornglime seen a few times occurs when the service is
upgraded and it causes a new behavior in a leday.cThe new behavior is often related to some
retry logic that has never really been hit befditeis could be caused by a new data structure for a
guery response being recognized by the client d®meed and tossed out, or it could simply be a

slow response from the server that triggers a meeast. The problem occurs when the client does not
have a retry logic throttle so that it keeps insneg the number of requests until the productitaisi
brought down as if by a denial of service (DoSaclt

The "disallow server cascading” failure is anothiee | like. In this scenario, a service that idtban

top of a platform service can become influencedhieyreliability of those underlying components.
Some higher level services develop the disallowlock this server list feature: If a server in a
platform component is not responding in a timelgwgh fashion, it is put on the disallow list. This
allows the higher level service the opportunityassue the query to another server in the platform
cloud. The problem occurs when the platform serigaeder high load and is simply not responsive
within the time expected so that the query is tedsto another server. The overload now spreads as
servers are added to the disallow list and otheiesg get ever increasing loads. When the sersice i
down to just a few servers that are not on thdldisdist, it grinds to a halt and all higher lever
services fail.

The last example | have is the tsunami or tidalevavirst started talking about the tsunami effeatk

in 1995 after we had an outage in the MSN authatiio service. For a few hours, the authentication
service behind our dial-up connection was dowmadsn't down long, but the timing happened to be
just near the end of the workday on the East Ctlssirs were unable to log on, but they still wiete
mail messages to friends while in the offline mddethe background, the client kept trying to caetne
When the service came back online all those usemserted and a torrent of e-mail was sent out over
the Internet. A lot of it went to AOL. Within a felaours, our e-mail servers were knocked offlineaby



flood of e-mail coming back from AOL.

The tsunami effect still exists on the open Interide had a recent occurrence when the
intercontinental network connections from North Aroa to Japan went down for just a few hours.
When the network came back up, the very popular N&¥senger service was flooded by
authentication requests that were routed to theD\ddrvice. This sudden surge in authentication
requests slowed WLID for several hours.

Bugs in production are great to study and learmfroruly, most of the worst ones are design flaws
rather than simple coding mistakes. Either wayJawahg in a production bug is a great way for team
members to learn.

Summary

Services are a big bet for Microsoft. We've beeitding products and services for the Internet since
the early 1990s. Both Bill Gates's memo "The Ingéifidal Wave" and Ray Ozzie's memo "The
Internet Services Disruption” have reinforced tih@artance of the Internet and services to our long-
term success. Microsoft invests billions of dollargear in capital to support our services growatid
while doing this we work closely with industry tod ways to improve power consumption and
resource utilization.

Traditional software products for desktop computerd servers have a lot in common with services.
This commonality allows us to bring all the testhieiques we used to ship those shrink-wrap products
to bear on services testing.

There are still many differences between shrinkpnaad services, however. These differences have
required Microsoft SDETSs to develop many new teshhiques. Fully automated deployments and the
one box are key to unblocking testing. Test clstesing test flags, emulation, or services intégmnat
help find bugs in service-to-service transacti@smoving closer to production with testing, we can
start to test new services against live produdtistances of platform services and even pull saatti
production data into test labs.

All the metrics used to measure traditional sofenapply to services and S+S, but services needyto p
special attention to page load times. Customersodidike to wait for a Web page to load. There are
many simple improvements, such as reducing pagghivesetting cache on files, and reducing round
trips, that should be constantly measured duristjtg to improve PLT.

The key to services is not to think shipping is @arhen the service goes live. In many respectsstha
when the final test pass begins. A test environma&htever be exactly like production, so some $ug
will be missed. Keeping an eye on production aleams implementing a robust continuous
improvement process that should integrate data thenvoice of the customer, product quality, and
operational quality. High production quality alseans learning from our mistakes and wallowing in
the bugs that got past us and into production.

Part I\V: About the Future
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Chapter 15: Solving Tomorrow's Problems
Today

Alan Page

Overview

Software testing is a growing field that will camiie to mature for many years. Many of the
innovations and new approaches in test have testionsto the problems test teams have run into.
The creation of software testing jobs occurredraftegrammers discovered that they couldn't find al
of their own bugs. Implementation of many test engtion solutions occurred after management
discovered that testing would require either mesters or a more efficient method of conductingesom
segments of testing.

It seems that there is always another obstaclgdocome in software testing. For the most partetes
wait until the problem is big enough so that a gotufor the problem is imperative. For the argftr
and science of testing to continue to advance &pdral, we need to be able to anticipate some of
these problems before their burden becomes ovemuhg! This chapter covers some of the testing
problems that Microsoft is currently facing and theection we are taking in solving those problems.

Automatic Failure Analysis

If a tester runs 100 test cases and 98 perceheof pass, the tester might need only a few mirtates
investigate the two failures and either enter thgshinto the bug tracking system or correct thersrr

in the test. Now, consider the case where therthage1,000 different tests that run across 1@iehfft
configurations and 5 different languages. That s@@percent pass rate on an "exploded" test matrix

of 50,000 test point[s]LJ results in 1,000 failures for investigation. With increasing number of product
configurations available, it is becoming commondorall teams to have a million test points, where
even a tiny percentage of failures can result wmugh needed investigation to cause "analysis
paralysis"—a situation where the test team spesaasiech time investigating test failures as they do
testing.

Overcoming Analysis Paralysis

Just as automated testing is one solution fomtgsticountless number of different product
configurationsautomatic failure analysiAFA) is a solution for dealing with a large numioé test
failures. The most effective way to avoid paralysito anticipate it—in other words, don't waitilint
you have an overwhelming number of failures to stigate before considering the impact the
investigation will have on the test team. It isyefis a test team to become stuck in an infini@plo
between creating automation and investigating fad{or, as | have sometimes heard it said, cigatin
failures and investigating automation). Living imstloop rarely results in well-tested software.

In the best circumstances, analyzing hundredsaustinds of failures merely takes time. In other
scenarios, much worse things can happen. Consigecdnversation between a manager and his
employee John:

* Manager. John, how far did you get investigating thosé fasures?

« John: | investigated some of the results and identiffegse four bugs in thgoduct. | haven't



had time to get to the rest, but | recognize sdvests amonghose that have been failing
because of known issues that won't be fixed Ungihéxt release.

* Manager. OK, | want you to get back to work on automatiests for our nextew feature.
* ... two months pass ...

* Manager. John, we have a serious problem with the rele@sistomers aresporting serious
issues.

« John: Yeah... it turns out that the failures | didn't investigdteled in a differentvay than they
had before and there was actually a serious iskiseunfortunateput | don't have time to look
at every single failure, and it made sense atitne mot to look further...

In this example, John didn't finish the analysisddew reasons. He skipped some of the investigati
because in his mind the failures were already wtded. Furthermore, even his manager thought that
the best investment of John's time was to move andating new automated tests.

If you run a test twice and it fails twice, you cabhassume that it failed the same way both times.
Similarly, if you run the same test on five diffateonfigurations of the software and it failsfale
times, you don't know that the configurations alldd in the same way unless you investigate & fi
failures. Performing this analysis manually is ted, error prone, and keeps testers from doing what
they need to be doingtesting softwarke

Successful AFA requires several critical componérfitgure 15-1shows a basic architecture of an AFA

implementation.
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Figure 15-1: Failure analysis architecture.

The Match Game

The most critical piece of an AFA system is failamatching. If I'm running a manual test (scripted o
exploratory) and it fails, | log a bug containirgesific information on the environment and scenario
that led me to the bug. Poorly constructed autodhists might merely report that a "failure occdrre
in test case 1234" and move on to test case 12B8RFA to work, the automated tests need to report
consistent information about the environment, sgenand steps that lead to the error occurringpdso
logging practices (discussed in the following sattiare the backbone of reliable failure analysis.
the test logs are un-structured or contain insiefficinformation, there is no way failure matchinij
work.



On the back end, failure databasecontains information about every known test faluVhen a test
fails, a comparison against known failures occansl the system either creates a new bug report or
updates an existing report. Implementation of theysis engine can be complex. At a minimum, it
would compare log files or stack traces or botmdte extensive and reliable implementation should
include a sophisticated matching algorithm to alfowflexibility and growth. For example, the two
logs inListing 15-1should match as being the same failure despitether differences, and should
not show up as two distinct failures.

Listing 15-1: Log File Matching Example
Log file 1

Test Case 1234:

SysInfo(MyDevBox)

DateTime.Now

Test Input Boundaries [int foobits(int)]
Testing lower boundary [0]

Testing lower boundary passed.
Testing upper boundary [32768]
Expected result -1

Actual result 0

Result: Test Failed.

Log file 2

Test Case 1234:
SysInfo(MyTestBox)

DateTime.Then

Test Input Boundaries [INT FOOBITS(INT)]
Testing lower boundary [0]

Testing lower boundary passed.
Testing Upper Boundary [32768]
Expected -1

Actual 0

Result: Test Upper Boundary Failed.

A smart and flexible failure-matching algorithmaadls for minor changes in the logging information as
well as the changes commonly introduced by dateedrvariations or test generation techniques.

Good Logging Practices

Good logging is essential for analyzing and matghailures. Logging is too often an ad hoc and
unreliable "tax" that testers add to their autooratAs trivial as it might sound, high-quality and
consistent logging practices can be the differdoetereen "throw-away" automated tests and those that
run reliably for 10 years or morgéable 15-1lists some things to consider when writing logsil

Table 15-1: Logging best Practices
= Open table as spreadsheet

Logging practice Description

Logs should be In practice, "noisy" tests are often poorly writtests. Each piece of information
terse on success recorded to the log should have some purpose gndsng an eventual test
and verbose on failure. When a test fails, the test should tradé@ent information to diagnose
failure. the cause of that failure.




Logging practice

Description

When a test fails,
trace the successt
operation(s) prior
to the observed
failure.

legan.

Knowing the state of the last good operation hdipgnose where the failure pa

Logs should trace
product
information.

Logs should trace information about the product,immrmation about the test.
is still a good idea to embed trace statementsiionaated tests that can aid in
debugging, but these statements do not belongeitest results log.

Trace sufficient an
helpful failure

¢&knowing more about how the failure occurred wikiasin diagnosis of the
underlying defect. Instead of logging:

context.

Test Failed

Log something like:

Test Failed

Win32BoolAPI with arguments Argl, Arg2, Arg3

returned O, expected 1.

Or:

Test Failed

Win32BoolAPI with arguments Argl, Arg2, Arg3

returned O and set the last error to 0x57,

expected 1 and 0x0
Avoid logging Log files do not need to list every single actice@uited in the test and underMi
unnecessary application. Remember the first rule above and sa@eerbose logging for the
information. failure scenarios. Note: For debugging purposesritbe beneficial to have a

user-specified logging level that can allow minimmalmaximal trace logging.

Each test point
should record a
result when a resu

Tests that aggregate failures often mask defdastest is in a fail and continue
mode, it is important to know where each failurewced to diagnose which
Bubsequent failures were dependent and which wdependent of the previou

y)

has been verified dailures.
validated.
Follow team Standards can help ensure consistency in readenigdifiles. All object, test, an

standards on
naming.

procedure names should make sense and be nondegefoere name for one
thing).

1ith

d



Anatomy of a Log File
What information is beneficial in a log fil@able 15-2breaks down the log file fromisting 15-1

Table 15-2: Log File Annotations
= Open table as spreadsheet

Log entry Purpose

Test Case 1234 Unigue name

Sysinfo(MyDevBox) Placeholder for environment data

DateTime.Now Contextual data (this will never ma&ciother test)

Test Input Boundariest Identifies what is being tested

foobits(int)

Testing lower boundary [0] What was the value?dfash occurs, we'll never get to trace it
later

Testing lower boundary passed (Last) Known good @xat

Testing upper boundary [32768] Record the currgmitivalue

Expected result -1 What did we want to observe?

Actual result 0 What did we observe? (fail stateentation)

Result: Test Failed Formal summary of test casestat

Getting Started with AFA
Technical debt led me to automated failure analysis

Our existing automation was unmaintainable andlgamnstructed. We were spending three days a
week analyzing the weekly single platform test p¥¢s were unable to tackle new work because of
the overhead of our legacy of automation. We'dhred@nalysis paralysis through chasing shortsighted
objectives and directives (like 100 percent autemnat-without regard for the kind or suitability of

that automation).

AFA goes to the base assumptions of how we test, v report our results and analyze those results.
Without a voice from above, each team will hapgihgak its own dialect and be incomprehensible to
its neighbors.

AFA deals with the back end of the technical debthwild up writing weak automation. High-quality
AFA demands cleaning up the entire process andvsrrthe quick solution that most teams are
looking for. We're finding it difficult to bite thbullet and spend three months implementing a isolut



that will pay off our technical debt. If you've doit right all along you can get up and going vAfA

in a couple weeks. If you've been close to righy gan get it going in a month; if you've done it

wrong all along, it can take several months, by because AFA can require your balloon payment on
technical debt before you get started.

—Geoff Staneff, SDET

Integrating AFA

An excellent return on investment for large-scakt iutomation requires integration in all stagabe®
automation, check-in, and bug tracking systemaugeassful solution greatly reduces the need for
manual intervention analyzing test results andifa8. Another use of AFA is in analyzing trendseist
failures. For example, analysis can indicate tlaaameter validation errors contributed to 12 peroén
the test pass failures over the last six monththatrUl timing issues contributed to 38 percenthef
test pass failures over the last six months. Thia dan be used effectively to understand andttarge
risk areas of the product.

AFA in Action: Three Short Stories

Use of an AFA system delivers numerous additioealdfits. The following scenarios describe some of
the possibilities that occur in such a system.

Bob the Developer has just checked in the fix fog D 4321. When checking in the code to the
source code management (SCM) system, bug 4321w@matically resolved in the bug database. The
failure analysis system notes that the bug is nthasefixed and automatically moves all of the tests
that were failing because of this bug to the frainhe automation queue so that the verificatiothef

fix can occur early in the test run.

Several test cases have been failing for the pasiveeks because of bug 7734. On today's automated
test pass, the tests failed again, but the fadnadysis system noted that two of the tests failed
differently from how they had in the past. A newghs automatically created. The bug contains
information about the failure as well as a linkbtay 7734. Finally, an automatic scan of recent code
changes takes place, and the bug is assigned tietteéoper who most likely caused the new failore t
occur.

This morning Jane the Test Manager saw that tlestléést pass had 48 new failures. The AFA system
identified the same root cause for all 48 of thkifas and noted the failure pattern in the bugrep

With AFA, the team can focus on new issues as tloeyr. Much of the risk in analysis of test residts
in losing important variations in the noise of esjgel variations. When investigating a series of
failures it is natural (and common) to make evadunet such as "This test point failed last weeks thi
week's failure is probably the same as last week'sAFA system is capable of removing the tedium
from test pass analysis and removing avoidableyaisa¢rrors by using rules of analysis when degidin
whether a failure has been previously observedhEtmore, these rules are not relaxed because of
familiarity with the tests or frequency of the obal test point failure.

[As mentioned irChapter 9"Managing Bugs and Test Casestést pointis an instantiation of that
test case in a unique environment.



Machine Virtualization

Microsoft test teams use massive labs filled wikldop computers and walls of rack-mounted
systems. The computers are a finite resource anoha@emand for use as build machines or for nyghtl
or weekly manual and automated test passes. Mitridgper-V (formerly known as Windows Server
Virtualization) is quickly gaining ground as aneaitative that is allowing test teams to use virtual
machines. (The most simple definition of a virtaachine, or VM, is an implementation of a
computer that runs as a program on a host systéypgrvisor-based virtualization (like Hyper-V) has
much better performance and security than doegtiasttualization (where the VM runs as a program
inside the host operating system).

Virtualization Benefits

Virtual machine usage for testing is rapidly beauppted. One of the main benefits for the individua
tester is convenience—maintenance of one physwapater and a library of virtual machines is much
simpler than maintaining several physical computn®ther big benefit is that a whole set of vittua
machines can be easily run by one tester on aesaoghputer, whereas traditionally, testers migletdne
several computers in their office or access tageltab. Cost savings is another benefit that airtu
machines provide. Costs are reduced by using fearaputers and by getting better usage out of the
existing hardware as a result of the parallelizabenefits of VMs. These savings are beneficia in
tester's or developer's individual office as wsliraa test lab.

In the Office

Testers and developers often need multiple compirtegheir office. For example, they might need to
test on different hardware architectures or on iplelicomputers at once. Rather than fill their a#fi
with computers (in my career as a tester, | havkedsamany as 10 physical test computers in my
office), each office can have one Hyper-V servahweveral different VMs running on it. By using
virtualization, testers and developers can cre&s With various specifications at the same timel an
configuration is relatively fast and simple. Thisxibility allows testers and developers to get muc
greater test coverage without adding additionadilware to their offices.

Test Lab Savings

Test lab managers can use the server consolidgiplication of Hyper-V to make their existing
hardware more efficient and get the most out of me@stments. Most test groups at Microsoft have
large labs full of computers responsible for autmddests, stress tests, performance tests, alt$pui
these labs are prime candidates for consolidaliest labs rarely run anywhere near full capacity. B
using virtual machines, lab administrators cantigetsame work done on far fewer computers. This
saves valuable lab space as well as power costs.

Reducing server machine count also saves timakfomlanagers. Every lab computer has a time cost
that results from the work that must be done ttalhgack, and configure it. Management overhead i
also associated with a server, including tasks ssalpgrading and troubleshooting hardware. Some
overhead will always exist, but VM usage greatlyuees this overhead. Virtualization reduces the
number of physical computers that need this tirmamndment. Although many of these same tasks are
still necessary on virtual machines, the work sierabecause of the potential for automation. It is
impossible to automate some aspects of the physatap of a computer, but scripting through the
Windows Management Instrumentation (WMI) can perfane equivalent work for a virtual machine.
For example, virtual networks allow lab managerdyioamically modify the network topology



programmatically rather than by manually unpluggtagles.

Because Hyper-V allows virtual machines of différgmes to run on the same physical computer, it is
no longer necessary to have a wide variety of sefivea lab. Of course, it is still valuable to bav
computers to represent esoteric hardware, andhiréason, we would never recommend that VM
testing replace physical testing entirely. Butuaitmachines can easily represent simple diffeience
such as processor or core count, 32-versus 64fgtmemory configurations.

Test Machine Configuration Savings

Virtualization use is saving more than money, powad space. Development time is an enormously
valuable resource, and virtualization can make ldgegs and testers more efficient by reducing two
major engineering time sinks: test machine setup &and test recovery time.

Testers and developers both spend a great daal@tetting up computers to test and validate their
code. By using virtualization solutions, users cegate test images once, and then deploy them
multiple times. For example, a tester could creat@tual machine and store it on a file serverewiht
is time to run a test, testers just copy the VM twost server and execute the test, rather tharthak
time to install the operating system and othewgarfe. Testers and administrators often createeentir
libraries of virtual machines with different confiigations that serve this purpose. Testers and
developers can then choose the exact virtual ma¢hey need instead of setting up a machine
manually. Need to run a test on the German buith@Windows Vista operating system with
Microsoft Office XP preinstalled? The environmemttin this test is only a file copy away.

Test computers often enter an unrecoverable staegitesting. After all, the point of most testda
find bugs, and bugs in complex applications andesysoftware can cause a computer to fail. Virtual
machines provide two different solutions to thislgem. The first, and simplest, is the fact th&i\vh

IS not a physical computer. When a VM fails, thggbal hardware is not compromised, data in the
parent partition is not lost, and other VMs areftew@ed. The impact of a catastrophic failure isaily
reduced.

The other time-saving benefit and the second regaa@ution provided by virtualization is the abjli
to take snapshots of the syste®ngpshots the term used by Microsoft Hyper-V. Other vatimation
methods might use a different name for this feafdanapshot is a static "frozen" image of the VM
that can be taken at any time. After taking a snapshe VM continues to run, but the state attitme
of the snapshot is saved. Snapshots can help gersland testers quickly recover from errors. By
taking a snapshot before the test, testers caklgwod easily roll back the VM to a point befote i
failed. They can then run the test again or movevitim other tests without the need to re-create the
VM or reinstall its operating system.

There are a few things to keep in mind before goamgwild with snapshots. Although it might seem
perfectly logical to create a massive number opshats to have a "repro case" for every bug
imaginable, this would lead to poor performancelyper-V. Each snapshot adds a level of indirection
to the VM's disk access, so it would get very sédter several hours of frequent snapshots. Itss al
worth noting that snapshots are not a portable topw set of differences between the original VM
and the snapshot—meaning that snapshots canngeldeoutside of the VM they belong to.

Virtual Machine Test Scenarios

Virtual machine use is advantageous in a varietgsting scenarios. Discussions of some of the more
common scenarios are in the following section,tbatusage scenarios are limitless, and many
additional test scenarios can benefit from virtnakchines, such as API tests, security tests, dod se



and uninstall scenarios.

Daily Build Testing

Many testers are responsible for testing an asgoitiof service packs, updates, and new versions of
products. For example, consider an applicationdhatrun on various releases of the Windows
operating system. The first version of the prodhag shipped, and the test team is beginning to test
version 2 Table 15-3ists a typical hardware/operating system matvixsuch a product.

Table 15-3: Host Operating System Test Maiglix
=» Open table as spreadsheet

32-bit Single-proc | Dual-proc  64-bit Single-proc = Dal-proc
Windows XP SP2 To be tested
Windows Server 2003 SP2 To be tested To be tested e Tesbed To be tested
Windows Vista SP1 To be tested
Windows Server 2008 To be tested To be tested

[dBecause the Windows Server 2008 operating syst@mstadhe kernel between multi-proc and
single-proc, a reinstall of the operating systenmfalti-proc is unnecessary. It is necessary for
operating systems prior to and including Windowst/i

Typically, a tester would have three or more teshputers to support this matrix (depending on the
number of test cases). It is certainly possibleaftester to test the variations with one comployer
testing one operating system after another; howdvisrwould be much less efficient and consume
substantial time in installing and configuring test environments. Installations of the operating
system and updates, as well as the associatedseat& extremely time-consuming tasks. Because
three or more virtual machines can run on a sipglesical computer, virtualization can transfornmetr
test computers into nine or more virtual test maesiwhile cutting test machine setup time in half.
This is possible by using features such as snapsimat the scripting interface exposed by Hyper-V.

In the preceding matrix, the tester would usuaibtall eight different versions of the Windows
operating system across the physical computersghiaut the test pass. By using a virtualized
solution, testers can install all eight versionsintual machines using three (or fewer) physical
computers. The setup time for an automated testgaspletes in a fraction of the time, and manual
test coverage increases because the tester caiostiagd on testing the product instead of setimg
environments to get to the next test case. Compigtibnd upgrade testing also benefit immensely
from this approach of using virtual machines.

Network Topology Testing

Hyper-V facilitates creating complex networking edggies without the hassle of configuring masses
of wires and physical switches.

The diagrams ifrigures 15-2and15-3illustrate how machine virtualization can be usedreate a




complex networking environment. The entire netwoology in the diagram can be created on one
physical server.
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Figure 15-2: Virtualized network topology.

Figure 15-3: Firewall topology.

In this scenario, three subnets are created adddatitogether by two servers acting as routersn&ub
A contains all the typical infrastructure peoplb/ren to get onto the network. Subnet A also halds
deployment server that deploys windows images.clibat on subnet C represents a computer that is
expected to start from the network and installl#test release of the Windows Vista operating syste

In Figure 15-3three virtual servers are behind a fourth thatcting as a firewall. The firewall VM is

connected to the host's physical network interthogugh a virtual switch, but the other three sesve
are not. They are connected to the firewall settwerugh a second virtual switch that does not glevi
direct connectivity to the outside network.

The exciting part of this scenario is that creatball these machines, switches, and subnetsatan t
place through automation and run on a single phaysimmputer. Prior to virtualization, test bed®lik



these would have required several physical compuaied all the wires and routers necessary to create
the network topology—not to mention the human resesito actually do all of the work!

When a Failure Occurs During Testing

Failures found during testing can be a time-conagmoad block for testers. Time is often lost wajti
for a developer to debug the issue or answer aiquesbout the error. This can delay testers from
getting more testing done if they need to hold mmater for hours or days waiting for a response.

Some failures are so uncommon that they can talexaehours or even days to reproduce. This takes
time from testers as well as developers, espedfalye developers want to observe state on the
computer before the failure actually occurs.

The following two examples are common occurrennestest organization. Virtualization has the
potential to help an engineering team be moreiefftdy utilizing export and import and snapshots.

Export and Import

When using virtual machines, the tester does ned t@ wait for a developer to debug a failure.
Instead, the tester can save the virtual machide=&port it to a network share. Saving the virtual
machine causes the entire state of the virtual madb be saved to disk. Export packages up the
virtual machine's configuration and stores it spacified location.

A developer can then import that virtual machinbetconvenience. Because the virtual machine was
paused before it was exported, the virtual machitighen be opened in the paused state. All that a
developer needs to do is resume the virtual madmedebug the failure just as if she were sititng
front of a physical computer. This allows the testeregain control of his test computers fastantii

he had been executing a test on the host. It dmwesathe developer to prioritize the investigatmin

the issue correctly, and the tester can createsave multiple snapshots of difficult-to-reproducees

for additional debugging.

Snapshots

Snapshots can help reduce the time it takes todepe bugs that only seem to happen after running
for several hours or even days. For example, artesuld write a script that takes a snapshotef th
virtual machine every hour. As that script is runpitest would execute in the virtual machine. Afte
failure occurs, the tester can investigate and thedsnapshot that occurred prior to the failureert,

the tester can revert to the snapshot, start theavimachine from that point, and hit the bugin n

more than 60 minutes. Snapshots make it possibkaéatester to do this repeatedly without havimg t
wait hours and even days for the bug to reprodBome nondeterministic bugs might not be
immediately reproducible by this method, but thisthod can work for bugs that appear after a known
period of running time.

Snapshots to the Rescue

In testing Hyper-V, snapshots have become an irapbfeature for us. We use snapshots so that we do
not have to reinstall the guest operating systemvintual machine every time a new build is ava#ga

to test. What we do is install the guest operasiygjem in each virtual machine, and then we copy an
tools that do not change from build to build. Otioe virtual machine is prepped and ready to go, we
turn the virtual machine off and create a snapshtte virtual machine. It is at this point that start

the virtual machine backup, install the daily buadd begin our testing. The reason we do thisas t

we want to be able to put the virtual machine kack clean state quickly. We do this by reapplyime



snapshot, and then installing the next build ofapplication right away. This way, on a day-to-day
basis the only cost to us is installing the dailyid—which takes only five minutes rather than the
hours of setup time needed previously.

I do wish I had snapshots back in the day of tgsdgrvice packs. | remember times of having taaihst
the RTM operating system and then installing aisergack and testing. | would have to do this on a
daily basis. If | had snapshots, | would only needstall the RTM operating system once and take a
snapshot, and then install the service pack. Whegisldone testing the service pack, | would reapply
the snapshot and have a guaranteed clean RTM mygesgstem on which to install the next build of
the service pack. This truly would've saved me &our

—Shawn McFarland, Senior SDET

Test Scenarios Not Recommended

Despite all the advantages of virtualization, theme2some cases where it is not advisable. If host
computers are going to be used for hosting onlyasrtevo virtual machines, the cost benefit will be
much less because this setup does not providendicat efficiency gain in hardware usage.
However, in some cases benefits such as rapid gleplat and snapshots outweigh the overhead
introduced by virtualization.

Because Hyper-V provides its own device driverth®guest operating system, it is not possibleso t
device drivers inside virtual machines. Likewisssts that require specific hardware or chipsets wil
not have access to hardware installed on the TbstHyper-V video driver is designed for
compatibility and is optimized for remote deskt@age. Therefore, high-performance video and 3-D
rendering will not work on VMs. Hyper-V dynamical@locates processor resources to VMs as
needed, so low-level power-management softwarenatlhave any effect inside a VM.

More  For more information about virtualization and Misodt Hyper-V technology, see the
Info Microsoft Virtualization page dtttp://www.microsoft.com/virtualization

Code Reviews and Inspections

Code reviews are an integral part of the enginggynocess. After | finish a draft of the chapteuye
reading, | will ask several colleagues and subjeatter experts to review what I've written before |
submit the chapter to the editors for further revi€his is one of the best ways to get the "bugg"od
the prose and unearth any errors in my data or lesmPode reviews provide the same service for
code and can be extremely effective in finding begdy.

Code reviews are part of the development processviery team at Microsoft but remain an area
where improvements and increases in effectivenessraler way.

Types of Code Reviews

Code reviews range from lightweight ("can you takguick look at my code") to formal (team meeting
with assigned roles and goalBgir programmingan Agile approach where two developers share one
workstation, is another form of code review. Diéfiet approaches vary in their effectiveness, as agell

in the comfort of participation of those involvedany testers at Microsoft are actively involved in
reviewing product code, and many teams have the sawhe review requirements for test code as they
do for product code.



Formal Reviews

The most formal type of inspection is thaganinspection (named after the inventor of the preces
Michael Fagan). Fagan inspections are group reweitsstrict roles and process. Reviewers are
assigned roles such esader or moderatofThe author of the code attends the session kag dot
take on any of the other roles.) The moderatobsgdo ensure that everyone attending the review
session is prepared and to schedule and run théngreEhere is an expectation that reviewers have
spent a considerable amount of time prereviewiegctide before the meeting, and they often use
checklists or guidelines to focus their review gfo

Fagan inspections require a large time investmenate extremely effective in finding bugs in code.
One team at Microsoft using Fagan inspections wésta reduce the number of bugs found by the test
team and customers from 10 bugs per thousanddinesde (KLOC) to less than 1 bug per KLOC.
Despite the potential for finding errors, the bigigebstacle blocking teams from using Fagan
inspections is how much time they take (inspectaia is approximately 200 lines per hour) followed
closely by the fact that most developers diketto spend 25 percent to 30 percent of their time in
formal inspection meetings. For these reasons,téae effectiveness, Fagan-style inspectionsate
widely used at Microsoft.

Informal Reviews

The challenge in developing a solution for effeettode reviews is identifying a level of formalihat

is both time-efficient and effective in finding tical issues during the coding phase. "Over the
shoulder" reviews are fast but usually find onlyharierrors. The "e-mail pass-around” review has the
benefit of multiple reviewers, but results vary de@ing on who reads the e-mail message, how much
time reviewers spend reviewing, and how closely tbek at the changes.

The best solution appears to be to find a prodesss both collaborative and time efficient.
Programmers need the benefit of multiple peer resviwith assigned roles but without the overhead of
a formal meeting. Companies such as Smart Beaw&dthave conducted and published case studies

(2] with these same premises in mind and have showgess in creating a lightweight review process
that is nearly as effective as a formal inspect®indies internal to Microsoft have shown similar
results, and many teams are experimenting to fiegerfect balance between formality and
effectiveness when conducting code reviews.

Checklists

| think it's fair to say that most people do betterk when they know what to do. When an employee
arrives at work, she probably accomplishes mosééf has a list of tasks to address (regardless of
whether she created the list herself or a supereated it for her) rather than if she is simplg tigo

do some work." Yet many code reviews start witk@uest to "please look at my code."” Some
reviewers can do a fine job reviewing code withany guidelines, but for most, a checklist or
guideline can be highly beneficial.

Checklists guide the reviewer toward finding theey of bugs that are easiest to detect during code
review and the bugs that are most critical to finding the review phase. An example checklist might
look like this:

* Functionality Check (Correctness)
» Testability

* Check Errors and Handle Errors Correctly



* Resources Management

» Thread Safe (Sync, Reentry, Timing)

» Simplicity/Maintainability

» Security (INT Overflow, Buffer Overruns, Type Mistohes)
* Run-Time Performance

* Input Validation

Other types of checklists might focus entirely ogirggle area such as performance or security $o tha
multiple reviewers can focus on different aspetthe code under review.

Other Considerations

The funny thing about code reviews is that reldgivew teams directly monitor the effectiveness of
reviews. This might seem silly—why would you pufoef into something without knowing what the
return on the investment was? An indirect meastisdfectiveness is to monitor the bugs thet
tracked; that is, if, after implementing a new coelgew policy, there are fewer bugs found by st t
team and customers, yoould say that the code reviews were effective ...Hmaw effective were

they? If you really want to know, you, of courseed to measure the effort and effect. An accur@e R
measurement of code reviews, or any improvemertgsofor that matter, requires that the time
investment is measured and that the bugs foundaglueview are tracked in some manner.

Activities

Table 15-4lists two hypothetical products of similar sizelatope. In Product A, only bugs found by
the test team or bugs found post release (by tht@mer) are tracked. Product B also tracks bugsdou
through developer testing and code reviews.

Table 15-4: Bugs Found by Activity
= Open table as spreadsheet

Product A Product B

Bugs found through developer  ? Bugs or rework found through developer 150
testing testing

Bugs found through code review ? Bugs or rework fotlmdugh code review 10C

Bugs found by test team 175 Bugs found by test team 90
Bugs found by customer 25 Bugs found by customer 10
Total bugs found 200 Total bugs found 350

Product A has 200 known bugs, and Product B hasRB®@luct B also has fewer bugs found by the
customer—nbut there isn't really enough data hesayathat one product is "buggier" than the otker i
What we do know about Product B, however, is witygles ofactivitiesare finding bugs. Coupled



with data from planning or any tracking of time spen these tasks, we can begin to know which early
detection techniques are most effective, or whamovements might need to be made.

Taking Action

In addition to the number of issues found by attjvt can be beneficial to know whiaihdsof issues
code reviews are finding. For example, a simplietigeight root-cause analysis of the bugs found by
the customer or test team might reveal that detecif a significant portion of those bugs coulddav
occurred through code review and indicate an aafarpdating checklists or stricter policy
enforcement.

Furthermore, classifying issues by the type of mkwrecessary to fix the issue identifies where
additional early detection techniques might be enpéntedTable 15-Hists a sample of some common
rework items found during code review, along withexample technique that could be used to detect
that issuébeforecode review.

Table 15-5: Code review issues and Associated RtieveTechniques
=» Open table as spreadsheet

Issue type Detection/prevention technique(s)

[92)

Duplicate code, for example, reimplementing Educate development team on available librarie
code that is available in a common library and their use; hold weekly discussions or
presentations demonstrating capabilities of li [

Design issue, for example, tdesignof the Eroup code reviews can catch these types of errors
implementation is suboptimal or does not solvevhile educating all review participants on good
the coding problem as efficiently as necessarydesign principles.

Functional issue, for example, the implementakonctional bugs can lead to implementation of new

contains a bug or is missing part of the guidelines or techniques to be applied in developer
functionality (omission error) testing.
Spelling errors Implement spell checking in the gnéted

development environment (IDE).

Time Is on My Side

An accurate measurement of code review effectiveregpuires accurate knowledge of the time spent
on reviews. You could just ask the team how muctetihey spent reviewing code, but the answers, as
you'd guess, would be highly inaccurate. This is ohthe reasons teams that want to measure the
value of code reviews use some type of code retoehfor all of their code reviews. If the reviease
conducted in the framework of a review tool, tinperst on the review task can be tracked more easily.
There are, of course, some difficulties in meagutime spent on review as part of application usage
One mostly accurate solution is to monitor intdmactvith the application (keystrokes, mouse
movements, and focus) to determine whether thewei is actively reviewing code or merely has the
code review window open.

Time spent on code reviews can be an interestirigane the context of other metrics and can answer



the following questions:
» What percentage of our time did we spend on codeweversus code implementation?
* How much time do we spend reviewing per thousamesliof code (KLOC)?
* What percentage of our time was spent on codews\ieis release versus the last release?
* What is the ratio of time spent to errors discoddissues per review hour)?
* What is the ratio of issues per review hour to blegsid by test or customer?
« Andsoon...

The preceding questions are samples. To deteriméneght answers for a particular situation, you
need to ask yourself what the goals of code reamnfor your team. If the goals are to spot-check
code before check-in, the time on task measuremagitt not be very interesting. But if you are
interested in improving effectiveness or efficier@yme of these questions might help you determine
whether you are reaching your goals.

More Review Collateral

Much more happens in a code review other than ifgerg rework. An important part of the process
that is often lost over time is the conversatiom$ eomments about a piece of code. For example,
when | have some code ready for review, | don't '4dgre's my code—take a look." Instead, | put
together an introductory e-mail message with agemtences or a paragraph describing what the code
is doing (for example, fixing a bug or adding attea), and | might describe some of my
implementation decisions. This information helps teviewers do a better job, but when the review is
over, that information is lost. The loss gets wasben considering that the follow-up conversations—
whether they are in e-mail, in a team review, ocefto face—are also lost. Over time, this lost
information can lead to difficulties in knowledgansfer and maintainability issues.

Another way a review tool can aid with code reviesvby tracking some of this collateral data. Aeod
review tool can contain questions, comments, ca@atems, and other metadata and link them with the
code. Anyone on the team can look at a sourcafiteview the changes along with explanations and
conversations regarding any change. If someonb@team needs to ramp up quickly on the
background pertaining to a single file or compor{émt example, a new developer on the team), a tool
could queue up all of the changes and relatedwestgnments and play them back in a movie or slide
show. This movie wouldn't win an Oscar, but it wbblave phenomenal potential for preparing new
team members (or existing team members taking anregponsibilities) quickly.

Two Faces of Review

For most people, the primary benefit of reviewesedting bugs early. Reviews are, in fact, quitedgo
at this, but they provide another benefit to aryrtehat takes them seriously. Reviews are a fantast
teaching tool for everyone on the team. Developatstesters alike can use the review process 1o lea
about techniques for improving code quality, bettesign skills, and writing more maintainable code.
Conducting code reviews on a regular basis provatlespportunity for everyone involved to learn
about diverse and potentially superior methodsodirg.

[23ason Cohen, edBest Kept Secrets of Peer Code ReMmip://www.smartbearsoftware.com




Tools, Tools, Everywhere

A big advantage of working at a company with so ynarogrammers is the number of software tools
written by employees that are available to helpesainy problem you might be facing.

A big disadvantage of working at a company witmsmy programmers is the number of software
tools written by employees that you have to sadufyh to solve the problem you might be facing.

Microsoft's internal portal for engineering and gluotivity tools has been a tremendous asset foyman
years, and the number of tools available has gswastantially every year. One drawback to the
growth has been the number of disparate toolssthiae a single problem, albeit all in slightly eifént
manners. Searches on the portal for "test harraggs"test framework” return 25 and 51 results,
respectively. Although many of these tools havejueifeatures or purposes, there is a considerable
amount of duplication in functionality.

Reduce, Reuse, Recycle

The concept ofode reusdreusing sections of code or components) has ahlagn a topic in
software engineering. A software library, suchresdcommon dialog library shipped with Windows, is
a good example of code reuse. This library (conlldi contains all of the dialog boxes and related
functions used for opening and saving files, pnigitichoosing colors, and other common user
interaction tasks. Programmers don't need to e own functions or create their own Ul to ofmen
save files; they can just use the functions inctbramon dialog library.

Several years ago, when Office made the shift foeing merely a group of applications geared toward
people who needed spreadsheet and word processiatpohality to a unified suite of applications for
the business user, the team discovered that mayidus were duplicated across the different
applications. Because of this, mso.dll, the sh@#ite library, was born. With the shared library,
programmers on the Office team can easily accessnom functions and implement consistent
functionality and user interface across applicai@nbigger benefit is that the test team needsdb
these functions only in one place—everyone benefits

Shared libraries work well in Windows and Officeimia because they are development platforms; that
is, they are designed with the intent that programsmvill use the exposed functionality to add to or
enhance the baseline platform architecture. Caatgeralso works well in Office because it's one
product line. The challenge in taking better adagatof code reuse in tools and utilities is thastmo
divisions or product lines have their own solutd®veloped without knowledge of the other solutions.
For the most part, there's no motivation and Ihgeefit to share code.

What's the Problem?

On many levels, there is no problem. There arevtase problems a company can have than having
too many lightweight XML parsers in the library. ditionally, the tools are shared in a central
repository where everyone in the company can sdardltilities and download whatever is appealing
to them. More choiceshouldlead to a better selection for everyone, but thyosite is generally true.

In The Paradox of Choicé&?! Barry Schwartz discusses how having too many optio consider
makes the ultimate decision much more difficulgttis part of the problem, but there's more to it.

One of the great things about Microsoft is thatrgyoduct group sets their own goals, their own
vision, and they determine their own way to sohe ¢éngineering problems they face from day to day.
There's not much motivation other than saving ticmadopt or reuse code for tools and utilities.



But still, there is a prevalent worry that codeseisn't used as much as it should be, and that
duplication of efforts and the not-invented-heréHNsyndrome are prime targets as areas of
improvement. To make tool adoption work across gsdn a company the size of Microsoft, it is not
enough to share just the tool—the code needs shaed as well.

Open Development

Sharing code and tools between teams relies onmgdée unique needs of each team. If an individual
or team cannot customize code or a tool themsebrasthe owner of the code cannot make the
needed changes for them, their only remedy iseatertheir own copy or start from scratch. Unless,
course, the code is available for anyone to coumiilbo or modify.

In 2007, Microsoft launched a new internal pori@ined CodeBox, which is shownkigure 15-4

With CodeBox, Microsoft engineers can create, herst, manage collaborative projects. Built by the
Engineering Excellence team, CodeBox is an intgrisilared application with a look and feel similar
to CodePlex|fttp://www.codeplex.comCodeBox includes support for source control,clifénables
anyone to make additions and enhancements to ahg @irojects. The owners of the projects have
complete control over which changes they accepiewose who are making changes remain free to
work in abranchor fork (a branch or fork is a distinct copy of the orajisource that retains the same
history) in case they need to retail special feztuhat have not yet been accepted.

Codebon
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Figure 15-4: Microsoft CodeBox.

CodeBox use is growing quickly. Many of the poputaols from the previous tool portal have already
been migrated to the shared source model on CodéBorm January 2007 to March 2008,
contributions grew from 50 to 400 per week. In &ddito the shared tools and utilities, larger grou
are using CodeBox as a workspace for developinticapipns that will someday grow to be new
Microsoft products.

It's too early to tell the long-term benefit CodeBs going to have on increasing code reuse, laut th
initial prognosis is good. As adoption and usagewyshared code and tools will benefit the entire
company in terms of reduced development costs ghighality tools, and replacement of constant
reinvention with building on the knowledge and exgrece of an entire engineering community.

(3] Barry SchwartzThe Paradox of ChoicgNew York: Harper Perennial, 2005).

Summary

Software engineering continues to grow in advancesnas well as in complexity. With this
advancement and complexity, new and bigger chadieegnsistently appear. To many software



engineers, these challenges are a big part ofxitiement and draw of the profession. Keeping one
eye on the problems of today while anticipating anting on the emerging problems of the future is a
crucial attribute of great technical leaders atigsoft and in the software industry. Improvements i
failure analysis, code reviews, virtual machinegesand code reuse are only four of the dozengyof b
challenges Microsoft engineers are confronting.sehehallenges, along with a continuing effort to
improve software engineering, are an exciting pathe Microsoft culture.

Chapter 16: Building the Future

Alan Page

Overview

Software testing is still a relatively new disci@iwhen compared with software development.
Companies such as the Computer Usage Corporatid@)@nd Applied Data Research (ADR) started
business in the 1950s and provided systems sofavatepplications for computer manufacturers and
business users. At that time, testing and debuggerg synonymous, and both activities were entirely
the programmer's job. In later years, testing becarseparate activity, transforming roles fromabis

of "bug finding" and verifying that the softwareiséied the requirements to activities of findingas
and measuring quality.

For the most part, software testing is still anadaterifying software functionality and an attentpt

find the most critical errors before the produnt its way into the hands of the customer. Sotwar
programs today are bigger, more complex, used ire marying scenarios, and have massive numbers
of users. Although more testing occurs earliehmproduct cycle in software companies and IT
departments, it's unclear whether the investmemigising headway against the growing complexity of
today's software.

Even with our advances in techniques and improvémesoftware quality despite increases in
complexity, we have to ask the obvious questioneW¥tdoes testing go from here?

The Need for Forward Thinking

In The Art of Software TestinGlenford Myers first stated the progression sfitey from debugging to
verification[! In 1988, Gelperin and Hetzel elaborated on thgnassion and growth of software
testingEZ] and stated that the testing activity was movinvgatia a prevention activity. Twenty years
later, testing istill moving toward becoming a prevention activity. heill always be a need for
verification and analysis, but the biggest gainsdftware quality will likely come through
preventative techniques.

Thinking Forward by Moving Backward

As the story goes, one day a villager was walkinghie river that ran next to his village and saman
drowning in the river. He swam into the river amdught the man to safety. Before he could get his
breath, he saw another man drowning, so he yedleddlp and went back into the river for another
rescue mission. More and more drowning men appearge river, and more and more villagers were
called upon to come help in the rescue effortshénmidst of the chaos, one man began walking away
along a trail up the river. One of the villagerfiexhto him and asked, "Where are you going? Welnee



your help." He said, "I'm going to find out whatisowing all of these people into the river."

Moving quality upstrearns a commonly heard term in software testing esclet it's not done enough
in the majority of contexts. Most software usedapd too complex, too big, and too expensive to
improve quality from testing alone. Almost everyrquuter science book | own shows a graph
illustrating the cost of a bug over time, yet téware industry still relies on one of the finghges of
software engineering—testing—for a substantialiporof product qualityTable 16-] taken from

Code Complet@] is one such example of cost increase estimatesndept on the phase the bug was
introduced.

Table 16-1: Average Cost of Fixing Defects Basedntroduction and Detection Phase
=» Open table as spreadsheet

Time detected

1%

Time introduced Requirements Architecture Construction System test Post-Release

Requirements 1 3 5-10 10 10-100
Architecture — 1 10 15 25-100
Construction — — 1 1 10-25

The data presented by McConnell in this table erplthat a bug introduced in the requirements phase
that might cost $100 dollars to fix if found immat#ly will cost 10 times as much to fix if not
discovered until the system test phase, or as rmasdi®0 times as much if detected post-release. Bugs
fixed close to when they are introduced are gelyegakier to fix. As bugs age in the system, ths co
can increase as the developers have to reacqgbamselves with the code to fix the bug or as
dependencies to the code in the area surroundingud introduce additional complexity and risk to

the fix.

Striving for a Quality Culture

Joseph Juran, who is widely known for his contiiimg to quality thinking, was recognized for adding
a human dimension to quality issues. Juran fett¢hlural resistance was the root cause of quality
issues.

A culture is shared beliefs, values, attitudegjtinsons, and behavior patterns that charactdhee
members of a community or organization. A qualitjture is one in which members of the community
share values, attitudes, and beliefs regardingtgueaid take on their daily work with these attitdsi

as a driving force. If quality is not ingrainedarthe culture in this way, quality practices wid b

viewed as pieces of the engineering puzzle thabeasone "later."

Unfortunately, there is no such thing as "justimd’ quality, and expecting quality to happen &t th
end of the product cycle is foolish. If qualitynet at the forefront of engineering processes, it i
impossible to reach acceptable levels of qualitheend. At a recent conference, Watts Humphrey
rephrased this long-standing problem as, "If yomtwta get a high quality product out of test, yavé
to put a high quality product into test.” The hprdblem that we often avoid is, how can we get @digh
guality products into test?



Testing and Quality Assurance

Machiavelli wrote, "In the beginning of a maladysiteasy to cure but difficult to detect, but ie th
course of time, not having been either detectddeated in the beginning, it becomes easy to detect

but difficult to cure.!¥ The parallels of this statement in software andals: Early detection and
prevention are the keys to avoiding problems thightrbe difficult to "cure” later.

The most common method for improving quality at Msoft (and in the rest of the software industry
as well) is testing. Testing is the means to uhedetects in software before customers can finththe
In fact, with some of the best software testerthaindustry, and the common practice of involviest
early in the product cycle, Microsoft is extremeffective at finding bugs early in the product eycl
As good as that is, the prevailing approach iststiiest quality into the product.

The wordtestingis often synonymous with quality assurance; howehese are two different acts of
engineering. Testing israactiveapproach—finding defects that are latent in theglpct using various
detection and investigative techniques, whereabtgaasurance is proactiveapproach—>building an
environment where bug prevention and a qualityucalare inherent in the development life cycle.
Aspects of quality assurance are present in aliglines but are most prevalent in the test digogl

The Engineering Excellence group at Microsoft destyand regularly delivers a course for senior
testers at Microsoft where a large amount of theerrad covers quality assurance techniques rather
than testing techniques. In many cases, a sersbrdle at Microsoft is much more like a quality
assurance role than a test role, where the prinoéeyis to improve quality practices affecting all
engineering disciplines across a group or division.

Who Owns Quality?

Many years ago, when | would ask the question, "Was quality?" the answer would nearly always
be, "The test team owns quality.” Today, when Ithsk question, the answer is customarily "Everyone
owns quality.” Although this might be a better apsww some, W. Mark Manduke of SEI has written:
"When quality is declared to be everyone's resjiitgj no one is truly designated to be resporesibl
for it, and quality issues fade into the chaoshefdrisis du jour." He concludes that "when

management truly commits to a quality culture, goee will, indeed, be responsible for qualitL?.]"

A system where everyone truly owns quality requaeslture of quality. Without such a culture, all
teams will make sacrifices against quality. Develept teams might skip code reviews to save time,
program management might cut corners on a spetificar fudge a definition of "done,"” and test
teams might change their goals on test pass orageeates deep in the product cycle. Despite many
efforts to put quality assurance processes in plasea common practice among engineering teams t
make exceptions in quality practices to meet deadlor other goals. Although it's certainly impbotta
to be flexible to meet ship dates or other deadligeality often suffers because of a lack of a tru
quality owner.

Entire test teams might own facets of quality amsce, but they are rarely in the best position to
champion or influence the adoption of a qualitytund. Senior managers could be the quality
champion, but their focus is justly on the busirgsmianaging the team, shipping the product, and
running a successful business. Although they nfiglre quality goals in mind, they are rarely the
champion for a culture of quality. Management |lealigp teams (typically the organization leaders of
Development, Test, and Program Management) beavefght of quality ownership for most teams.
These leaders own and drive the engineering presdesthe team and are in the prime organizational
position for evaluating, assessing, and implemgmunality-based engineering practices.
Unfortunately, it seems that quality software andldy software engineering practices are raregyrth



chief concerns throughout any product engineenudec

Senior management support for a quality culturé esmtirely enough. In a quality culture, every
employee can have an impact on quality. Many ohtlost important quality improvements in
manufacturing have come from suggestions by th&ever In the auto industry, for example, the
average Japanese autoworker provides 28 suggepgBongar, and 80 percent of those suggestions are

implemented[ﬁ|

Ideally, Microsoft engineers from all disciplinesanaking suggestions for improvement. Where a
team does not have a culture of quality, the sugesare few and precious few of those suggestions
are implemented. Cultural apathy for quality whleh lead to other challenges with passion and
commitment among team members.

The Cost of Quality

Cost of qualityis a term that is widely used but just as widelgunderstood. The cost of quality isn't
the price of creating a quality product or servite.the cost ohot creating a quality product or
service.

Every time work must be redone, the cost of quatityeases. Obvious examples include the
following:

* Rewriting or redesigning a component or feature

* Retesting as a result of test failure or code 3308

* Rebuilding a tool used as part of the engineernoggss

* Reworking a service or process, such as a chesysiiem, build system, or review policy

In other words, any cost that would not have hapdehquality were perfect contributes to the aafst
quality. This is also known as cost of poor qual®OPQ).

In Quality Is Free Phillip Crosby divides quality costs into threstegories: appraisal, preventative,
and failure. Appraisal costs include salaries (idoig the cost of paying testers) and costs t@sele
Preventative costs are expenditures associatedmiiementing and maintaining preventative
techniques. Failure costs are the cost of rewarkh@ COPQ as stated previously). We rarely measure
preventative costs, and we even more rarely retamah. Instead, we prefer to concentrate on heroics
—working all night to fix the last few bugs, or stigating a workaround for a serious issue atabie
minute.

Consider this quote frofihe Persistence of Firefighting in Product Develeplu[\ﬂ:

Occasionally there is a superstar of an engineea ananager that can take one of these
late changes and run through the gauntlet of al plossible ways that it could screw up
and make it a success. And then we make a hexf that person. And everybody else
who wants to be a hero says "Oh, that is what isecaround here." It is not valued to do
the routine work months in advance and do thertgsind eliminate all the problems
before they become problems. What is valued igykadie to make a change in the last
minute and ramrod it through.

This quote might seem familiar to many readers.déf@t need heroics; we need to prevent the need
for them.



A New Role for Test

Some might ask if quality becomes deeply integratdtie design, and developers create far fewer
bugs, what will the test team do? The truth is fimaling bugs today might b®o easy. In an
organization where quality is inherent in the habit everyone, the emphasis on the role of testesiov
away from finding massive numbers of defects taceotrating on emulating customer scenarios, peer
review, and validation. There will still be bugsfiied, but finding them will be a much bigger
challenge than it is today. Testers will have theetto investigate complex integration scenaria$ an
unblocked by basic functionality issues, find aagreumber of the bugs that our customers find after
release, removing much of the tremendous cost thikee, updates, and service packs.

Others from the test role (as well as from othscigiines) can begin to function in a quality assie

role. These individuals will analyze and implemprdcess improvement, defect prevention techniques,
and infrastructure, and be the ambassadors foitygtiaihking and a quality culture in their

organization. Growth and development of this ralald be a key part of building and evangelizing a
quality culture that spans the company.

More ideas on bug prevention, including root caasaysis and the need for a quality culture, are
found inThe Practical Guide to Defect Preventi@vicrosoft Press, 2007), a book written by some of
our testing colleagues at Microsoft.

[LGlenford J. MyersThe Art of Software Testir{@lew York: John Wiley, 1979).

[2p. Gelperin and B. Hetzel, "The Growth of Softwaesting,"Communications of the ACBIL, no. 6
(June 1988).

[8lSteve McConnellCode Complete: A Practical Handbook of Software €action(Redmond, WA:
Microsoft Press, 2004).

[4INicolo Machiavelli,The Prince(1513).

(5w, Mark Manduke, "Let SQA Be Your GuideSTQE Magaziné, no. 6 (November/December
2003).

[6IR. wall, R. Solum, and M. Sobdthe Visionary LeadefRoseville, CA: Prima Lifestyles, 1992).

[INelson P. Repenning, Paulo Goncgalves, and LaBkadk, Past the Tipping Point: The Persistence
of Firefighting in Product Developme(@ambridge, MA: Sloan School of Management,
Massachusetts Institute of Technology, nlattp://web.mit.edu/nelsonr/www/TippingV2_0-

sub_doc.pdf

Test Leadership

With more than 9,000 full-time testers at Microsatfthe time of this writing, there is tremendoegat
for a way to connect, share, and grow the capesildf the discipline. This is a huge challengann
organization of a hundred testers, but with a nvassumber of testers spread throughout the wdrtd, t
challenge at Microsoft is monumental. Leadershijnéskey to developing a vibrant test engineering
discipline, and leadership is how Microsoft addesshis issue.

The Microsoft Test Leadership Team

Leadership teams exist for every engineering disg@t Microsoft, and the Microsoft Test Leadepshi
Team (MSTLT) is one of the most active and successfthese leadership teams. The principal goal



of this team is to support sharing of testing krexige and practices between all testers across the
company. This goal is reflected in the MSTLT's nuegsee the following sidebar) and in their
accomplishments to date.

The Microsoft Test Leadership Team Vision

The mission of the Microsoft Test Leadership TeM®TLT) is to create a cross-business group forum
to support elevating and resolvingmmonchallenges and issues in the test discipline. M8& LT

will drive education and best practice adoptionkdacthe business group test teams that solve
commorchallenges. Where appropriate the MSTLT will aigtiish and bless business group
differenceghat require local best practice optimization evidtion.

The MSTLT is made up of about 25 of the most set@st managers, directors, general managers, and
VPs representing every product line at Microsofte Belection process for representation for
leadership team membership is critical to enssreutcess. Membership selection is based on Iével o
seniority, as well as nomination or approval fréma TLT chair and the product line vice president.
(SeeChapter 2"Software Test Engineers at Microsoft.”) Withéle proper makeup, leadership teams
cannot speak for their community at large in ateda and representative way. Additionally, theythee
the support of their organizational leadershipefaresent their organizations adequately and fairly.

Test Leadership Team Chair

Grant George was (and remains) the first chaiheftést leadership team. He took on the role af cha
of the MSTLT in August of 2003 and fostered growttlthe team through its initial period. In 2004e th
Engineering Excellence organization began to suppese virtual teams, and as such, the MSTLT
chair became a close partner for engineering estoed. This virtual merger also allowed the MSTLT
to have a very active role in reviewing and proviegdback on tester training, engineering excedenc
awards, and the career development road map tersgsleveloped jointly by the MSTLT and HR).

Kicking off the Microsoft Test Leadership Team
From: Grant George
Sent: Friday, October 17, 2003, 13:11
Subject: Microsoft Test Leadership Team
When: Wednesday, December 17, 2003, 12:00-14:00 (GM0®)&acific Time (US and Canada)
Where: 17/3002

As you may know, there is collective effort to fofprofessional discipline leadership teams" across
our product groups at Microsoft to create commuaityg collaborative solving of some of the biggest
challenges facing each discipline in our businesBasre are a number of complex and challenging
product cycles ahead of us in the "Wave 12" (nex& years) time frame and we should meet with
more regularity to tackle those challenges andriyeand coordinate the leadership and approaches
we must deliver on across test teams at Microsofhigh quality product delivery—if not also agree
on how we will measure continued growth, increasguhact, and higher efficiency in test engineering
at Microsoft.

Our kickoff meeting as this newly formed leaderdiei@m will be on Wednesday, November 12, from
noon to 2 p.m. in 17/3002.

At that first meeting we will discuss meeting fregqey and mechanics, how we want to work as a



leadership team, what our collective responsibgitheed to be in how we channel/represent the
constituent test teams in the business groups Weaah represent, and prioritize the set of issues
facing our test businesses over the coming praciades (again, next 2 to 3 years). We will review
specific proposals for this in the first meetingrad with a number of other issues on our collectbst
engineering radars. There is much we can and slogidliinate, improve, and lead our businesses on
—test tools, test automation environment approaahdsstrategies, cross-group testing and technology
delivery, people growth and performance managepraatices in Test, among many others topics.

Thanks in advance for your help and participatiothis new forum.
—Grant

Test Leadership in Action

Every year, the Microsoft Test Leadership Team (MBTin conjunction with the Engineering
Excellence team, selects three to six areas wigmdisant research or investigation related to the
growth or improvement of testing at Microsoft icassary. Past examples have included work on
career paths for senior testers, automation shdeabgnanagement, and career stage profiles for
testers.

The MSTLT meets monthly. The meeting agendas vay imonth to month but focus on a few main
areas. These include the following:

» Updates on yearly initiativesAt least one MSTLT member is responsible for eWd&TLT
initiative and for presenting to the group on itsgress at least four times throughout the year.

* Reports from human resourcesThe MSTLT has a strong relationship with the cogpe
human resources department. This meeting providepportunity for HR to disseminate
information to test leadership as well as takeas@ntative feedback from the MSTLT
membership.

» Other topics for leadership reviewChanges in engineering mandates or in other catpor
policies that affect engineering are presentetieddadership team before circulation to the full
test population. With this background informatiaaidable, MSTLT members can distribute the
information to their respective divisions with acate facts and proper context.

The Test Architect Group

The Test Architect Group (TAG) is composed of senmnmanagement leaders from the test
discipline. When Soma Somasegar, then a Directdesif in the Windows division, created the Test
Architect title, he encouraged the initial Test itects to meet regularly and discuss the challenge
and successes they were having on their respaetwes. The group started with only six Test
Architects, mostly from the Windows division, bwtshsince grown to more than 40 Test Architects
spanning every major division at Microsoft. Oridigaonly testers with the Test Architect title veer
members of the group, but as Microsoft has movecerntaward standard titles (for example, SDET,
Senior SDET, and Principal SDET, as discussddhapter 2, the group now includes all senior testers
who are functioning in a test architeote regardless of their address book title.

TAG—You're It!
From: S. Somasegar



Sent: Thursday, January 11, 2001, 10:46
Subject: Test Architect

We are creating a new position called Test ArchitEere are a lot of opportunities for us to apply
some strong technical leadership to how we testndrat we test to ensure that we continuously move
guality upstream into our development processntertsabout our test automation so that we are very
efficient in testing, build testability hooks inetiproduct, etc. We need to make some big invessment
solving the scalability issues related to testiailating increasingly complex products across an
expanding hardware base.

The Test Architect position provides an opportufidiyus to invest in senior, individual technical
contributors in the test organization to focus oms of these key issues.

The primary goals for creating the Test Architeasipon are:

* To apply a critical mass of senior, individual agmitors on difficult/global testing problems
facing Windows development teams

» To create a technical career path for individualtgbutors in the test teams
Some of the key things that Test Architects woolkli on include:
« Continue to evolve our development process by ngpgumlity upstream

* Increase the throughput of our testing processutiitr@automation, smart practices,
consolidation, and leadership

The profile of a Test Architect:
* Motivated to solve the most challenging problentethby our testing teams
» Senior-level individual contributor
* Has a solid understanding of Microsoft testing pcas and the product development process
 Ability to work both independently and cross gralgveloping and deploying testing solutions

Test Architects will be nominated by VPs and worddhain in their current teams. They will be
focused on solving key problems and issues fat¢iaddst teams across the board. The Test Architects
will form a virtual team and meet regularly to eddbrate with each other and other Microsoft groups
including Research. Each Test Architect will begssible for representing unique problems faced by
their teams and own implementing and driving kefyatives within their organizations in addition to
working on cross-group issues.

Nearly 10 years after the establishment of the grthe TAG members still meet nearly every week.
Test architects are primarily dedicated to addngstchnical issues on their own teams, but thosgr
has found numerous benefits in meeting regularghtre ideas and best practices on testing and
quality issues at Microsoft. In fact, many of theeting agendas center on the original mission of
sharing current challenges and success stories.

The value of having Microsoft's most senior testegilarly review, brainstorm, and dissect solwion
for complex test problems is immeasurable. In regears, TAG has become something of a sounding
board for new thinking, new methods, or new tonlgesting. Presentations and demonstrations of
ideas and implementations from test groups sparewegy Microsoft division fill many of the meeting
agendas. The value and depth of the feedbackht@aiAG provides is respected and sought after. A
few meetings a year are reserved for "TAG busifiedsich includes discussions about company-wide



initiatives driven by TAG and other projects wh&heG is a significant contributor (such as the MSDN
Tester Center).

Perhaps the largest benefit of the regular meetsgsthe value of networking. The extensive peer
discussions and the view into the variety of wooke& across the company that is presented give TAG
members much of the knowledge and information thesd to make strategic decisions that affect the
entire company.

Another way that the Test Architect Group provigtakie to Microsoft is by being open and available
for informal discussions on any topic with anyoBenail discussions and ad hoc meeting requests are
a start, but one of the most successful initiatinethis area is the "Have Lunch with a Test Arebit
program. Every month, Test Architects across thepany have dozens of lunch chats with testers of
all levels of seniority and in a variety of prodgcoups.

Have Lunch with a Test Architect
The announcement on the internal Test Architect Bebreads:

One of the greatest benefits we've seen from steAfehitect Group is the power of
networking. Since the group is comprised of memfoens all over Microsoft, it has been
really great for us to hear the different viewpgirghare techniques, and reduce the Six
Degrees of Separation that make it hard to worloasrgroups. We wanted to find a way to
scale up this benefit for all testers, make ourugronore accessible, and make more
connections throughout the company to share thetbstsefforts and raise the bar for
everyone. To that end, we'd like to talk with y@a.you want to talk about technical
problems you are facing with a tester from anotip@up? Would you like to brainstorm on
a solution you are considering? Want to learn maeut what a Test Architect does? Want
to have a casual conversation about careers?

So do we! We'd love to grab a lunch, share informmadbout hard problems, better
understand the problems your group is facing toiee can help (or know someone who
can), and grow our list of contacts to advancettst community at Microsoft. If you're
interested in sitting down with one of us, feet fie contact anyone in the list below.

Our calendars are up to date, and our interests exjlerience are available below. Just
send any of us a meeting request for lunch—you deeh have to come to the cafeteria in
our building! We look forward to talking to you.

Note Microsoft Research has an entire group thalie$ software testing and verification (along with
program analysis and other software measuremeagcriptions of their projects can be found at
http://research.microsoft.com/srr

Test Excellence

In 2003, Microsoft created the Engineering Excelee(EE) team. In addition to technical traininge(th
core of the group was the previous technical edutagroup), the mission of the group is to discover
and share best practices in engineering acrosothpany. The group as a whole encompasses all
engineering disciplines, with the test discipliepresented by the Test Excellence team. This team
considers their customers to be every tester atdgaft. From new hire to vice president, success of
the overall test community is what drives this grotihe primary tasks of the Test Excellence team ca
be summarized asharing helping andcommunicating



Sharing

Sharing aligns with the EE goal of sharing bestfcas. In the case of Test Excellence, sharing
incorporates practices, tools, and experiences.

* PracticesThe Test Excellence team identifies practiceppr@aches that have potential for
use across different teams or divisions at Microddfe goal is not to make everyone work the
same way, but to identify good work that is adolgddy others.

» Tools The approach with tools is similar to practicest fie most part, the core training
provided by the Test Excellence team is tool-agopstat is, the training focuses on techniques
and methods but doesn't promote one tool over andtowever, when a specific tool is
identified as being the best solution for solvingpacific problem or application of a specific
technique, it can be used and evangelized in atechmical training class. An example of this
is the PICT tool discussed @hapter 5"Functional Testing Techniques." This is a pérfeol
for pairwise analysis and is universally used wteaching this particular technique.

» ExperiencesMicrosoft teams work in numerous different ways-+eafisolated from those
whose experiences they could potentially learn froest Excellence attempts to gather those
experiences through case studies, presentatioast(Talks"), and interviews, and then share
those experiences with disparate teams.

Note More than 20 Test Talks (presentations orceife test practices) are held every year. TessTal
are open to all testers at Microsoft (includingeIMvebcasts and recordings for testers outside of
Redmond).

The Engineering Excellence Forum

One of the most visible ways the Test Excellenaentand all of Engineering Excellence help share
practices with all engineers at Microsoft is thrbuge Engineering Excellence Forum. The forum is an
annual event, held over five days every June. dhani is packed with presentations, panel
discussions, demonstrations, and of course, freghland snacks. The EE Forum is much like one of
the huge software development or testing confeetitd occur every year, but targeted at, and
attended exclusively by, Microsoft employees. Hadrof employees take part in the planning,
preparation, and presentations, while thousande @bend every year. It's a prime opportunity for
employees to learn about practices and tools ugedher teams at Microsoft.

Helping

The Test Excellence team functions as facilitatmd experts for the overall test community. They us
these roles to establish and maintain connectiotistesters. In fact, the tagline for the Test Heree
team isWe connect the dots to quality and this brand statement drives much of theikw8ome of
the ways this team helps testersfamlitation, answersandconnections

» Facilitation Test Excellence team members often assist intiailg executive briefings,
product line strategy meetings, and team postmodisoussions. Their strategic insight and
view from a position outside the product groupssameght out and valued.

* AnswersEngineers at Microsoft expect the Test Excelldraen to know about testing and
aren't afraid to ask them. In many cases, team raemo know the answer, but when they do
not, their connections enable them to find answarskly. Sometimes, team members refer to
themselves aest therapisteind meet individually with testers to discuss tjoas about career



growth, management challenges, or work-life balance

» ConnectionsProbably the biggest value of Test Excellencemections—their interaction
with the TLT, TAG, Microsoft Research, and prodliceé leadership ensures that they can
reduce the degrees of separation between any emgiaeMicrosoft and help them solve their
problems quickly and efficiently.

Communicating

Another key value of Test Excellence is simply @amgnunicating what they know and discover. There
is tremendous value in sharing relevant informatioa large community. Some of the communication
coming from the Test Excellence team includes dtlewing:

* A monthly test newsletter for all testers at Mi@fisncludes information on upcoming events,
status of MSTLT initiatives, and announcementsvaaié to the test discipline.

» University relationships are discussed, includiegews on test and engineering curriculum as
well as general communications with departmentrshed professors who teach quality and
testing courses in their programs.

* The Microsoft Tester Centehntfp://www.msdn.com/testercentermuch like this book—
intends to provide an inside view into the testngctices and approaches used by Microsoft
testers. This site, launched in late 2007, is gngvguickly. Microsoft employees currently
create most of the content, but industry testesgsige a growing portion of the overall site
content and are expected to become larger contribut the future.

Working Together

The Engineering Excellence group recently remodtiet office space to include team rooms for
each of the discipline-focused "Excellence" grolgrosoft's policy of supplying individual offices

to engineers is well known, arﬁdaopleware[g] DeMarco and Lister's seminal text on productivity
among software engineers, explains how and whyawieffices for engineers increase productivity.

Why would Microsoft change their ways and makewbé&farm"? In the case of Engineering
Excellence, the decision was almost purely expertaieAgile software development practitioners talk
about the necessity for collaboration that a te@omr provides, but I've also met many people who
would rather work in a treehouse than in a shafeceoThe work that our team performs does have
some collaborative aspects, but certainly canddmsidered as collaborative as a software product.
Nevertheless, in May of 2006, just a few days ketbe remodel was to begin, we packed and moved
to a temporary office; then, moved back into ouww meam room a few months later.

I don't know if any of us knew completely what t@ect, but overall, | think we were all pleasantly
surprised. | think the biggest benefit is that vae@danearly 1,000 square feet of space dispersed
between six of us. Given the nature of our jobseéms even bigger because, outside of team
meetings, it's extremely rare that we are all endgffice at the same time. We also have flexibi#y

we were to add one more person to the team, wel coake some small modifications and find room
for that person easily. We have couches, charsjlemg-mounted projector, an Xbox, and an espresso
machine. Almost every wall is usable as a whitethoand we've hung whiteboards on most of those
that aren't. Most of the workspaces sit along d efakindows.Figure 16-1shows the current
configuration of our room.
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Figure 16-1: Test Excellence team room.
The room can get "busy" sometimes, and we all haweeto resort to headphones occasionally to cut
down on the distractions, but most of the time weeadl happy with the room. We have our own
spaces, but we can talk face to face when we rmeddur arrangement is a bit of a compromise
between a "cube farm" and an individual office.

We have six in the room now, and it would probabbrk with a few more, but | think the team room
concept would fail as team size approached dougiesdThe biggest benefit of the shared space is
that we are all more aware than ever of the woak dhur teammates are doing—and we have a fun,
modern place to work.

Perhaps the most prevalent indicator of the suaafessr new room was when | took over the
leadership of the Test Excellence team. | choseép my desk in the team room. | also have aneoffic
that we all use for 1:1 (pronounced one-on-one)timg®, interviews, and other private meetings,lbut
enjoy spending most of my time working in what veeé come to call our "test lounge.”

Keeping an Eye on the Future

Perhaps the most critical role of the Test Excelteteam is anticipating the future needs of testers
Microsoft and being proactive in defining the figwision of software testing. This vision is thesisa
for yearly planning and Test Excellence initiativ€le purpose of the vision, like most good visjaas
to give direction on the discipline and to guide tiork to be done.

Microsoft Director of Test Excellence

One of the most unique roles at Microsoft is tifahe Director of Test Excellence. In some ways, th
role is simply to be the manager in charge of tbst Excellence team, but it also has a tremendous
amount of scope and opportunity to influence teséeross the entire company.

Not surprisingly, it's a role that all three authof this book have held. Currently, the DirectblTest
role is tied to the Director of Test Excellenceerddut originally it was just a senior test positio
responsible for advancement of the testing prodesai Microsoft.

The following people have all held the DirectorTest position:

» Dave Moore (Director of Development and Test), 19904



* Roger Sherman (Director of Test), 1994-1997

» James Tierney (Director of Test), 1997-2000

» Barry Preppernau (Director of Test), 2000—2002

» William Rollison (Director of Test), 2002—-2004

» Ken Johnston (Director of Test Excellence), 2008620
» James Rodrigues (Director of Test Excellence), 28007

» Alan Page (Director of Test Excellence), 2007-pnése

Because this is a full-time position managing alksteategy team the role also functions as the
connection between the TLT and the TAG with an eashon working closely with the chairs of the
two organizations.

The Leadership Triad

The Microsoft Test Leadership Team, Test Architeriup, and Test Excellence organizations fill a
vital role in the development and maintenance eftdst culture at Microsoft, as showrFigure 16-2

In each of these organizations is a leadershigiposihartered to work for the discipline and asros
the teams. In the case of the TLT chair and the TA&r, these are virtual teams and the chairmanshi
is an extra duty for the individual in that rolerkhe Director of Test Excellence it is a full-Bm
position.

Three Key Leadership Positions for Testing

MSTLT Chair

Y TAG Chair
Director of Test Excellence

Figure 16-2: Three key leadership positions inttitee test support organizations.

[§]Timothy Lister and Tom DeMarc®eopleware: Productive Projects and TeaiNsw York: Dorset
House, 1987).

Innovating for the Future

All new Microsoft employees attend the New Emplo@éentation (NEO). New Microsoft hires
spend most of their first two days learning abaliges, organizations, and other topics that ves fe

all new employees should know about. | frequentgspnt on the topic of innovation. Microsoft will
certainly continue to innovate in our new produassyell as in new areas such as Zune and tabletop
computing, but the big message | try to conveha innovation might be more important in thay

we make our products and in how we enable custotaensiovate on our technologies.

When | think of software in the future, or wherekssoftware depicted in a science fiction movi®, tw
things always jump out at me. The first is thaftware will be everywherés prevalent as software is
today, in the future, software will interact witkarly every aspect of our lives. The second thinagd k
see is thasoftware just workd can't think of a single time when | watchedetedtive or scientist in
the future use software to help them solve a casgpooblem and the system didn't work perfectly fo



them, and | most certainly have never seen thevaodtthey were using crash. That is my vision of
software—software everywhere that just works.

Getting there, as you've realized by reading #uisrf the book, is a difficult process, and it'srenthan
we testers can do on our own. If we're going taeaghthis vision, we, as a software engineering
industry, need to continue to challenge ourselwesianovate in the processes and tools we use to
make software. It's a challenge that | embracea@mkdforward to, and | hope all readers of this koo
will join me.

If you have questions or comments for the authbtkis book (or would like to report bugs) or would
like to keep track of our continuing thoughts oty afithe subjects in this book, please visit
http://www.hwtsam.conWe would all love to hear what you have to say.

—Alan, Ken, and Bj
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